AES Encryption
IP Security System

[P Lock

IP Lock is FPGA logic security system which used very reliable AES encryption technology. IP
propaties in FPGA are protected from illegal copy by only including IP Lock in FPGA and connectiing
with encryption controller chip.
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@~ Strong security by AES encryption
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Encryption controller chip
@+ Change & encrypt authentication data at
about 200msec cycle

Send to Encryption Send
@~ Generate true random authentication data by FPGA controller chip ¢ g Cyeied data
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@+ No need to input clock to IP Lock logic
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AES Cryptosystem reve e Match
AES(Advanced Encryption Standard) is common key Miss match
cryptosystem chosen by NIST, US. Both encryption and
decryption are high speed. And it is also stronger than

triple DES. So it is noticed as encryption standard for next
generation replaced with DES. Currently AES is adopted
with security for financial system, LAN system and so on.
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IP Lock block diagram
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Laboratories pack

IP Lock writer + blank chip

I IPL-CHP # real size
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PLock

Laboratories pack containes encryption

chips which are already written unique

ID at shipment. It is for small usage.

IP Lock implementation example

Unique ID for each pack written
by DesignGateway

Step1:

SOP8 pin package
mount encryption chip

User can write any ID to blank chip

b ing IP Lock writer
y using wri Step2:

Implement IP Lock
to FPGA

Possible to write optional ID to blank chips
by IP Lock writer. Because every IP Lock
writer have different ID, even if a user write
same key but using different IP Lock writer,
written ID are also different. It is for mass
production or using it for several products.

B Production name

IP Lock

Bl Cryptosystem

AES-128 Cryptosystem

B Consumption resources of
IP Lock core

about 1,200LE / about 24,500 memory bit (for Altera FPGA)
about 400 slices / 2 blockRAM (for Xilinx FPGA)

W Encryption controller

SOP8 pin package
2 1/O for connecting with FPGA
No need clock input

H Contents

@ IP Lock encryption contrpller chip

@ P Lock core netlist

@ User's manual

@ ID writing software (for Windows, included in IP Lock writer IPL-003WR only)

B Part number

@IP Lock Laboratories pack
IPL-010L IP core netlist + encryption controller chip 10pcs pack
IPL-030L IP core netlist + encryption controller chip 30pcs pack
@|P Lock writer
IPL-003WR IP Lock writer (with IPL-CHP 3pcs)
IPL-CHP Blank chip for IP Lock writer (vOQ 100pcs)
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KomnaHus ((3J'IeKTpO|_|J'|aCT» npeanaraeT 3akKn4vyeHmne onrocpoYHbIX OTHOLLIEHUN npu
NOoCTaBKaxX MMMNOPTHbIX 3NTEKTPOHHbIX KOMMOHEHTOB Ha B3aMMOBbLIFO4HbIX yCJ'IOBI/lFlX!

Hawwn npeumyuiectsa:

e OnepaTuBHbIE NOCTABKM LUMPOKOrO CMeKTpa 3NeKTPOHHbIX KOMMNOHEHTOB OTEYECTBEHHOIO U
MMMOPTHOrO NPON3BOACTBA HANPAMYO OT MPOM3BOAMTENEN U C KPYNMHENLLNX MUPOBbLIX
CKNaaos.;

MocTaBka 6onee 17-TM MUNIIMOHOB HAMMEHOBAHWUIN 3NEKTPOHHbLIX KOMMNOHEHTOB;

MocTaBka CNoXHbIX, AeULNTHBIX, MMOO CHATLIX C MPOM3BOACTBA NO3ULIUIA;

OnepaTtunBHbIE CPOKM NOCTABKM Nof 3aka3 (0T 5 pabounx gHewn);

OKcnpecc goctaska B Nnobyto Touky Poccuu;

TexHnyeckas nogaepkka npoekTa, NomMoLLlb B nogdope aHanoros, NocTaBka NPOTOTUMOB;

Cuctema MeHeXMeHTa KavyecTBa cepTuduumnposaHa no MexayHapogHomy ctaHgapTty 1ISO

9001;

o JlnueHausa ®CH Ha ocyulecTBneHne paboT ¢ NCNONb30BaHWEM CBEOEHUIN, COCTABAOLLINX
rocygapCTBEHHYIO TalHy;

o [locTaBka cneumnanmampoBaHHbIX KOMNoHeHToB (Xilinx, Altera, Analog Devices, Intersil,
Interpoint, Microsemi, Aeroflex, Peregrine, Syfer, Eurofarad, Texas Instrument, Miteq,
Cobham, E2V, MA-COM, Hittite, Mini-Circuits,General Dynamics v gp.);

MoMMMO 3TOro, O4HMM M3 HanpaBnNeHU koMnaHum «AnekTpollnacT» ABNseTca HanpaBneHne

«UcTouHmkn nutaHua». Mel npeanaraem Bam nomoub KoHCTpyKTOpCKOro otaena:

e [logGop onTuManeHOro peleHus, TexHn4eckoe 060CHOBaHME Npu BbIOOpPE KOMMOHEHTA;
Monbop aHanoros.;
KoHcynbTaumm no NpUMEHEHMIO KOMMOHEHTA;
MocTaBka 06pa3yoB M NPOTOTUMNOB;
TexHn4veckasn noaaepka npoekTa;
3awmTa OT CHATMSA KOMMOHEHTA C NPON3BOACTBA.
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TenedoH: 8 (812) 309 58 32 (MHOrokaHanbHbIN)
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