M|c§\c|."p ATtiny1616/1617 Automotive

AVR® Microcontroller with Core Independent Peripherals
and picoPower® Technology for Automotive

Introduction

The ATtiny1616/1617 Automotive are members of the tinyAVR® 1-series of microcontrollers, using the
AVR® 8-bit processor with hardware multiplier, running at up to 16 MHz and with 16 KB Flash, 2 KB of
SRAM, and 256 bytes of EEPROM in a 20-, and 24-pin package. The tinyAVR 1-series uses the latest
technologies with a flexible and low-power architecture including Event System and SleepWalking,
accurate analog features and advanced peripherals. Capacitive touch interfaces with proximity sensing
and driven shield are supported with the integrated QTouch® peripheral touch controller.

Features

- AVR® 8-bit CPU
— Running at up to 16 MHz
— Single-cycle I/0O access
— Two-level interrupt controller
— Two-cycle hardware multiplier
*  Memories
— 16 KB In-system self-programmable Flash memory
— 256 bytes EEPROM
— 2 KB SRAM
—  Write/erase endurance:
* Flash 10,000 cycles
+ EEPROM 100,000 cycles
*  System
— Power-on Reset (POR)
— Brown-out Detection (BOD)
Internal and external clock options:
* 16 MHz low-power RC oscillator
+ 32.768 kHz Ultra Low-Power (ULP) internal RC oscillator with £10% accuracy, +2%
calibration step size
+ 32.768 kHz external crystal oscillator

» External clock input
Single pin programming and debugging interface (UPDI)
Three sleep modes:
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» Idle with all peripherals running for immediate wake-up
+ Standby
— Configurable operation of selected peripherals
— SleepWalking peripherals
*  Power-down with limited wake-up functionality
*  Peripherals
— One 16-bit timer/counter type A with dedicated period register, three compare channels (TCA)
— Two 16-bit timer/counter type B with input capture (TCB)
— One 12-bit timer/counter type D optimized for control applications (TCD)

— 16-bit Real Time Counter (RTC) running from an external crystal, external clock, or internal RC
oscillator

— One USART with fractional baud rate generator, auto-baud, and start-of-frame detection
— Master/slave Serial Peripheral Interface (SPI)
— Master/slave I12C with dual address match
« Standard mode (Sm, 100 kHz)
* Fast mode (Fm, 400 kHz)
« Fast mode plus (Fm+, 1 MHz)
— Configurable Custom Logic (CCL) with two programmable Look-up Tables (LUT)
— Three Analog Comparators (AC) with low propagation delay
— Two 10-bit 115 ksps Analog-to-Digital Converters (ADC)
— Three 8-bit Digital-to-Analog Converters (DAC) with one external channel
— Five selectable internal voltage references: 0.55V, 1.1V, 1.5V, 2.5V, and 4.3V
— Automated CRC memory scan
—  Window Watchdog Timer (WDT) with separate on-chip oscillator
— Peripheral Touch Controller (PTC)
»  Capacitive touch buttons, sliders, and wheels
*  Wake-up on touch
»  Driven shield for improved moisture and noise handling performance
* Up to 14 self-capacitance and up to 49 mutual capacitance channels
External interrupt on all general purpose pins
* 1/O and Packages:
— 18/21 programmable 1/O lines
— 20-pin QFN 3x3
— 24-pin QFN 4x4
+  Temperature Ranges:
— -40°Cto 105°C
— -40°C to 125°C temperature device options available
*  Speed Grades:
- 0-8MHz@ 2.7V -5.5V
- 0-16 MHz @ 4.5V - 5.5V
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tinyAVR® 1-Series Overview

tinyAVR® 1-Series Overview
The figure below shows the tinyAVR® 1-series devices, laying out pin count variants and memory sizes:
»  Vertical migration upwards is possible without code modification, as these devices are pin

compatible and provide the same or more features. Downward migration may require code
modification due to fewer available instances of some peripherals.

*  Horizontal migration to the left reduces the pin count and therefore the available features.

Figure 1-1. tinyAVR® 1-Series Overview

Flash A
2 KB
P Pins
8 14 20 24

Devices with different Flash memory size typically also have different SRAM and EEPROM.

Related Links
7. Memories

Configuration Summary

Peripheral Summary

Table 1-1. Peripheral Summary

Pins 20 24
SRAM 2 KB 2 KB
Flash 16 KB 16 KB
EEPROM 256B 256B
Max. frequency (MHz) 16 16
16-bit Timer/Counter type A (TCA) 1 1
16-bit Timer/Counter type B (TCB) 2 2
12-bit Timer/Counter type D (TCD) 1 1
Real Time Counter (RTC) 1 1
USART 1 1
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ATtiny1616/1617 Automotive

tinyAVR® 1-Series Overview

SPI

TWI (12C)

ADC

ADC channels

DAC

AC

Peripheral Touch Controller (PTC)(")

PTC number of self-capacitance channels(")
PTC number of mutual-capacitance channels(")
Custom Logic/Configurable Lookup Tables
Window Watchdog

Event System channels

General purpose I/O

External interrupts

CRCSCAN

Note:

1. The PTC takes control over the ADCO while the PTC is used.
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ATtiny1616/1617 Automotive

Ordering Information

2. Ordering Information

21 ATtiny161x
Table 2-1. ATtiny1617 Automotive Ordering Codes

Ordering Code(1 W Package Type (GPC) Power Supply [Operational Range Carrier Type
ATtiny1617-MBT-VAO 16 KB |VQFN (ZCY) 2.7V - 55V Automotive (-40°C to +105°C) Tape & Reel
ATtiny1617-MZT-VAO 16 KB VQFN (ZCY) 24 2.7V - 5.5V Automotive (-40°C to +125°C) Tape & Reel

Table 2-2. ATtiny1616 Automotive Ordering Codes

Ordering Code m Package Type (GPC) Power Supply |Operational Range Carrier Type

ATtiny1616-MBT-VAO 16 KB |VQFN (ZCJ) 2.7V - 5.5V Automotive (-40°C to +105°C) Tape & Reel

ATtiny1616-MZT-VAO 16 KB VQFN (ZCJ) 20 2.7V - 5.5V Automotive (-40°C to +125°C) Tape & Reel
Note:

1. Pb-free packaging complies to the European Directive for Restriction of Hazardous Substances
(RoHS directive). Also Halide free and fully Green.
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Block Diagram

3. Block Diagram
Figure 3-1. ATtiny1616/1617 Automotive Block Diagram
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Pinout

4. Pinout

4.1 20-Pin VQFN

=
[
o
L
o
2
o

PA2 T 1 PCO
EXTCLK /PA3 [ PBO

e\ PB1
vDD [ | PB2/TOSC2
Pl 51 PB3/TOSC1
n © ~ v <
oo
|:| Input supply |2 Programming, Debug, Reset

. Ground |:| Clock, crystal

!I GPIO VDD power domain Ij Digital function only
|:| Analog function
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Pinout

4.2 24-Pin VQFN

£
2
|_
%)
LLI
o
— O [\P QN
288 9®
i
.§ &
PA2I] 17 - PC1
EXTCLK/PA3 ] 2 | PCO
oo | 3 PBO
|
voD [ 4 ! PB1
PAA T 5 | PB2/TOSC2
PASIE] 6 ---——---—-——- PB3/TOSCH
S I D@ D>
EE E’: o o o o
|:| Input supply Ij Programming, Debug, Reset

. Ground |:| Clock, crystal

!I GPIO VDD power domain Ij Digital function only
|:| No Connected |:| Analog function
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I/0 Multiplexing and Considerations

5. I/0 Multiplexing and Considerations

5.1 Multiplexed Signals
Table 5-1. PORT Function Multiplexing

£ | £ |Pin Name (1,2) other/Special USARTO TCDO ccL
J|R
ol
g8
23 19 PAO AINO LUTO-INO

RESET

UPDI
24 20 PA1 AIN1 TXD MOSI spa LUTO-IN1
1 1 PA2 EVOUTO AIN2 RxD MISO |scL LUTO-IN2
2 2 PA3 EXTCLK AIN3 XCK SCK W03 TCB1WO
3 |3 GND
4 4 VDD
5 5 PA4 AIN4 |AINO |X0/YO XDIR  |SS W04 WOA |LUTO0-OUT
6 6 PA5 VREFA AIN5 AINT X1/Y1 OUT AINNO WO5 TCBOWO WOB
7 7 PA6 AING |AIN2 |X2/Y2 AINNO AINP1 AINPO lOUT
8 8 PA7 AIN7 AIN3 X3/Y3 AINPO AINPO AINNO LUT1-OUT
9 PB7 AIN4 AINN1 |AINP3
10  PB6 AIN5 AINP3 AINN1
119 |PB5 CLKOUT AINS AINP1 AINP2 Wo2

X12/Y12

12 10 PB4 AIN9 X13/Y13 AINN1 AINP3 wol LUTO-0UT
13 11 |PB3 ouT RxD WOO

TOSCH
14 12 PB2 TOSC2, EVOUT1 ouT TxD W02
15 13 |PB1 AIN10 X4/Y4  AINP2 XCK SDA \WO1
16 14 PBO AIN11 X5/Y5 AINP2 |AINP1 XDIR SCL W00
17 15 PCO AING | X6/Y6 SCK TCBO WO |WOC
18 16 PC1 AIN7  X7/Y7 MISO WOD |LUT1-0UT
19 |17 |PC2 EVOUT2 AINS | X9/Y8 MOST
20 18 PC3 AIN9  X9/Y9 5 Wo3 LUT1-INO
21 |Pca AIN10 | X10/Y10 Wo4 |TCBL WO LUT1-IN1
22

Note:

1. Pin names are of type Pxn, with x being the PORT instance (A, B) and n the pin number. Notation
for signals is PORTx_PINn. All pins can be used as event input.

2. All pins can be used for external interrupt, where pins Px2 and Px6 of each port have full
asynchronous detection.

3. Every PTC line can be configured as X- or Y-line.

Tip: Signals on alternative pin locations are in typewriter font.
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ATtiny1616/1617 Automotive

Automotive Quality Grade

Automotive Quality Grade

The devices have been manufactured according to the most stringent requirements of the international
standard ISO/TS 16949. This data sheet contains limit values extracted from the results of extensive
characterization (temperature and voltage).

The quality and reliability have been verified during regular product qualification as per AEC-Q100 grade
1 (—40°C to +125°C) and grade 2 (—40°C to +105°C).

Table 6-1. Temperature Grade Identification for Automotive Products
—40 to +125 Z Automotive temperature grade 1
—40 to +105 B Automotive temperature grade 2
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ATtiny1616/1617 Automotive

Memories

Memories

Overview

The main memories are SRAM data memory, EEPROM data memory, and Flash program memory. In
addition, the peripheral registers are located in the /O memory space.

Table 7-1. Physical Properties of EEPROM

Property ATtiny1616/1617

Size 256 bytes
Page size 32 bytes
Number of pages 8

Start address 0x1400

Table 7-2. Physical Properties of SRAM

Property ATtiny1616/1617

Size 2 KB
Start address 0x3800

Table 7-3. Physical Properties of Flash Memory

Property ATtiny1616/1617

Size 16 KB
Page size 64 bytes
Number of pages 256
Start address 0x8000

Related Links

7.2 Memory Map

7.5 EEPROM Data Memory

7.4 SRAM Data Memory

7.3 In-System Reprogrammable Flash Program Memory
10. Nonvolatile Memory Controller (NVMCTRL)
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7.2

7.3

ATtiny1616/1617 Automotive

Memories

Memory Map
Figure 7-1. Memory Map ATtiny1616/1617

0x0000 — 0x003F

0x0040 — OXOFFF

NVM 1/O Registers and Data 0x1000 — 0x13FF

EEPROM 256 bytes 0x1400 — Ox14FF

(Reserved)

]
Internal SRAM

(Reserved)

0x8000 - BOOTEND

APPEND

App Data OxBFFF

”””” il

|
1
(Reserved) }
I
|
|
|

OXFFFF

In-System Reprogrammable Flash Program Memory

The ATtiny1616/1617 Automotive contains 16 KB on-chip in-system reprogrammable Flash memory for
program storage. Since all AVR instructions are 16 or 32 bits wide, the Flash is organized as 4K x 16. For
write protection, the Flash program memory space can be divided into three sections (see the illustration
below): Bootloader section, application code section, and application data section, with restricted access
rights among them.

The Program Counter (PC) is 13-bits wide to address the whole program memory. The procedure for
writing Flash memory is described in detail in the documentation of the Nonvolatile Memory Controller
(NVMCTRL) peripheral.

The entire Flash memory is mapped in the memory space and is accessible with normal LD/ST
instructions as well as the LPM instruction. For LD/ST instructions, the Flash is mapped from address
0x8000. For the LPM instruction, the Flash start address is 0x0000.

The ATtiny1616/1617 Automotive also has a CRC peripheral that is a master on the bus.
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7.4

7.5

7.6

ATtiny1616/1617 Automotive

Memories

Figure 7-2. Flash and the Three Sections
FLASHSTART: 0x8000

BOOTEND>0: 0x8000+BOOTEND*256

APPLICATION
CODE

APPEND>0: 0x8000+APPEND*256

FLASHEND

Related Links
1.1 Configuration Summary
10. Nonvolatile Memory Controller (NVMCTRL)

SRAM Data Memory
The 2 KB SRAM is used for data storage and stack.

Related Links
9. AVR CPU
9.5.4 Stack and Stack Pointer

EEPROM Data Memory

The ATtiny1616/1617 Automotive has 256 bytes of EEPROM data memory, see Memory Map section.
The EEPROM memory supports single byte read and write. The EEPROM is controlled by the Nonvolatile
Memory Controller (NVMCTRL).

Related Links

7.2 Memory Map

10. Nonvolatile Memory Controller (NVMCTRL)
18. Brown-Out Detector (BOD)

User Row

In addition to the EEPROM, the ATtiny1616/1617 Automotive has one extra page of EEPROM memory
that can be used for firmware settings, the User Row (USERROW). This memory supports single byte
read and write as the normal EEPROM. The CPU can write and read this memory as normal EEPROM
and the UPDI can write and read it as a normal EEPROM memory if the part is unlocked. The User Row
can be written by the UPDI when the part is locked. USERROW is not affected by a chip erase.
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7.8

ATtiny1616/1617 Automotive

Memories

Related Links

7.2 Memory Map

10. Nonvolatile Memory Controller (NVMCTRL)
34. Unified Program and Debug Interface (UPDI)

Signature Bytes

All ATtiny microcontrollers have a 3-byte signature code that identifies the device. The three bytes reside
in a separate address space. For the device, the signature bytes are given in the following table.

Note: When the device is locked, only the System Information Block (SIB) can be obtained.

Table 7-4. Device ID

Device Name Signature Bytes Address
ATtiny1617 Ox1E 0x94 0x20
ATtiny1616 OX1E 0x94 0x21

Related Links
34.3.6 System Information Block

1/0 Memory

All ATtiny1616/1617 Automotive 1/0Os and peripherals are located in the I/O memory space. The I/O
address range from 0x00 to 0x3F can be accessed in a single cycle using IN and OUT instructions. The
extended 1/0O memory space from 0x0040 - OXOFFF can be accessed by the L.D/1.DS/LDD and ST/STS/STD
instructions, transferring data between the 32 general purpose working registers and the 1/0O memory
space.

I/O registers within the address range 0x00 - Ox1F are directly bit accessible using the SBT and CBI
instructions. In these registers, the value of single bits can be checked by using the SBIS and SBIC
instructions. Refer to the Instruction Set section for more details.

For compatibility with future devices, reserved bits should be written to zero if accessed. Reserved /O
memory addresses should never be written.

Some of the interrupt flags are cleared by writing a '1' to them. On ATtiny1616/1617 Automotive devices,
the CBI and sSBI instructions will only operate on the specified bit and can be used on registers
containing such interrupt flags. The CBI and SBI instructions work with registers 0x00 - Ox1F only.

General Purpose I/0 Registers

The ATtiny1616/1617 Automotive devices provide four general purpose I/O registers. These registers can
be used for storing any information, and they are particularly useful for storing global variables and
interrupt flags. general purpose I/O registers, which reside in the address range 0x1C - Ox1F, are directly
bit accessible using the SBI, CBI, SBIS, and SBIC instructions.

Related Links
7.2 Memory Map
35. Instruction Set Summary
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7.9

ATtiny1616/1617 Automotive

Memories

Memory Section Access from CPU and UPDI on Locked Device

The device can be locked so that the memories cannot be read using the UPDI. The locking protects both
the Flash (all BOOT, APPCODE, and APPDATA sections), SRAM, and the EEPROM including the FUSE

data. This prevents successful reading of application data or code using the debugger interface. Regular

memory access from within the application still is enabled.

The device is locked by writing any non-valid value to the LOCKBIT bit field in FUSE.LOCKBIT.
Table 7-5. Memory Access in Unlocked Mode (FUSE.LOCKBIT Valid)(

CPU Access UPDI Access

Memory Section

Rt Twie e lwie
SRAM Yes Yes Yes Yes
Registers Yes Yes Yes Yes
Flash Yes Yes Yes Yes
EEPROM Yes Yes Yes Yes
USERROW Yes Yes Yes Yes
SIGROW Yes No Yes No
Other Fuses Yes No Yes Yes

Table 7-6. Memory Access in Locked Mode (FUSE.LOCKBIT Invalid)(")

Memory Section |CPU Access UPDI Access
Read

SRAM Yes Yes No No
Registers Yes Yes No No
Flash Yes Yes No No
EEPROM Yes No No No
USERROW Yes Yes No Yes(@)
SIGROW Yes No No No
Other Fuses Yes No No No
Note:

1. Read operations marked No in the tables may appear to be successful, but the data is corrupt.
Hence, any attempt of code validation through the UPDI will fail on these memory sections.

2. In Locked mode, the USERROW can be written blindly using the fuse Write command, but the
current USERROW values cannot be read out.

Important: The only way to unlock a device is a CHIPERASE, which will erase all device
memories to factory default so that no application data is retained.

© 2018 Microchip Technology Inc. Datasheet Complete DS40002021B-page 22



7.10

ATtiny1616/1617 Automotive

Memories

Related Links

7.10.3 Fuse Summary - FUSE

7.10.4.9 LOCKBIT

34. Unified Program and Debug Interface (UPDI)
34.3.7 Enabling of KEY Protected Interfaces

Configuration and User Fuses (FUSE)

Fuses are part of the nonvolatile memory and hold factory calibration data and device configuration. The
fuses are available from device power-up. The fuses can be read by the CPU or the UPDI, but can only

be programmed or cleared by the UPDI. The configuration and calibration values stored in the fuses are
written to their respective target registers at the end of the start-up sequence.

The content of the Signature Row fuses (SIGROW) is pre-programmed and cannot be altered. SIGROW
holds information such as device ID, serial number, and calibration values.

The fuses for peripheral configuration (FUSE) are pre-programmed but can be altered by the user.
Altered values in the configuration fuse will be effective only after a Reset.
Note: When writing the fuses write all reserved bits to ‘1’

This device provides a User Row fuse area (USERROW) that can hold application data. The USERROW
can be programmed on a locked device by the UPDI. This can be used for final configuration without
having programming or debugging capabilities enabled.

Related Links

7.10.1 SIGROW - Signature Row Summary
7.10.3 Fuse Summary - FUSE

8.1 Peripheral Module Address Map
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ATtiny1616/1617 Automotive

Memories

SIGROW - Signature Row Summary

N BN T I N N I

0x00
0x01
0x02
0x03
0x04
0x05
0x06
0x07
0x08
0x09
0x0A
0x0B
0x0C
0x0D

0x21
0x22
0x23

7.10.2

DEVICEIDO
DEVICEID1
DEVICEID2
SERNUMO
SERNUM1
SERNUM2
SERNUM3
SERNUM4
SERNUM5
SERNUM6G
SERNUM7
SERNUMS8
SERNUM9

Reserved

OSC16ERR3V
OSC16ERR5V

Signature Row Description

7:0
7:0
7:0
7:0
7:0
7:0
7:0
7:0
7:0
7:0
7:0
7:0

7:0
7:0

DEVICEID[7:0]
DEVICEID[7:0]
DEVICEID[7:0]
SERNUM[7:0]
SERNUM[7:0]
SERNUM[7:0]
SERNUM[7:0]
SERNUM[7:0]
SERNUM[7:0]
SERNUM[7:0]
SERNUM[7:0]
SERNUM[7:0]
SERNUM[7:0]

OSC16ERR3V[7:0]
OSC16ERR5V[7:0]
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ATtiny1616/1617 Automotive

Memories

7.10.2.1 DevicelD n

Name: DEVICEIDnN

Offset: 0x00 + n*0x01 [n=0..2]
Reset: [Device ID]

Property: -

Each device has a device ID identifying the device and its properties; such as memory sizes, pin count,
and die revision. This can be used to identify a device and hence, the available features by software. The
Device ID consists of three bytes: SIGROW.DEVICEIDI[2:0].

Bit 7 6 5 4 3 2 1 0
DEVICEID[7:0]

Access R R R R R R R R

Reset X X X X X X X X

Bits 7:0 — DEVICEID[7:0] Byte n of the Device ID
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ATtiny1616/1617 Automotive

Memories

7.10.2.2 Serial Number Byte n

Name: SERNUMnN

Offset: 0x03 + n*0x01 [n=0..9]
Reset: [device serial number]
Property: -

Each device has an individual serial number, representing a unique ID. This can be used to identify a
specific device in the field. The serial number consists of ten bytes: SIGROW.SERNUM[9:0].

Bit 7 6 5 4 3 2 1 0

| SERNUMI[7:0]
Access R R R R R R R R
Reset X X X X X X X X

Bits 7:0 —- SERNUM([7:0] Serial Number Byte n
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ATtiny1616/1617 Automotive

Memories
7.10.2.3 OSC16 Error at 3V
Name: OSC16ERR3V
Offset: 0x22
Reset: [Oscillator frequency error value]
Property: -
Bit 7 6 5 4 3 2 1 0
OSC16ERR3V[7:0]
Access R R R R R R R R
Reset X X X X X X X X

Bits 7:0 —- OSC16ERR3V[7:0] OSC16 Error at 3V

These registers contain the signed oscillator frequency error value when running at internal 16 MHz at 3V,
as measured during production.
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Memories
7.10.2.4 OSC16 Error at 5V
Name: OSC16ERR5V
Offset: 0x23
Reset: [Oscillator frequency error value]
Property: -
Bit 7 6 5 4 3 2 1 0
OSC16ERR5V[7:0]
Access R R R R R R R R
Reset X X X X X X X X

Bits 7:0 —- OSC16ERR5V[7:0] OSC16 Error at 5V

These registers contain the signed oscillator frequency error value when running at internal 16 MHz at 5V,
as measured during production.
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0x00
0x01
0x02
0x03
0x04

0x05

0x06
0x07
0x08
0x09
0x0A

7104

ATtiny1616/1617 Automotive

Memories

Fuse Summary - FUSE

oren | teme eneen L L

WDTCFG
BODCFG
OSCCFG
Reserved
TCDOCFG

SYSCFGO0

SYSCFG1
APPEND
BOOTEND
Reserved

LOCKBIT

7:0

7:0

7:0

7:0

7:0
7:0
7:0

7:0

Fuse Description

OSCLOCK

CMPDEN
CRCBOOTD

WINDOW[3:0] PERIOD[3:0]
LVL[2:0] SAMPFREQ ACTIVE[1:0] SLEEP[1:0]
FREQSEL[1:0]
CMPCEN | CMPBEN | CMPAEN CMPD CMPC CMPB CMPA
CRCAPPDIS RESERVED[1:0] RSTPINCFG[1:0] RESERVED | EESAVE
SUT[2:0]
APPENDI7:0]
BOOTENDI7:0]
LOCKBIT[7:0]
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ATtiny1616/1617 Automotive

Memories
7.10.4.1 Watchdog Configuration
Name: WDTCFG
Offset: 0x00
Reset: -
Property: -
Bit 7 6 5 4 3 2 1 0
WINDOWI[3:0] PERIOD[3:0]
Access R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 7:4 —- WINDOW[3:0] Watchdog Window Time-out Period
This value is loaded into the WINDOW bit field of the Watchdog Control A register (WDT.CTRLA) during
Reset.

Bits 3:0 — PERIOD[3:0] Watchdog Time-out Period
This value is loaded into the PERIOD bit field of the Watchdog Control A register (WDT.CTRLA) during
Reset.
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Memories

7.10.4.2 BOD Configuration

Name: BODCFG
Offset: 0x01
Reset: -
Property: -

The settings of the BOD will be reloaded from this Fuse after a Power-on Reset. For all other Resets, the
BOD configuration remains unchanged.

Bit 7 6 5 4 3 2 1 0
| LVL[2:0] | SAMPFREQ ACTIVE[1:0] | SLEEP[1:0] |
Access R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 7:5 — LVL[2:0] BOD Level
This value is loaded into the LVL bit field of the BOD Control B register (BOD.CTRLB) during Reset.

Value Name Description
0x0 BODLEVELO 1.8V

0x1 BODLEVEL1 2.15V

0x2 BODLEVEL2 2.60V

0x3 BODLEVEL3 2.95V

0x4 BODLEVEL4 3.30V

0x5 BODLEVEL5 3.70V

0x6 BODLEVELG6 4.00V

0x7 BODLEVEL?7 4.30V

Bit 4 - SAMPFREQ BOD Sample Frequency
This value is loaded into the SAMPFREQ bit of the BOD Control A register (BOD.CTRLA) during Reset.

Value Description
0x0 Sample frequency is 1 kHz
0x1 Sample frequency is 125 Hz

Bits 3:2 — ACTIVE[1:0] BOD Operation Mode in Active and Idle
This value is loaded into the ACTIVE bit field of the BOD Control A register (BOD.CTRLA) during Reset.

Value Description

0x0 Disabled

0x1 Enabled

0x2 Sampled

0x3 Enabled with wake-up halted until BOD is ready

Bits 1:0 — SLEEP[1:0] BOD Operation Mode in Sleep
This value is loaded into the SLEEP bit field of the BOD Control A register (BOD.CTRLA) during Reset.

Value Description
0x0 Disabled
0x1 Enabled
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Memories
Value Description
0x2 Sampled
0x3 Reserved
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Memories
7.10.4.3 Oscillator Configuration
Name: OSCCFG
Offset: 0x02
Reset: -
Property: -
Bit 7 6 5 4 3 2 1 0
OSCLOCK FREQSEL][1:0] |
Access R R R
Reset 0 0 1

Bit 7 — OSCLOCK Oscillator Lock
This fuse bit is loaded to LOCK in CLKCTRL.OSC20MCALIBB during Reset.

Value Description
0 Calibration registers of the 20 MHz oscillator are accessible
1 Calibration registers of the 20 MHz oscillator are locked

Bits 1:0 — FREQSEL[1:0] Frequency Select

These bits select the operation frequency of the 16 MHz internal oscillator (OSC20M) and determine the
respective factory calibration values to be written to CAL20M in CLKCTRL.OSC20MCALIBA and
TEMPCAL20M in CLKCTRL.OSC20MCALIBB.

Value Description

0x1 Run at 16 MHz with corresponding factory calibration
Other Reserved
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Memories

7.10.4.4 Timer Counter Type D Configuration

Name: TCDOCFG
Offset: 0x04
Reset: -
Property: -

The bit values of this fuse register are written to the corresponding bits in the TCD.FAULTCTRL register
of TCDQO at start-up.

The CMPEN and CMP settings of the TCD will only be reloaded from the FUSE values after a Power-on
Reset. For all other resets, the corresponding TCD settings of the device will remain unchanged.

Bit 7 6 5 4 3 2 1 0
CMPDEN CMPCEN CMPBEN | CMPAEN | CMPD | CMPC CMPB | CMPA

Access R R R R R R R R

Reset 0 0 0 0 0 0 0 0

Bits 4, 5, 6, 7— CMPEN Compare x Enable

Value Description

0 Compare x output on Pin is disabled
1 Compare x output on Pin is enabled

Bits 0, 1, 2, 3— CMP Compare x
This bit selects the default state of Compare x after Reset, or when entering debug if FAULTDET is '1".

Value Description

0 Compare x default state is 0
1 Compare x default state is 1
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7.10.4.5 System Configuration 0
Name: SYSCFGO
Offset: 0x05
Reset: -
Property: -
Bit 7 6 5 4 3 2 1 0
CRCBOOTDIS| CRCAPPDIS RESERVED[1:0] | RSTPINCFG[1:0] | RESERVED EESAVE
Access R R R R R R R R
Reset 1 1 1 1 0 1 1 0

Bit 7 — CRCBOOTDIS CRC of Boot Section in Reset Disable
See CRC description for more information about the functionality.

Value Description
0 Boot section undergoing a CRC before Reset releases
1 No CRC of the boot section before Reset releases

Bit 6 —- CRCAPPDIS CRC of Application Code Section in Reset Disable
See CRC description for more information about the functionality.

Value Description
0 Application code section undergoing a CRC before Reset releases
1 No CRC of the application code section before Reset releases

Bits 5:4 - RESERVED[1:0]

Bits 3:2 — RSTPINCFG[1:0] Reset Pin Configuration
These bits select the Reset/UPDI pin configuration.

0x0 GPIO

0x1 UPDI

0x2 RESET

0x3 For 24-pin device: UPDI, with external Reset on alternate location.

Reserved for lower pin-counts.
Bit 1 - RESERVED

Bit 0 —- EESAVE EEPROM Save during chip erase
Note: If the device is locked the EEPROM is always erased by a chip erase, regardless of this bit.

Value Description
0 EEPROM erased during chip erase
1 EEPROM not erased under chip erase

Related Links
28. Cyclic Redundancy Check Memory Scan (CRCSCAN)
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7.10.4.6 System Configuration 1
Name: SYSCFG1
Offset: 0x06
Reset: -
Property: -
Bit 7 6 5 4 3 2 1 0
SUT[2:0]
Access R R R
Reset 1 1 1

Bits 2:0 — SUT[2:0] Start-Up Time Setting
These bits select the start-up time between power-on and code execution.

Value Description

0x0 0 ms
0x1 1 ms
0x2 2ms
0x3 4 ms
0x4 8 ms
0x5 16 ms
0x6 32 ms
0x7 64 ms
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7.10.4.7 Application Code End
Name: APPEND
Offset: 0x07
Reset: -
Property: -
Bit 7 6 5 4 3 2 1 0
APPENDI7:0]
Access R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 7:0 — APPENDI[7:0] Application Code Section End

These bits set the end of the application code section in blocks of 256 bytes. The end of the application
code section should be set as BOOT size plus application code size. The remaining Flash will be
application data. A value of 0x00 defines the Flash from BOOTEND*256 to end of Flash as application
code. When both FUSE.APPEND and FUSE.BOOTEND are 0x00, the entire Flash is BOOT section.
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7.10.4.8 Boot End
Name: BOOTEND
Offset: 0x08
Reset: -
Property: -
Bit 7 6 5 4 3 2 1 0
BOOTEND[7:0]
Access R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 7:0 —- BOOTENDI[7:0] Boot Section End

These bits set the end of the boot section in blocks of 256 bytes. A value of 0x00 defines the whole Flash
as BOOT section. When both FUSE.APPEND and FUSE.BOOTEND are 0x00, the entire Flash is BOOT
section.
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7.10.4.9 Lockbits
Name: LOCKBIT
Offset: 0x0A
Reset: -
Property: -
Bit 7 6 5 4 3 2 1 0
LOCKBIT[7:0]
Access R/W RIW R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 7:0 — LOCKBIT[7:0] Lockbits
When the part is locked, UPDI cannot access the system bus, so it cannot read out anything but CS-

space.
Value Description

0xC5 Valid key - the device is open

other Invalid - the device is locked

Related Links
7.9 Memory Section Access from CPU and UPDI on Locked Device
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Peripheral Module Address Map

The address map shows the base address for each peripheral. For complete register description and
summary for each peripheral module, refer to the respective module chapters.

Table 8-1. Peripheral Module Address Map

0x0000 VPORTA Virtual Port A

0x0004 VPORTB Virtual Port B

0x0008 VPORTC Virtual Port C

0x001C GPIO General Purpose I/O registers
0x0030 CPU CPU

0x0040 RSTCTRL Reset Controller

0x0050 SLPCTRL Sleep Controller

0x0060 CLKCTRL Clock Controller

0x0080 BOD Brown-Out Detector

0x00A0 VREF Voltage Reference

0x0100 WDT Watchdog Timer

0x0110 CPUINT Interrupt Controller

0x0120 CRCSCAN Cyclic Redundancy Check Memory Scan
0x0140 RTC Real-Time Counter

0x0180 EVSYS Event System

0x01CO0 CCL Configurable Custom Logic
0x0200 PORTMUX Port Multiplexer

0x0400 PORTA Port A Configuration

0x0420 PORTB Port B Configuration

0x0440 PORTC Port C Configuration

0x0600 ADCO Analog-to-Digital Converter
0x0640 ADCA1 Analog-to-Digital Converter instance 1
0x0680 ACO Analog Comparator 0

0x0688 ACA1 Analog Comparator 1

0x0690 AC2 Analog Comparator 2
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0x06A0 DACO Digital-to-Analog Converter O
0x06A8 DACA1 Digital-to-Analog Converter 1
0x06B0 DAC2 Digital-to-Analog Converter 2
0x0800 USARTO Universal Synchronous Asynchronous Receiver Transmitter
0x0810 TWIO Two-Wire Interface

0x0820 SPIO Serial Peripheral Interface
0x0A00 TCAO Timer/Counter Type A instance 0
0x0A40 TCBO Timer/Counter Type B instance 0
0x0A50 TCB1 Timer/Counter Type B 1

0x0A80 TCDO Timer/Counter Type D instance 0
0x0F00 SYSCFG System Configuration

0x1000 NVMCTRL Nonvolatile Memory Controller
0x1100 SIGROW Signature Row

0x1280 FUSES Device-specific fuses

0x1300 USERROW  User Row

Interrupt Vector Mapping

Each of the interrupt vectors is connected to one peripheral instance, as shown in the table below. A
peripheral can have one or more interrupt sources, see the Interrupt section in the Functional description
of the respective peripheral for more details on the available interrupt sources.

When the interrupt condition occurs, an Interrupt Flag (namelF) is set in the Interrupt Flags register of the
peripheral (peripheral INTFLAGS).

An interrupt is enabled or disabled by writing to the corresponding Interrupt Enable bit (namelE) in the
peripheral's Interrupt Control register (peripheral.INTCTRL).

The naming of the registers may vary slightly in some peripherals.

An interrupt request is generated when the corresponding interrupt is enabled and the interrupt flag is set.
The interrupt request remains active until the interrupt flag is cleared. See the peripheral's INTFLAGS
register for details on how to clear interrupt flags.

Interrupts must be enabled globally for interrupt requests to be generated.

Table 8-2. Interrupt Vector Mapping

Vector Number Base Address Peripheral Source

0 0x00 RESET
1 0x02 NMI - Non-Maskable Interrupt
from CRC
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Vector Number Base Address Peripheral Source

2
3
4
5
6
7

18
14
15
17
18
19
20

22

24
26
27

30

0x04 VLM - Voltage Level Monitor

0x06 PORTA - Port A

0x08 PORTB - Port B

0x0A PORTC - Port C

0x0C RTC - Real-Time Counter

O0x0E PIT - Periodic Interrupt Timer (in
RTC peripheral)

0x10 TCAO - Timer Counter Type A

O0x1A TCBO - Timer Counter Type B

0x1C TCB1 - Timer Counter Type B

Ox1E TCDO - Timer Counter Type D

0x22 ACO — Analog Comparator

0x24 AC1 — Analog Comparator

0x26 AC2 — Analog Comparator

0x28 ADCO — Analog-to-Digital
Converter/PTC

0x2C ADC1 — Analog-to-Digital
Converter

0x30 TWIO - Two-Wire Interface/I2C

0x34 SPIO0 - Serial Peripheral Interface

0x36 USARTO - Universal

Asynchronous Receiver-
Transmitter

0x3C NVM - Nonvolatile Memory

Related Links

10.
17.
24,
26.
25.
27.
28.
21.
22.
23.
30.

Nonvolatile Memory Controller (NVMCTRL)

I/0O Pin Configuration (PORT)

Real-Time Counter (RTC)

Serial Peripheral Interface (SPI)

Universal Synchronous and Asynchronous Receiver and Transmitter (USART)
Two-Wire Interface (TWI)

Cyclic Redundancy Check Memory Scan (CRCSCAN)
16-bit Timer/Counter Type A (TCA)

16-bit Timer/Counter Type B (TCB)

12-Bit Timer/Counter Type D (TCD)

Analog Comparator (AC)
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31. Analog-to-Digital Converter (ADC)

System Configuration (SYSCFG)

The system configuration contains the revision ID of the part. The revision ID is readable from the CPU,
making it useful for implementing application changes between part revisions.
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8.3.1 Register Summary - SYSCFG

omet | oo Jerpe| | | | | [ [ | |
7:0

0x01 REVID REVID[7:0]

8.3.2 Register Description - SYSCFG
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8.3.21 Device Revision ID Register

Name: REVID
Offset: 0x01

Reset: [revision ID]
Property: -

This register is read-only and displays the device revision ID.

Bit 7 6 5 4 3 2 1 0
| REVID[7:0]
Access R R R R R R R R
Reset

Bits 7:0 — REVID[7:0] Revision ID
These bits contain the device revision. 0x00 = A, 0x01 = B, and so on.
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AVR CPU

Features
»  8-Bit, High-Performance AVR RISC CPU:
— 135 instructions
— Hardware multiplier
+ 32 8-Bit Registers Directly Connected to the Arithmetic Logic Unit (ALU)
» Stack in RAM
»  Stack Pointer Accessible in I/O Memory Space
»  Direct Addressing of up to 64 KB of Unified Memory:
— Entire Flash accessible with all LD/ST instructions
*  True 16/24-Bit Access to 16/24-Bit I/0 Registers
+  Efficient Support for 8-, 16-, and 32-Bit Arithmetic
»  Configuration Change Protection for System Critical Features

Overview

All AVR devices use the 8-bit AVR CPU. The CPU is able to access memories, perform calculations,
control peripherals, and execute instructions in the program memory. Interrupt handling is described in a
separate section.

Related Links

7. Memories

10. Nonvolatile Memory Controller (NVMCTRL)

14. CPU Interrupt Controller (CPUINT)

Architecture

In order to maximize performance and parallelism, the AVR CPU uses a Harvard architecture with
separate buses for program and data. Instructions in the program memory are executed with single-level
pipelining. While one instruction is being executed, the next instruction is prefetched from the program
memory. This enables instructions to be executed on every clock cycle.
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Figure 9-1. AVR CPU Architecture
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The Arithmetic Logic Unit (ALU) supports arithmetic and logic operations between registers or between a
constant and a register. Also, single-register operations can be executed in the ALU. After an arithmetic
operation, the STATUS register is updated to reflect information about the result of the operation.

The ALU is directly connected to the fast-access register file. The 32 8-bit general purpose working
registers all have single clock cycle access time allowing single-cycle arithmetic logic unit operation
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between registers or between a register and an immediate. Six of the 32 registers can be used as three
16-bit Address Pointers for program and data space addressing, enabling efficient address calculations.

The program memory bus is connected to Flash, and the first program memory Flash address is 0x0000.
The data memory space is divided into I/O registers, SRAM, EEPROM, and Flash.

All /O Status and Control registers reside in the lowest 4 KB addresses of the data memory. This is
referred to as the 1/0 memory space. The lowest 64 addresses are accessed directly with single-cycle
IN/OUT instructions, or as the data space locations from 0x00 to Ox3F. These addresses can be accessed
using load (L.D/.DS/1.DD) and store (ST/STS/STD) instructions. The lowest 32 addresses can even be
accessed with single-cycle SBI/CBI instructions and SBIS/SBIC instructions. The rest is the extended
I/O memory space, ranging from 0x0040 to OxOFFF. The 1/O registers here must be accessed as data
space locations using load and store instructions.

Data addresses 0x1000 to 0x1800 are reserved for memory mapping of fuses, the NVM controller and
EEPROM. The addresses from 0x1800 to Ox7FFF are reserved for other memories, such as SRAM.

The Flash is mapped in the data space from 0x8000 and above. The Flash can be accessed with all load
and store instructions by using addresses above 0x8000. The 1L.PM instruction accesses the Flash similar
to the code space, where the Flash starts at address 0x0000.

For a summary of all AVR instructions, refer to the Instruction Set Summary section. For details of all AVR
instructions, refer to http://www.microchip.com/design-centers/8-bit.

Related Links

10. Nonvolatile Memory Controller (NVMCTRL)
7. Memories

35. Instruction Set Summary

Arithmetic Logic Unit (ALU)

The Arithmetic Logic Unit (ALU) supports arithmetic and logic operations between registers, or between a
constant and a register. Also, single-register operations can be executed.

The ALU operates in direct connection with all 32 general purpose registers. Arithmetic operations
between general purpose registers or between a register and an immediate are executed in a single clock
cycle, and the result is stored in the register file. After an arithmetic or logic operation, the Status register
(CPU.SREGQG) is updated to reflect information about the result of the operation.

ALU operations are divided into three main categories — arithmetic, logical, and bit functions. Both 8- and
16-bit arithmetic are supported, and the instruction set allows for efficient implementation of 32-bit
arithmetic. The hardware multiplier supports signed and unsigned multiplication and fractional format.

Hardware Multiplier
The multiplier is capable of multiplying two 8-bit numbers into a 16-bit result. The hardware multiplier
supports different variations of signed and unsigned integer and fractional numbers:

*  Multiplication of signed/unsigned integers

*  Multiplication of signed/unsigned fractional numbers

«  Multiplication of a signed integer with an unsigned integer

*  Multiplication of a signed fractional number with an unsigned one

A multiplication takes two CPU clock cycles.
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9.5 Functional Description

9.5.1 Program Flow

After Reset, the CPU will execute instructions from the lowest address in the Flash program memory,
0x0000. The Program Counter (PC) addresses the next instruction to be fetched.

Program flow is supported by conditional and unconditional JUMP and CALL instructions, capable of
addressing the whole address space directly. Most AVR instructions use a 16-bit word format, and a
limited number use a 32-bit format.

During interrupts and subroutine calls, the return address PC is stored on the stack as a word pointer.
The stack is allocated in the general data SRAM, and consequently, the stack size is only limited by the
total SRAM size and the usage of the SRAM. After Reset, the Stack Pointer (SP) points to the highest
address in the internal SRAM. The SP is read/write accessible in the I/O memory space, enabling easy
implementation of multiple stacks or stack areas. The data SRAM can easily be accessed through the
five different addressing modes supported by the AVR CPU.

9.5.2 Instruction Execution Timing

The AVR CPU is clocked by the CPU clock: CLK_CPU. No internal clock division is applied. The figure
below shows the parallel instruction fetches and instruction executions enabled by the Harvard
architecture and the fast-access register file concept. This is the basic pipelining concept enabling up to 1
MIPS/MHz performance with high efficiency.

Figure 9-2. The Parallel Instruction Fetches and Instruction Executions
T T2 T3 T4
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1
1
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1st Instruction Fetch
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2nd Instruction Fetch '
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3rd Instruction Fetch
3rd Instruction Execute
4th Instruction Fetch

The following figure shows the internal timing concept for the register file. In a single clock cycle, an ALU
operation using two register operands is executed and the result is stored in the destination register.

Figure 9-3. Single Cycle ALU Operation
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Total Execution Time

Register Operands Fetch

ALU Operation Execute

Result Write Back

9.5.3 Status Register

The Status register (CPU.SREG) contains information about the result of the most recently executed
arithmetic or logic instruction. This information can be used for altering program flow in order to perform
conditional operations.
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CPU.SREG is updated after all ALU operations, as specified in the Instruction Set Summary. This will in
many cases remove the need for using the dedicated compare instructions, resulting in faster and more
compact code. CPU.SREG is not automatically stored/restored when entering/returning from an Interrupt
Service Routine. Maintaining the Status register between context switches must, therefore, be handled by
user-defined software. CPU.SREG is accessible in the I/O memory space.

Related Links
35. Instruction Set Summary

Stack and Stack Pointer

The stack is used for storing return addresses after interrupts and subroutine calls. Also, it can be used
for storing temporary data. The Stack Pointer (SP) always points to the top of the stack. The SP is
defined by the Stack Pointer bits in the Stack Pointer register (CPU.SP). The CPU.SP is implemented as
two 8-bit registers that are accessible in the /O memory space.

Data is pushed and popped from the stack using the PUSH and POP instructions. The stack grows from
higher to lower memory locations. This implies that pushing data onto the stack decreases the SP, and
popping data off the stack increases the SP. The Stack Pointer is automatically set to the highest address
of the internal SRAM after Reset. If the stack is changed, it must be set to point above address 0x2000,
and it must be defined before any subroutine calls are executed and before interrupts are enabled.

During interrupts or subroutine calls the return address is automatically pushed on the stack as a word
pointer and the SP is decremented by '2'. The return address consists of two bytes and the Least
Significant Byte is pushed on the stack first (at the higher address). As an example, a byte pointer return
address of 0x0006 is saved on the stack as 0x0003 (shifted one bit to the right), pointing to the fourth 16-
bit instruction word in the program memory. The return address is popped off the stack with RETT (when
returning from interrupts) and RET (when returning from subroutine calls) and the SP is incremented by
two.

The SP is decremented by "1' when data is pushed on the stack with the PUSH instruction, and
incremented by '1' when data is popped off the stack using the POP instruction.

To prevent corruption when updating the Stack Pointer from software, a write to SPL will automatically
disable interrupts for up to four instructions or until the next I/O memory write.

Register File
The register file consists of 32 8-bit general purpose working registers with single clock cycle access time.
The register file supports the following input/output schemes:

*  One 8-bit output operand and one 8-bit result input

»  Two 8-bit output operands and one 8-bit result input

*  Two 8-bit output operands and one 16-bit result input
*  One 16-bit output operand and one 16-bit result input

Six of the 32 registers can be used as three 16-bit Address Register Pointers for data space addressing,
enabling efficient address calculations.
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Figure 9-4. AVR CPU General Purpose Working Registers
7 0 Addr.
RO 0x00
R1 0x01
R2 0x02
R13 0x0D
R14 0x0E
R15 O0xOF
R16 0x10
R17 0x11
R26 Ox1A X-register Low Byte
R27 0x1B X-register High Byte
R28 0x1C Y-register Low Byte
R29 0x1D  Y-register High Byte
R30 Ox1E Z-register Low Byte
R31 Ox1F Z-register High Byte

The register file is located in a separate address space and is, therefore, not accessible through
instructions operation on data memory.

The X-, Y-, and Z-Registers

Registers R26...R31 have added functions besides their general purpose usage.

These registers can form 16-bit Address Pointers for addressing data memory. These three address
registers are called the X-register, Y-register, and Z-register. Load and store instructions can use all X-,

Y-, and Z-registers, while the LPM instructions can only use the Z-register. Indirect calls and jumps
(1cALL and TJMP ) also use the Z-register.

Refer to the instruction set or Instruction Set Summary for more information about how the X-, Y-, and Z-
registers are used.

Figure 9-5. The X-, Y-, and Z-Registers

Bit (individually) 7 R27 0 7 R26 0
X-register | XH XL

Bit (X-register) 15 8 7 0
Bit (individually) 7 R29 0o 7 R28 0
Y-register | YH YL

Bit (Y-register) 15 8 7 0
Bit (individually) 7 R31 0 7 R30 0
Z-register | ZH | ZL |
Bit (Z-register) 15 8 7 0

The lowest register address holds the Least Significant Byte (LSB), and the highest register address
holds the Most Significant Byte (MSB). In the different addressing modes, these address registers
function as fixed displacement, automatic increment, and automatic decrement.

Related Links

35. Instruction Set Summary
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Accessing 16-Bit Registers

The AVR data bus has a width of 8 bit, and so accessing 16-bit registers requires atomic operations.
These registers must be byte accessed using two read or write operations. 16-bit registers are connected
to the 8-bit bus and a temporary register using a 16-bit bus.

For a write operation, the low byte of the 16-bit register must be written before the high byte. The low byte
is then written into the temporary register. When the high byte of the 16-bit register is written, the
temporary register is copied into the low byte of the 16-bit register in the same clock cycle.

For a read operation, the low byte of the 16-bit register must be read before the high byte. When the low
byte register is read by the CPU, the high byte of the 16-bit register is copied into the temporary register
in the same clock cycle as the low byte is read. When the high byte is read, it is then read from the
temporary register.

This ensures that the low and high bytes of 16-bit registers are always accessed simultaneously when
reading or writing the register.

Interrupts can corrupt the timed sequence if an interrupt is triggered and accesses the same 16-bit
register during an atomic 16-bit read/write operation. To prevent this, interrupts can be disabled when
writing or reading 16-bit registers.

The temporary registers can be read and written directly from user software.

Accessing 24-Bit Registers

For 24-bit registers, the read and write access is done in the same way as described for 16-bit registers,
except there are two temporary registers for 24-bit registers. The Least Significant Byte must be written
first when doing a write, and read first when doing a read.

Configuration Change Protection (CCP)

System critical I/O register settings are protected from accidental modification. Flash self-programming
(via store to NVM controller) is protected from accidental execution. This is handled globally by the
Configuration Change Protection (CCP) register.

Changes to the protected I/O registers or bits, or execution of protected instructions, are only possible
after the CPU writes a signature to the CCP register. The different signatures are listed in the description
of the CCP register (CPU.CCP).

There are two modes of operation: one for protected I/O registers, and one for the protected self-
programming.

Related Links

9.7.1 CCP

Sequence for Write Operation to Configuration Change Protected /O Registers
In order to write to registers protected by CCP, these steps are required:

1. The software writes the signature that enables change of protected 1/O registers to the CCP bit field
in the CPU.CCP register.

2. Within four instructions, the software must write the appropriate data to the protected register.
Most protected registers also contain a write enable/change enable/lock bit. This bit must be written
to '1' in the same operation as the data are written.

The protected change is immediately disabled if the CPU performs write operations to the 1/0
register or data memory, if load or store accesses to Flash, NVMCTRL, EEPROM are conducted,
or if the SLEEP instruction is executed.
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9.5.7.2 Sequence for Execution of Self-Programming
In order to execute self-programming (the execution of writes to the NVM controller's command register),
the following steps are required:

1. The software temporarily enables self-programming by writing the SPM signature to the CCP
register (CPU.CCP).

2. Within four instructions, the software must execute the appropriate instruction. The protected
change is immediately disabled if the CPU performs accesses to the Flash, NVMCTRL, or
EEPROM, or if the SLEEP instruction is executed.

Once the correct signature is written by the CPU, interrupts will be ignored for the duration of the
configuration change enable period. Any interrupt request (including non-maskable interrupts) during the
CCP period will set the corresponding interrupt flag as normal, and the request is kept pending. After the
CCP period is completed, any pending interrupts are executed according to their level and priority.
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9.6 Register Summary - CPU
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9.7 Register Description
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9.71 Configuration Change Protection
Name: CCP
Offset: 0x04
Reset: 0x00
Property: -
Bit 7 6 5 4 3 2 1 0
CCP[7:0]
Access R/W R/W RIW R/W RIW R/W RIW R/W
Reset 0 0 0 0 0 0 0 0

Bits 7:0 — CCP[7:0] Configuration Change Protection
Writing the correct signature to this bit field allows changing protected I/O registers or executing protected
instructions within the next four CPU instructions executed.

All interrupts are ignored during these cycles. After these cycles, interrupts will automatically be handled
again by the CPU, and any pending interrupts will be executed according to their level and priority.

When the protected I/O register signature is written, CCP[0] will read as '1' as long as the CCP feature is
enabled.

When the protected self-programming signature is written, CCP[1] will read as '1' as long as the CCP
feature is enabled.

CCPJ[7:2] will always read as zero.

Value Name Description
0x9D SPM Allow Self-Programming
0xD8 IOREG Un-protect protected I/O registers
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9.7.2 Stack Pointer
Name: SP
Offset: 0x0D
Reset: Top of stack
Property: -
The CPU.SP holds the Stack Pointer (SP) that points to the top of the stack. After Reset, the Stack
Pointer points to the highest internal SRAM address.
Only the number of bits required to address the available data memory including external memory (up to
64 KB) is implemented for each device. Unused bits will always read as zero.
The CPU.SPL and CPU.SPH register pair represents the 16-bit value, CPU.SP. The low byte [7:0] (suffix
L) is accessible at the original offset. The high byte [15:8] (suffix H) can be accessed at offset + 0x01.
To prevent corruption when updating the SP from software, a write to CPU.SPL will automatically disable
interrupts for the next four instructions or until the next I/O memory write.
Bit 15 14 13 12 1 10 9 8
| SP[15:8]
Access R/W RIW R/IW RIW RIW R/W R/IW R/W
Reset
Bit 7 6 5 4 3 2 1 0
SP[7:0]
Access R/W R/W R/IW R/W R/IW R/W RIW R/W
Reset

Bits 15:8 — SP[15:8] Stack Pointer High Byte
These bits hold the MSB of the 16-bit register.

Bits 7:0 — SP[7:0] Stack Pointer Low Byte
These bits hold the LSB of the 16-bit register.
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9.7.3 Status Register
Name: SREG
Offset: OxOF
Reset: 0x00
Property: -
The Status register contains information about the result of the most recently executed arithmetic or logic
instruction. For details about the bits in this register and how they are affected by the different
instructions, see the Instruction Set Summary.
Bit 7 6 5 4 3 2 1 0
| T | H | S Vv N z
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 7 — | Global Interrupt Enable
Writing a '1' to this bit enables interrupts on the device.

Writing a '0' to this bit disables interrupts on the device, independent of the individual interrupt enable
settings of the peripherals.

This bit is not cleared by hardware after an interrupt has occurred.

This bit can be set and cleared by software with the SET and CLT instructions.

Changing the | flag through the 1/O register results in a one-cycle Wait state on the access.
Bit 6 — T Bit Copy Storage

The bit copy instructions bit load (BL.D) and bit store (BST) use the T bit as source or destination for the
operated bit.

A bit from a register in the register file can be copied into this bit by the BST instruction, and this bit can
be copied into a bit in a register in the register file by the BLD instruction.

Bit 5 — H Half Carry Flag
This bit indicates a half carry in some arithmetic operations. Half carry is useful in BCD arithmetic.

Bit4-S SignBit, S=Ne&V
The sign bit (S) is always an exclusive or (xor) between the negative flag (N) and the two’s complement
overflow flag (V).

Bit 3 -V Two’s Complement Overflow Flag
The two’s complement overflow flag (V) supports two’s complement arithmetic.

Bit 2 — N Negative Flag
The negative flag (N) indicates a negative result in an arithmetic or logic operation.

Bit 1 - Z Zero Flag
The zero flag (Z) indicates a zero result in an arithmetic or logic operation.
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Bit 0 — C Carry Flag
The carry flag (C) indicates a carry in an arithmetic or logic operation.
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10. Nonvolatile Memory Controller (NVMCTRL)

10.1  Features
*  Unified Memory
* In-System Programmable
*  Self-Programming and Boot Loader Support
»  Configurable Sections for Write Protection:
— Boot section for boot loader code or application code
— Application code section for application code
— Application data section for application code or data storage
»  Signature Row for Factory-Programmed Data:
— ID for each device type
— Serial number for each device
— Calibration bytes for factory calibrated peripherals
*  User Row for Application Data:
— 32 bytes in size
— Can be read and written from software
— Can be written from UPDI on locked device
— Content is kept after chip erase

10.2 Overview

The NVM Controller (NVMCTRL) is the interface between the device, the Flash, and the EEPROM. The
Flash and EEPROM are reprogrammable memory blocks that retain their values even when not powered.
The Flash is mainly used for program storage and can be used for data storage. The EEPROM is used
for data storage and can be programmed while the CPU is running the program from the Flash.

10.2.1 Block Diagram
Figure 10-1. NVMCTRL Block Diagram

Program Memory Bus

Data Memory Bus
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System Dependencies
In order to use this peripheral, other parts of the system must be configured correctly, as described below.

Table 10-1. NVMCTRL System Dependencies

Dependency Applicable Peripheral

Clocks Yes CLKCTRL
I/O Lines and Connections No -
Interrupts Yes CPUINT
Events No -

Debug Yes UPDI

Related Links

10.2.2.1 Clocks

10.2.2.5 Debug Operation
10.2.2.3 Interrupts

Clocks

This peripheral always runs on the CPU clock (CLK_CPU). It will request this clock also in sleep modes if
a write/erase is ongoing.

Related Links

11. Clock Controller (CLKCTRL)

1/0 Lines and Connections
Not applicable.

Interrupts
Using the interrupts of this peripheral requires the interrupt controller to be configured first.

Events
Not applicable.

Debug Operation
When run-time debugging, this peripheral will continue normal operation. Halting the CPU in Debugging
mode will halt normal operation of the peripheral.

If the peripheral is configured to require periodical service by the CPU through interrupts or similar,
improper operation or data loss may result during halted debugging.

Related Links
34. Unified Program and Debug Interface (UPDI)

Functional Description

Memory Organization

Flash
The Flash is divided into a set of pages. A page is the basic unit addressed when programming the Flash.
It is only possible to write or erase a whole page at a time. One page consists of several words.
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The Flash can be divided into three sections in blocks of 256 bytes for different security. The three
different sections are BOOT, Application Code (APPCODE), and Application Data (APPDATA).

Figure 10-2. Flash Sections
FLASHSTART: 0x8000

BOOTEND>0: 0x8000+BOOTEND*256

APPLICATION
CODE

APPEND>0: 0x8000+APPEND*256

Section Sizes
The sizes of these sections are set by the Boot Section End fuse (FUSE.BOOTEND) and Application
Code Section End fuse (FUSE.APPEND).

The fuses select the section sizes in blocks of 256 bytes. The BOOT section stretches from the start of
the Flash until BOOTEND. The APPCODE section runs from BOOTEND until APPEND. The remaining
area is the APPDATA section. If APPEND is written to 0, the APPCODE section runs from BOOTEND to
the end of Flash (removing the APPDATA section). If BOOTEND and APPEND are written to 0, the entire
Flash is regarded as BOOT section. APPEND should either be set to 0 or a value greater or equal than
BOOTEND.

Table 10-2. Setting Up Flash Sections

BOOTEND | APPEND BOOT Section APPCODE Section APPDATA Section

0 to FLASHEND

>0 0 0 to 256*BOOTEND 256*BOOTEND to -
FLASHEND
>0 == 0 to 256*BOOTEND - 256*BOOTEND to
BOOTEND FLASHEND
>0 > 0 to 256*BOOTEND 256*BOOTEND to 256*APPEND to
BOOTEND 256*APPEND FLASHEND
Note:

*  See also the BOOTEND and APPEND descriptions.
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* Interrupt vectors are by default located after the BOOT section. This can be changed in the
interrupt controller.

If FUSE.BOOTEND is written to 0x04 and FUSE.APPEND is written to 0x08, the first
4*256 bytes will be BOOT, the next 4*256 bytes will be APPCODE, and the remaining
Flash will be APPDATA.

Inter-Section Write Protection
Between the three Flash sections, a directional write protection is implemented:

¢« The code in the BOOT section can write to APPCODE and APPDATA
¢« The code in APPCODE can write to APPDATA
. The code in APPDATA cannot write to Flash or EEPROM

Boot Section Lock and Application Code Section Write Protection
The two lockbits (APCWP and BOOTLOCK in NVMCTRL.CTRLB) can be set to lock further updates of
the respective APPCODE or BOOT section until the next Reset.

The CPU can never write to the BOOT section. NVMCTRL_CTRLB.BOOTLOCK prevents reads and
execution of code from the BOOT section.

EEPROM

The EEPROM is divided into a set of pages where one page consists of multiple bytes. The EEPROM
has byte granularity on erase/write. Within one page only the bytes marked to be updated will be erased/
written. The byte is marked by writing a new value to the page buffer for that address location.

User Row

The User Row is one extra page of EEPROM. This page can be used to store various data, such as
calibration/configuration data and serial numbers. This page is not erased by a chip erase. The User Row
is written as normal EEPROM, but in addition, it can be written through UPDI on a locked device.

Memory Access

Read

Reading of the Flash and EEPROM is done by using load instructions with an address according to the
memory map. Reading any of the arrays while a write or erase is in progress will result in a bus wait, and
the instruction will be suspended until the ongoing operation is complete.

Page Buffer Load
The page buffer is loaded by writing directly to the memories as defined in the memory map. Flash,
EEPROM, and User Row share the same page buffer so only one section can be programmed at a time.
The Least Significant bits (LSb) of the address are used to select where in the page buffer the data is
written. The resulting data will be a binary and operation between the new and the previous content of the
page buffer. The page buffer will automatically be erased (all bits set) after:

* A device Reset

* Any page write or erase operation

* A Clear Page Buffer command

*  The device wakes up from any sleep mode
Programming

For page programming, filling the page buffer and writing the page buffer into Flash, User Row, and
EEPROM are two separate operations.
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Before programming a Flash page with the data in the page buffer, the Flash page must be erased. The
page buffer is also erased when the device enters a sleep mode. Programming an unerased Flash page
will corrupt its content.

The Flash can either be written with the erase and write separately, or one command handling both:

Alternative 1:
*  Fill the page buffer
*  Write the page buffer to Flash with the Erase/Write Page command

Alternative 2:
*  Wirite to a location on the page to set up the address
*  Perform an Erase Page command
»  Fill the page buffer
*  Perform a Write Page command

The NVM command set supports both a single erase and write operation, and split Page Erase and Page
Write commands. This split commands enable shorter programming time for each command, and the
erase operations can be done during non-time-critical programming execution.

The EEPROM programming is similar, but only the bytes updated in the page buffer will be written or
erased in the EEPROM.

Commands

Reading of the Flash/EEPROM and writing of the page buffer is handled with normal load/store
instructions. Other operations, such as writing and erasing the memory arrays, are handled by commands
in the NVM.

To execute a command in the NVM:

1. Confirm that any previous operation is completed by reading the Busy Flags (EEBUSY and
FBUSY) in the NVMCTRL.STATUS register.

2. Write the NVM command unlock to the Configuration Change Protection register in the CPU
(CPU.CCP).

3. Write the desired command value to the CMD bits in the Control A register (NVMCTRL.CTRLA)
within the next four instructions.

10.3.2.4.1 Write Command

The Write command of the Flash controller writes the content of the page buffer to the Flash or EEPROM.

If the write is to the Flash, the CPU will stop executing code as long as the Flash is busy with the write
operation. If the write is to the EEPROM, the CPU can continue executing code while the operation is
ongoing.

The page buffer will be automatically cleared after the operation is finished.

10.3.2.4.2 Erase Command

The Erase command erases the current page. There must be one byte written in the page buffer for the
Erase command to take effect.

For erasing the Flash, first, write to one address in the desired page, then execute the command. The
whole page in the Flash will then be erased. The CPU will be halted while the erase is ongoing.

For the EEPROM, only the bytes written in the page buffer will be erased when the command is
executed. To erase a specific byte, write to its corresponding address before executing the command. To
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erase a whole page all the bytes in the page buffer have to be updated before executing the command.
The CPU can continue running code while the operation is ongoing.

The page buffer will automatically be cleared after the operation is finished.

10.3.2.4.3 Erase-Write Operation
The Erase/Write command is a combination of the Erase and Write command, but without clearing the
page buffer after the Erase command: The erase/write operation first erases the selected page, then it
writes the content of the page buffer to the same page.

When executed on the Flash, the CPU will be halted when the operations are ongoing. When executed
on EEPROM, the CPU can continue executing code.

The page buffer will automatically be cleared after the operation is finished.

10.3.2.4.4 Page Buffer Clear Command
The Page Buffer Clear command clears the page buffer. The contents of the page buffer will be all 1's
after the operation. The CPU will be halted when the operation executes (seven CPU cycles).

10.3.2.4.5 Chip Erase Command
The Chip Erase command erases the Flash and the EEPROM. The EEPROM is unaltered if the
EEPROM Save During Chip Erase (EESAVE) fuse in FUSE.SYSCFGO is set. The Flash will not be
protected by Boot Section Lock (BOOTLOCK) or Application Code Section Write Protection (APCWP) in
NVMCTRL.CTRLB. The memory will be all 1’s after the operation.

10.3.2.4.6 EEPROM Erase Command
The EEPROM Erase command erases the EEPROM. The EEPROM will be all 1’s after the operation.
The CPU will be halted while the EEPROM is being erased.

10.3.2.4.7 Fuse Write Command
The Fuse Write command writes the fuses. It can only be used by the UPDI, the CPU cannot start this
command.

Follow this procedure to use this command:
*  Write the address of the fuse to the Address register (NVMCTRL.ADDR)
*  Write the data to be written to the fuse to the Data register (NVMCTRL.DATA)
*  Execute the Fuse Write command.
»  After the fuse is written, a Reset is required for the updated value to take effect.

For reading fuses, use a regular read on the memory location.

10.3.3  Preventing Flash/EEPROM Corruption

During periods of low Vpp, the Flash program or EEPROM data can be corrupted if the supply voltage is
too low for the CPU and the Flash/EEPROM to operate properly. These issues are the same as for board
level systems using Flash/EEPROM, and the same design solutions should be applied.

A Flash/EEPROM corruption can be caused by two situations when the voltage is too low:
1. Aregular write sequence to the Flash, which requires a minimum voltage to operate correctly.
2. The CPU itself can execute instructions incorrectly when the supply voltage is too low.

See the Electrical Characteristics chapter for Maximum Frequency vs. Vpp.
Flash/EEPROM corruption can be avoided by these measures:

*  Keep the device in Reset during periods of insufficient power supply voltage. This can be done by
enabling the internal Brown-Out Detector (BOD).
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»  The voltage level monitor in the BOD can be used to prevent starting a write to the EEPROM close
to the BOD level.

. If the detection levels of the internal BOD don’t match the required detection level, an external low
Vpp Reset protection circuit can be used. If a Reset occurs while a write operation is ongoing, the
write operation will be aborted.

Related Links
38.3 General Operating Ratings
18. Brown-Out Detector (BOD)

Interrupts
Table 10-3. Available Interrupt Vectors and Sources

0x00 | EEREADY |NVM The EEPROM is ready for new write/erase operations.

When an interrupt condition occurs, the corresponding interrupt flag is set in the Interrupt Flags register of
the peripheral (NVMCTRL.INTFLAGS).

An interrupt source is enabled or disabled by writing to the corresponding bit in the peripheral's Interrupt
Enable register (NVMCTRL.INTEN).

An interrupt request is generated when the corresponding interrupt source is enabled and the interrupt
flag is set. The interrupt request remains active until the interrupt flag is cleared. See the peripheral's
INTFLAGS register for details on how to clear interrupt flags.

Sleep Mode Operation

If there is no ongoing write operation, the NVMCTRL will enter sleep mode when the system enters sleep
mode.

If a write operation is ongoing when the system enters a sleep mode, the NVM block, the NVM Controller,
and the system clock will remain ON until the write is finished. This is valid for all sleep modes, including
Power-Down Sleep mode.

The EEPROM Ready interrupt will wake up the device only from Idle Sleep mode.
The page buffer is cleared when waking up from Sleep.

Configuration Change Protection

This peripheral has registers that are under Configuration Change Protection (CCP). In order to write to
these, a certain key must be written to the CPU.CCP register first, followed by a write access to the
protected bits within four CPU instructions.

Attempting to write to a protected register without following the appropriate CCP unlock sequence leaves
the protected register unchanged.

The following registers are under CCP:

Table 10-4. NVMCTRL - Registers under Configuration Change Protection

=

NVMCTRL.CTRLA SPM

Related Links
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9.5.7.2 Sequence for Execution of Self-Programming
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Register Summary - NVMCTRL

= I (=== I I I R R R e e
7:0

CTRLA CMDJ[2:0]
CTRLB 7:0 BOOTLOCK APCWP
STATUS 7:0 WRERROR EEBUSY FBUSY
INTCTRL 7:0 EEREADY
INTFLAGS 7:0 EEREADY
Reserved
7:0 DATA[7:0]
DATA
15:8 DATA[15:8]
7:0 ADDR][7:0]
ADDR
15:8 ADDR[15:8]

Register Description
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10.5.1 Control A

Name: CTRLA
Offset: 0x00
Reset: 0x00

Property: Configuration Change Protection

Bit 7 6 5 4 3 2 1 0
CMDI2:0]
Access R/W R/W R/W
Reset 0 0 0

Bits 2:0 — CMD[2:0] Command
Write this bit field to issue a command. The Configuration Change Protection key for self-programming
(SPM) has to be written within four instructions before this write.

Value Name Description

0x0 - No command

Ox1 WP Write page buffer to memory (NVMCTRL.ADDR selects which memory)

0x2 ER Erase page (NVMCTRL.ADDR selects which memory)

0x3 ERWP Erase and write page (NVMCTRL.ADDR selects which memory)

Ox4 PBC | Page buffer clear

0x5 CHER Chip erase: erase Flash and EEPROM (unless EESAVE in FUSE.SYSCFG is '1")
0x6 EEER EEPROM Erase

0x7 WFU  Write fuse (only accessible through UPDI)
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10.5.2 Control B

Name: CTRLB

Offset: 0x01

Reset: 0x00

Property: -

Bit 7 6 5 4 3 2 1 0
BOOTLOCK APCWP
Access R/W R/W

Reset 0 0

Bit 1 —- BOOTLOCK Bo