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1 Command Strobes Can Corrupt RX FIFO Contents

The following applies only  when address decoding is enabled
(MDMCTRLOH.ADDR_DECODE = 1).

1.1 Bug Description

When a frame is rejected by address decoding, CC2430 will disable SFD search until the
frame has been completely received. This prevents detection of a false SFD within the
remainder of the frame.

No part of the rejected frame should end up in the RX FIFO, but there is a special case
where exactly one byte from the rejected frame gets written to the FIFO. This bug is
triggered as follows:

1. Address decoding has failed, and CC2430 receives the remainder of the frame
(SFD = 0).

2. An SRXON, STXON or SRFOFF strobe is executed in the same clock cycle as
another byte of the rejected frame is received.

3. The last received byte of the rejected frame is written to the RX FIFO (byte "X" in
the figure).

SRXON

STXON
Address decoding fails SRFOFF

Received frame ‘ Preample ‘ SFD ‘ LEN ‘ ‘ ‘ X ‘

SFD \

The following status values can be observed when the bug is triggered (not considering
special conditions such as RX overflow):

e FIFO=1
e FIFOP =1 if byte "X" = 0x00 or 0x80

Both immediate strobes and strobes executed as CSP instructions are affected.

1.2 Suggested Workaround
The proposed workaround is simple to implement and has few negative side-effects.

SRXON and SRFOFF
The workaround consists of flushing the RX FIFO after the strobe has been executed.

The following procedure reduces the risk of false bug detection:
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// Record the number of bytes in the RX FIFO before the strobe
rxfifocntBefore = RXFIFOCNT;
RFST = ISRFOFF; // or SRXON

// There is a short delay from the strobe until RXFIFOCNT has been updated.
. Wait for 0.75 us or more ...

// 1T RXFIFOCNT changed during the last operation, it is very
// likely that the bug has occurred
if (RXFIFOCNT != rxfifocntBefore) {
// Flush twice, as described in the data sheet
SFLUSHRXQ) ;
SFLUSHRXQ);
// Software clean-up
. Reset software for frame reception, and abort DMA if necessary ...

STXON

A CCA check will always fail during the critical period, from a frame is rejected until it is
completely removed. The bug will never occur when CCA is checked immediately (less
than the time it takes to receive one byte) before STXON.

For transmission without CCA checking, the receiver must be turned off before STXON
is strobed from software, or before the CSP program (containing STXON) is started. Use
the procedure described above when strobing SRFOFF to disable the receiver.

Note:

SRXON and SRFOFF cannot be used safely in a CSP program to reduce power
consumption during CSMA-CA unless all data received during this period is
discarded manually by software. However, if SRXON and SRFOFF are used during
CSMA-CA, it is probably not expected to receive that much data anyway.

When flushing the RX FIFO, received frames still to be read out will be lost. There is
also a chance that the lost frames may already have been acknowledged. The effect
is that the transmitter gets a false acknowledgment in return, but this is likely to
happen sooner or later anyway (the only thing that separates one acknowledgment
frame from another is the 8-bit sequence number).

1.3 Batches Affected

This bug affects all batches and revisions of the chip.
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IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, modifications, enhancements,
improvements, and other changes to its products and services at any time and to discontinue any product or service without notice.
Customers should obtain the latest relevant information before placing orders and should verify that such information is current and
complete. All products are sold subject to TI's terms and conditions of sale supplied at the time of order acknowledgment.

TI warrants performance of its hardware products to the specifications applicable at the time of sale in accordance with TI's
standard warranty. Testing and other quality control techniques are used to the extent TI deems necessary to support this
warranty. Except where mandated by government requirements, testing of all parameters of each product is not necessarily
performed.

Tl assumes no liability for applications assistance or customer product design. Customers are responsible for their products and
applications using TI components. To minimize the risks associated with customer products and applications, customers should
provide adequate design and operating safeguards.

TI does not warrant or represent that any license, either express or implied, is granted under any Tl patent right, copyright, mask
work right, or other Tl intellectual property right relating to any combination, machine, or process in which TI products or services
are used. Information published by TI regarding third-party products or services does not constitute a license from Tl to use such
products or services or a warranty or endorsement thereof. Use of such information may require a license from a third party under
the patents or other intellectual property of the third party, or a license from TI under the patents or other intellectual property of TI.

Reproduction of Tl information in Tl data books or data sheets is permissible only if reproduction is without alteration and is
accompanied by all associated warranties, conditions, limitations, and notices. Reproduction of this information with alteration is an
unfair and deceptive business practice. Tl is not responsible or liable for such altered documentation. Information of third parties
may be subject to additional restrictions.

Resale of Tl products or services with statements different from or beyond the parameters stated by TI for that product or service
voids all express and any implied warranties for the associated T| product or service and is an unfair and deceptive business
practice. Tl is not responsible or liable for any such statements.

Tl products are not authorized for use in safety-critical applications (such as life support) where a failure of the Tl product would
reasonably be expected to cause severe personal injury or death, unless officers of the parties have executed an agreement
specifically governing such use. Buyers represent that they have all necessary expertise in the safety and regulatory ramifications
of their applications, and acknowledge and agree that they are solely responsible for all legal, regulatory and safety-related
requirements concerning their products and any use of Tl products in such safety-critical applications, notwithstanding any
applications-related information or support that may be provided by TI. Further, Buyers must fully indemnify Tl and its
representatives against any damages arising out of the use of Tl products in such safety-critical applications.

Tl products are neither designed nor intended for use in military/aerospace applications or environments unless the Tl products are
specifically designated by Tl as military-grade or "enhanced plastic." Only products designated by Tl as military-grade meet military
specifications. Buyers acknowledge and agree that any such use of Tl products which Tl has not designated as military-grade is
solely at the Buyer's risk, and that they are solely responsible for compliance with all legal and regulatory requirements in
connection with such use.

Tl products are neither designed nor intended for use in automotive applications or environments unless the specific Tl products
are designated by Tl as compliant with ISO/TS 16949 requirements. Buyers acknowledge and agree that, if they use any
non-designated products in automotive applications, TI will not be responsible for any failure to meet such requirements.

Following are URLs where you can obtain information on other Texas Instruments products and application solutions:

Products Applications
Amplifiers Bmplifier.fi.con Audio [nww ircom/audid
Data Converters Automotive [www ii-com/automofivg
DSP [sp Broadband
Interface Digital Control [yww ii.com/digitalcontro]
Logic [oaiciiconi Military [vww T com/militany
Power Mgmt Rowerirconj Optical Networking [xww i.com/opficalnetworR
Microcontrollers Security
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Mailing Address: Texas Instruments, Post Office Box 655303, Dallas, Texas 75265
Copyright © 2007, Texas Instruments Incorporated


http://amplifier.ti.com
http://www.ti.com/audio
http://dataconverter.ti.com
http://www.ti.com/automotive
http://dsp.ti.com
http://www.ti.com/broadband
http://interface.ti.com
http://www.ti.com/digitalcontrol
http://logic.ti.com
http://www.ti.com/military
http://power.ti.com
http://www.ti.com/opticalnetwork
http://microcontroller.ti.com
http://www.ti.com/security
http://www.ti-rfid.com
http://www.ti.com/telephony
http://www.ti.com/lpw
http://www.ti.com/video
http://www.ti.com/wireless

@Iasﬂ U

KomnaHus ((3J'IeKTpO|_|J'|aCT» npeanaraeT 3akKn4vyeHmne onrocpoYHbIX OTHOLLIEHUN npu
NOoCTaBKaxX MMMNOPTHbIX 3NTEKTPOHHbIX KOMMOHEHTOB Ha B3aMMOBbLIFO4HbIX yCJ'IOBI/lFlX!

Hawwn npeumyuiectsa:

e OnepaTuBHbIE NOCTABKM LUMPOKOrO CMeKTpa 3NeKTPOHHbIX KOMMNOHEHTOB OTEYECTBEHHOIO U
MMMOPTHOrO NPON3BOACTBA HANPAMYO OT MPOM3BOAMTENEN U C KPYNMHENLLNX MUPOBbLIX
CKNaaos.;

MocTaBka 6onee 17-TM MUNIIMOHOB HAMMEHOBAHWUIN 3NEKTPOHHbLIX KOMMNOHEHTOB;

MocTaBka CNoXHbIX, AeULNTHBIX, MMOO CHATLIX C MPOM3BOACTBA NO3ULIUIA;

OnepaTtunBHbIE CPOKM NOCTABKM Nof 3aka3 (0T 5 pabounx gHewn);

OKcnpecc goctaska B Nnobyto Touky Poccuu;

TexHnyeckas nogaepkka npoekTa, NomMoLLlb B nogdope aHanoros, NocTaBka NPOTOTUMOB;

Cuctema MeHeXMeHTa KavyecTBa cepTuduumnposaHa no MexayHapogHomy ctaHgapTty 1ISO

9001;

o JlnueHausa ®CH Ha ocyulecTBneHne paboT ¢ NCNONb30BaHWEM CBEOEHUIN, COCTABAOLLINX
rocygapCTBEHHYIO TalHy;

o [locTaBka cneumnanmampoBaHHbIX KOMNoHeHToB (Xilinx, Altera, Analog Devices, Intersil,
Interpoint, Microsemi, Aeroflex, Peregrine, Syfer, Eurofarad, Texas Instrument, Miteq,
Cobham, E2V, MA-COM, Hittite, Mini-Circuits,General Dynamics v gp.);

MoMMMO 3TOro, O4HMM M3 HanpaBnNeHU koMnaHum «AnekTpollnacT» ABNseTca HanpaBneHne

«UcTouHmkn nutaHua». Mel npeanaraem Bam nomoub KoHCTpyKTOpCKOro otaena:

e [logGop onTuManeHOro peleHus, TexHn4eckoe 060CHOBaHME Npu BbIOOpPE KOMMOHEHTA;
Monbop aHanoros.;
KoHcynbTaumm no NpUMEHEHMIO KOMMOHEHTA;
MocTaBka 06pa3yoB M NPOTOTUMNOB;
TexHn4veckasn noaaepka npoekTa;
3awmTa OT CHATMSA KOMMOHEHTA C NPON3BOACTBA.

Kak c Hamu cBfizaTbCcA

TenedoH: 8 (812) 309 58 32 (MHOrokaHanbHbIN)
Pakc: 8 (812) 320-02-42
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