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NXP Semiconductors UM10430

Revision history

LPC18xx User manual

Rev Date Description
2.8 20151210 LPC18xx user manual
Modifications: * Fixed formatting issues.

UM10430

Added CREGLI register. See Table 90 “CREG1 register (CREG1, address 0x4004 3008) bit

description”.

Updated text in Section 12.2.1 “Configuring the BASE_M3_CLK for high operating frequencies”: To
ramp up the clock frequency to an operating frequency above 110 MHz configure the core clock
BASE_M4_CLK as described in Section 12.2.1.1.

Updated description for USBO (Event 9) and USB1(Event 10) peripheral in Table 75 “Event router
inputs”; USBO: Wake-up request signal. Not active in power-down and deep power-down mode. Use
for wake-up from sleep and deep-sleep mode; USB1: USB1 AHB_NEED_CLK signal. Not active in
power-down and deep power-down mode. Use for wake up from sleep and deep-sleep mode.

Updated Table 170 “LPC1850/30/20/10 Pin description (flashless parts)”: Fixed PD_3 to be "SCT
Output 6"; was SCT Output 7.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2015. All rights reserved.
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Chapter :
Revision history ...continued
Rev Date Description
2.7 20151104 LPC18xx user manual
Modifications: ® Added S parts to Table 1 “Ordering information”, Table 2 “Ordering options (flashless parts)”, Table 3
“Ordering information (parts with on-chip flash)”, and Table 4 “Ordering options (parts with on-chip
flash)”.

* Added 16 kB EEPROM in Section 1.2 “Features”.

® Added the line to the remark in Section 10.4.10 “USBO frame length adjust register” and
Section 10.4.11 “USB1 frame length adjust register”: This register should be read before the
initialization of USBO and USB1.

® Fixed typographical error in Section 6.2 “Features”: Cipher-Block chaining.

® Added the paragraph: The Motor control PWM is not available on LPC1810FET100,
LPC1820FET100, and LPC1830FET100 parts to Section 31.1 “How to read this chapter”.

® Added 0x10 to all the offsets for exception numbers 53 and above ending with 0x110 for the QEI
vector. See Table 72 “Connection of interrupt sources to the NVIC”.

* Added device and hex coding information for S parts to Table 40 “LPC18xx part identification
numbers”.

* Fixed CBC to read Cipher Block Chaining instead of Cipher Book Chaining in Section 8.2 “Features”.

* Updated Section 28.6 “Register description"text. Was REGMODERN = 1: Registers operate as match
and reload registers. REGMODERN = 0: Registers operate as capture and capture control registers. 0
and 1 reversed to read, REGMODERN = 0: Registers operate as match and reload registers.
REGMODERN = 1: Registers operate as capture and capture control registers.

* Updated Section 29.3 “Register description” text. Was REGMODERN = 1: Registers operate as match
and reload registers. REGMODERN = 0: Registers operate as capture and capture control registers. 0
and 1 reversed to read, REGMODERN = 0: Registers operate as match and reload registers.
REGMODERN = 1: Registers operate as capture and capture control registers.

* Fixed references to LPC18xx in List item 5 on page 97 and Section 7.3.4 “CMAC”: For LPC18xx the
chosen CMAC parameters are: encryption key K = User Key (AES key1l, same as used for
decryption) and tag length | = 64.

* Updated Table 18 “Boot image header description”: Reserved bits: 15:8 instead of 15:14.

* Updated Table 69 “Boot image header description”: AES_CONTROL bits: 15:8. added a remark
before the table.

® In Table 103 “Power-down modes register (PDO_SLEEPO_MODE - address 0x4004 201C) bit
description” “Power-down modes register (PDO_SLEEPO_MODE - address 0x4004 201C) hit
description”, the value of Deep power down mode is changed to 0x0033 FF7F.

® In Table 14 “OTP function allocation”, updated otp_ProgUSBID: otp_ProgUSBID will program prod_id
and vend_id in word 1 of bank 3: 3; word 1.

* Re-named Part ID register to CHIP ID register: Table 88 “Register overview: Configuration registers
(base address 0x4004 3000)” and Table 97 “Chip ID register (CHIPID, address 0x4004 3200) bit
description”. Added CHIP ID for Flash devices Rev A: CHIP ID is 0x7906 002B to Table 98.

* Added SBUSCEFG register. See Table 384 “System bus interface configuration register (SBUSCFG -
address 0x4000 6090) bit description”. Added a remark in Section 23.6.10 “Burst Size register
(BURSTSIZE)".

® Updated Figure 21 “IAP parameter passing”.

® Changed the IAP command array size to 5: See Section 5.8 “IAP commands”.

Define data structure or pointers to pass the IAP command table and result table to the IAP function:
unsigned long command[5]; unsigned long result[5];

UM10430 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2015. All rights reserved.
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Revision history ...continued

Rev Date Description

Modifications: 4

Updated Table 48 “IAP Copy RAM to Flash command”.

Added a bullet to Section 5.2 “Basic configuration”. If the application uses the IAP interface, it must
reserve the SRAM space used by IAP as outlined in Section 5.4.5.8 “RAM used by IAP command
handler”.

Updated Section 5.4.5.8 “RAM used by IAP command handler”. Added text: 16 B of RAM from
0x10089FF0 to Ox10089FFF. Applications making use of IAP calls must reserve this RAM block.

Updated Section 5.4.5.7 “RAM used by ISP”; removed command handler from the title and updated
text.

Updated Figure 27 “Boot flow for encrypted images (flashless parts)”.
Updated Figure 32 “AES endianness”.

2.6 20150210 LPC18xx user manual

UM10430
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Chapter :

Revision history ...continued

Rev Date Description

Modifications: ® Table 700 “SCT configuration example” corrected.
* Number of EMC_CS and EMC_DYCS pins corrected for the LQFP208 pin package in Table 343
“EMC pinout for different packages”.
® Section 38.7.5.1 “USART clock in synchronous mode” added.
® Bit 12 changed to 1 for EMC address mapping 256 Mb, 512 Mb, 1 Gb. See Table 367 “Address
mapping”.
® Bit description of bits TSEG1 and TSEG2 corrected in Table 976 “CAN bit timing register (BT,

address 0x400E 200C (C_CANO) and 0x400A 400C (C_CANZ1)) bit description” and Figure 172 “Bit
timing” updated for clarification.

® Parts MX1635E, W25Q16DV, W25Q32FV added to Table 19 “QSPI devices supported by the boot
code and the SPIFI API".

* Use of IAP calls clarified: IAP commands are not supported for flash-less parts. See Section 5.8 “IAP
commands”.

* For flashless parts only: Unique part ID is stored in OTP bank 0, word 2 and readable at memory
location 0x4004 5008. See Section 3.1 and Table 9 “OTP memory description (OTP base address
0x4004 5000)".

® For secure parts only: Chapter 7 “LPC18xx Boot ROM for secure parts” added.
® For secure parts only: AES DMA request lines added. See Table 92, Table 252, and Table 272.

* Boot ROM chapter split into two chapters for secure and non-secure parts. See Chapter 4 “LPC18xx
Boot ROM” and Chapter 7 “LPC18xx Boot ROM for secure parts”.

® Description of USBO_DM and USB1_DM pins corrected: These pins do not contain an internal
pull-up. See Table 381 and Table 443.

® Section 4.1.1 “Determine the boot code version” added.

¢ Signal polarity of signals EMC_CKEOUT and EMC_DQMOUT corrected in Table 346 “EMC pin
description”. Both signals are active HIGH.

® Corrected remark for bits MODE3, RFCLK, and FBCLK in Table 335 “SPIFI control register (CTRL,
address 0x4000 3000) bit description”: MODE3, RFCLK, and FBCLK should not all be 1, because in
this case there is no final falling edge on SCK on which to sample the last data bit of the frame.

® Bit 4 changed from Reserved to SEE (System Error Enable) in register USBINTR_D and
USBINTR_H . See Table 395 and Table 396.

® Bit 4 changed from Reserved to SEI in register USBSTS_D and USBSTS_H. See Table 393 and
Table 394.

® Bit 4 changed from Reserved to SEE (System Error Enable) register USBINTR_D and USBINTR_H.
See Table 456 and Table 457.

® Bit 4 changed from Reserved to SEI register USBSTS_D and USBSTS_H. See Table 454 and
Table 455.

® Added Section 23.11, System error.
* Removed BUS_RST from Table 153.
® Added a remark on how to read the FLADJ register in Section 10.4.10 and Section 10.4.11.

* Added text: The USART3 boot mode is not supported for LPC18Sxx parts. See Section 4.1, Table 15,
Table 16, and Section 7.1

UM10430 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2015. All rights reserved.
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Chapter :
Revision history ...continued
Rev Date Description
2.5 20140127 LPC18xx user manual
Modifications: ¢ C_CAN CLKDIV register description corrected and clock divider values updated. See Table 1011.

® Priorities of the EMC SDRAM ports added. See Section 21.4.
* Table 14 “OTP function allocation” updated.
® Condition for the CAN PCLK added: PCLK < 50 MHz. See Section 42.2.

® VBUS connection requirement for self-powered USBO0 added to Section 22.5.1 “Requirements for
connecting the USBO_VBUS/USB1_VBUS signal”.

® Section 35.7.1 “Register read procedure” updated for reading the RTC registers after wake-up.
® RTC_ALARM pin description corrected (Table 802 “RTC pin description”). This pin is not a 1.8 V pin.

* Read-only status bits for EMC clock divider register configuration register added. See Table 146
“CCU1 branch clock configuration register (CLK_M3_EMCDIV_CFG, addresses 0x4005 1478) bit
description”.

® Description of the WAKEUP bits expanded in the CCU branch clock configuration and status
registers. See Section 12.5.3 “CCU1/2 branch clock configuration registers” and Section 12.5.4
“CCU1/2 branch clock status registers”.

* Bit RUN_N added to CCU branch clock status registers. See Section 12.5.4 “CCU1/2 branch clock
status registers”.

* ARM Cortex-M3 core version added. See Section 1.2 “Features”.

® Statement added: Only write to the RTC registers when the 32 kHz oscillator is running. See
Section 35.2. Same for Alarm timer. See Section 33.2.

* MIl availability clarified: Ethernet MII not available on LQFP144 and TFBGA100 parts. See
Section 25.1 “How to read this chapter”.

* Timer input and output connections clarified in Section 29.2 and Figure 35 “Connections between
GIMA and peripherals”.

® Section 42.7.5.1.1 “Calculating the C_CAN bit rate” added.
24 20131017 LPC18xx user manual

Modifications: * AES ROM driver function table offsets corrected. See Table 68 “Security API calls”.

* Part MX25L8006EM2L-12G, MX25L8035E, MX25L1633E, MX25L3235E, MX25L6435E,
MX25L12835F, MX25L25635Fadded to list of parts that can boot from SPIFI. See Table 19.

® Figure 11 “Boot process for parts without flash” updated.
* Reset values of EEPROM registers RWSTATE and WSTATE corrected. See Table 1032.

2.3 20130926 LPC18xx user manual

Modifications: ® BASE_APLL_CLK renamed to BASE_AUDIO_CLK in Chapter 9 “LPC18xx Configuration Registers
(CREG)”, Chapter 11 “LPC18xx Clock Generation Unit (CGU)”, Chapter 12 “LPC18xx Clock Control
Unit (CCU)", and Chapter 40 “LPC18xx I12S interface”.

® AES speed corrected. See Section 6.2.

® Bit description of register CREG5 corrected. Bits 10:0 changed to reserved. Use bits 11 for disabling
JTAG. See Section 9.4.3 “CREGS control register”.

® Part IDs updated for all LPC1850/30/20/10 parts. See Table 39 and LPC1850/30/20/10 errata.
® Description of the RESET pin updated in Table 166 and Table 167.

UM10430 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2015. All rights reserved.
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Chapter :

Revision history ...continued

Rev Date Description

Modifications: 4

Description of the SDIS bit updated in for USBO stream mode in Table 410/Table 411 and for USB1
stream mode in Table 471/Table 472.

Updated description of access types to the USB descriptors. See Table 421 “Endpoint capabilities
and characteristics” and Table 425 “dTD token”.

Use of EMC_CLK pins clarified for SDRAM devices. See Section 21.2.
Pin description of pins SD_VOLT[2:0] updated in Table 274.

Add bits 20 (BOD reset) and 21 (reset after wake-up from deep power-down) to the event router
registers. See Table 72, Table 75 to Table 83, and Section 13.5.1 “Determine the cause of a core
reset”.

Table 183 “SD/MMC delay register (SDDELAY, address 0x4008 6D80) bit description” added.
USB driver code listing corrected. See Section 24.5 “USB API".

Register RESET_EXT_STAT4 removed. See Table 152.

SDRAM address mappings added in Table 364.

Device MX25L6435EM2I-10G added to Table 18 “QSPI devices supported by the boot code and the
SPIFI API”.

Table 4 “Ordering options (parts with on-chip flash)” corrected. ULPI not available on 144-pin and
100-pin packages.

Editorial updates to Section 4.3.5 “Boot image creation” and Figure 13 “Image encryption flow”
added.

Editorial edits to Chapter 6 “LPC18xx Security API”. Section “CMAC using AES hardware
acceleration” removed.

Section 11.2.1 “Configuring the BASE_M3_CLK for high operating frequencies” corrected to ensure
safe operation of the clock ramping procedure.

Figures and tables in Section 40.7.2 “I12S operating modes” corrected.

Table 39 “LPC18xx part identification numbers” description of word1 corrected.

Part LPC1850FBD208 removed.

OTP memory size available for general-purpose use corrected. See Section 1.2 and Table 7.
Details about encryption of the image header added in Section 4.3.4 “Boot image header format”.
Figure 11 “Boot process for parts without flash” corrected. SPI(SSP) boot requires image header.

Bit description of Table 300 “Debounce Count Register (DEBNCE, address 0x4000 4064) bit
description” updated. Host clock is the SD_CLK clock.

Security features updates. FIPS compliancy added. See Section 6.2.
Section 28.4.3 “SCT Example” updated.

Figure 103 “Repetitive Interrupt Timer (RIT) block diagram” corrected.
ISP mode added to Figure 11 “Boot process for parts without flash”.
Chapter “LPC18xx API General error codes” added.

2.2 20130125 LPC18xx user manual.

Modifications: 4

UM10430

GPIO group interrupt wake-up from power-down modes corrected in Section 16.3.2. Only wake-up
from sleep mode supported.

Section 4.3.5.4.1 “Supported QSPI devices” moved to Chapter 4 “LPC18xx Boot ROM".

SPIFI register map and register descriptions added in Chapter 19 “LPC18xx SPI Flash Interface
(SPIFI)”.

Bit description of Table 924 “CAN error counter (EC, address 0x400E 2008 (C_CANO) and 0x400A
4008 (C_CANL1)) bit description” corrected.

Bit clock calculation and bit description corrected in Section 41.6.1.4 “CAN bit timing register”.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2015. All rights reserved.

User manual

Rev. 2.8 — 10 December 2015 7 of 1284



NXP Semiconductors UM10430

Chapter :

Revision history ...continued

Rev Date Description

2.1 20121203 LPC18xx user manual.

Description of ADC pins on digital/analog input pins changed. Each input to the ADC is connected to
ADCO and ADC1. See Table 117, Table 118, Table 959, and Section 14.1.

Description of extra status bits added to Table 498 “DMA Status register (DMA_STAT, address
0x4001 1014) bit description”.

Use of lower SPIFI memory clarified. See Table 280 “SPIFI flash memory map”.

Description of DAC DMA_ENA bit clarified in Table 973 “D/A Control register (CTRL - address
0x400E 1004) bit description”.

Pseudo-code for PLL registers updated by code snippets from LPC18xx sample code in Chapter 10.
Reset delay clock cycles explained in Section 12.4.1 “RGU reset control register”.

Section 19.6 “Supported QSPI devices” updated.

Part S25FL129P0XNFIO1 added to the list of devices supported by the SPIFI boot ROM driver.

2 20121012 LPC18xx user manual.

Modifications: 4

UM10430

Statement about the connection between sampling pin P2_7 and the watchdog timer overflow bit is
incorrect and was removed in Section 44.4.1 “Sampling of pin P2_7" and Figure 164.

IRC accuracy corrected for flash-based parts in Section 1.2.
Description of the 12C mask registers clarified in Section 40.7.10.
Description of the 12C slave address updated in Section 40.7.8.
Flash-based parts LPC183x, LPC182x, LPC181x added.

SCT alias register locations corrected in Table 578.

SCT with dither engine added for flash-based parts. See Chapter 27 “LPC18xx State Configurable
Timer (SCT) with dither engine”.

UARTL1 TER register location and bit description corrected. See Section 37.6.17.
Section 24.6.2 “"MAC Frame filter register” updated to include hash filter option.
Section 24.7.1 “Hash filter” with examples added.

Polarity of the DMACSYNC bit in the GPDMA SYNC register corrected (see Table 215).
OTP API function table corrected. Location 0x1C is reserved. See Table 11.

SPIFI data rate and maximum clock corrected to SPIFI_CLK = 104 MHz and 52 MB/s.
The following changes were made on the TFBGA180 pinout in Table 117:

— P1_13 moved from ball D6 to L8.

— P7_5 moved from ball C7 to A7.

— PF_4 moved from ball L8 to D6.

— RESET moved from ball B7 to C7.

— RTCX2 moved from ball A7 to B7.

— Ball G10 changed from VSS to VDDIO.

EMC Configuration register, bit 8 changed to reserved. See “"EMC Configuration register (CONFIG -
address 0x4000 5008) bit description”.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2015. All rights reserved.
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Chapter :

Revision history ...continued

Rev Date Description

Modifications: 4

DMA mux control register bit descriptions corrected. See Table 39.

ETM time stamping feature not implemented. See Chapter 46 “LPC18xx JTAG, Serial Wire Debug
(SWD), and trace functions”.

Bit 0 in the RGU RESET_STATUSO (Table 105) register changed to reserved. Section 12.5.1
“Determine the cause of a core reset” added.

Micron part N25Q256 removed from the list of devices supported by the SPIFI boot ROM driver. See
Table 282 “Supported QSPI devices”.

Section 20.6.5 “Dynamic Memory Refresh Timer register” register description updated.

Description of the Motor control PWM INVDC bit updated in Table 664 “MCPWM Control read
address (CON - 0x400A 0000) bit description”.

Description of the Alarm timer PRESETVAL bit updated in Table 729 “Preset value register (PRESET
- 0x4004 0004) bit description”.

1.6 20120903 LPC18xx user manual.

Modifications: 4

CLKMODES feature removed from SCT. Bit value CLKMODE = 0x3 changed to reserved in
Table 577 “SCT configuration register (CONFIG - address 0x4000 0000) bit description”.

SSPO boot pin functions corrected in Table 12 and Table 13. Pin P3_3 = SSP0_SCK, pin P3_6 =
SSPO_SSEL, pin P3_7 = SSP0_MISO, pin P3_8 = SSP0_MOSI.

Details for GIMA clock synchronization added in Section 15.3.2.

RESET_EXT_STATUSO register removed in Chapter 12.

Reset value of BASE_SAFE_CLK register changed to R (read-only) in Table 74.

Reset delay values corrected in Figure 30 “RGU Reset structure”.

POR reset value of the event router STATUS register corrected. See Table 24 and Table 30.
USB boot mode updated: 12 MHz external crystal required. See Section 4.3.5.5.

Reset priorities for POR and CORE_RST updated in Chapter 12 “LPC18xx Reset Generation Unit
(RGUY".

Reset values updated in Table 102 “Register overview: RGU (base address: 0x4005 3000)".
IAP invoke call entry pointer clarified in Section 43.8 “IAP commands”.

EMC memory data and control lines clarified for the LQFP208 package in Table 283.

Figure 10 updated to include boot process for AES capable parts.

Editorial updates.

1.5 20120710 LPC18xx user manual.

Modifications: 4

UM10430

Description of USB CDC device class updated in Table 449 “USBD_CDC_API class structure” and
Table 450 “USBD_CDC_INIT_PARAM class structure”.

AES only available for LPC18Sxx parts.

Table 14 “Boot image header use” added.

Section 21.11 “USB power optimization” updated.

Section 22.7.1 “Susp_CTRL module for USB1” added for USBL1.
Bank, Row, Column SDRAM addressing added in Table 307.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2015. All rights reserved.
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Revision history ...continued

Rev Date Description
1.4 20120607 LPC18xx user manual.
Modifications: ® Description of CCU auto mode updated (see Section 11.5.3).

Parameter t, updated in Table 16.

Examples updated for ISP “Copy RAM to flash” and ISP “Go” commands in Table 948 and Table 952.
Syncflash removed from Chapter 20.

Parts LPC1837/33 added.

Maximum power consumption in the USB Suspended state corrected according to USB 2.0 ECN
specification (Section 21.11.1).

Programming procedure for the SDRAM mode register added in Section 20.7.5.

Clock ramp-up procedures for core clock added in Section 10.2.1.

Parameters for ISP/IAP command “Copy RAM to flash” updated (Table 951 and Table 964).
Flash accelerator register waitstate values added (see Table 40 and Table 41).

Description of ISP/IAP read part id command updated (see Table 955 and Table 967).
Description of the event router outputs updated (see Section 7.3).

LQFP100 package removed.

Part IDs corrected in Table 956; also see Errata note ES_LPC18X0_A.

1.3 20120502 LPC18xx user manual.

Modifications: L

UM10430

Part IDs corrected in Table 955.

OTP memory bank 0 changed to reserved.

Support for AES encryption added (see Table 16; parts LPC18Sxx only).
Hardware IP checksum feature removed from ethernet block.

USB frame length adjust register added (see Table 44 and Table 45); for parts with on-chip flash
only).

Flash accelerator control registers added (see Table 39 and Table 40).

Support for SAMPLE pin added to the CREGO register (Table 35).

Read option removed from EEPROM CMD register (Table 985).

Add definition of page size in Section 43.5.

Corrected SRAM address for ISP use in Section 43.4.5.7.

Update description of bit 0 in the USBSTS_D and hit 5:0 in ENDPTCOMPLETE registers of USBO/1.
Update procedure Section 21.10.8.1.2 “Setup packet handling using the trip wire mechanism”.
TFBGA package pinout added in Chapter 13.

Timer/SCT cross-connections updated for CTOUT_1, CTOUT_4, CTOUT_5, CTOUT_9, CTOUT_10,
CTOUT_12, and CTOUT_13 in Chapter 13, Table 574, and Section 27.5.

Polarity of bit OUTSEL in the SCT EVCTRL register swapped (see Table 600).
Description of STOP_I/H bits in the SCT CTRL register updated (see Table 577).
Description of BOD wake-up corrected in Table 21.
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Revision history ...continued

Rev Date Description
1.2 20120329 LPC18xx user manual.
Modifications: ® Chapter 18 updated.

* EEPROM memory location corrected in Figure 5.

* EEPROM memory access explained (Section 2.3.4).

¢ SDRAM low-power mode removed in Chapter 20.

® Motorcontrol PWM hardware noise filtering removed.

® Description of the QEI register VEL corrected.

® |SP commands for flash parts updated in Chapter 43.

® Chapter 38 updated.

* Appendix describing parts LPC18xx Rev ‘-’ removed.

* References to parts LPC18xx Rev ‘-’ removed throughout the document.

* Remove condition RTC_ALARM = LOW on reset for entering debug mode.

® Ethernet chapter updated: PPS and auxiliary timestamp features removed.

® Chapter 34 added.

* Reset value of bit ETB in the ETBCFG register changed to one (see Table 41).
® Connection of USBO_VBUS/USB1_VBUS signals added (Section 21.5.1).

® Description of ADC GDR register updated (Section 41.6.2).

®* UART1 FIFOLVL register removed.

® Pin reset states updated in Table 113 and Table 114.

® SCT register map updated in Table 570.

® Changed maximum clock frequency for SWD and ETB access to 120 MHz in Chapter 45.
* Reduced and normal power modes removed in Chapter 9.

1.1 20111212 Preliminary LPC18xx user manual.

Modifications: ® SPIFI boot pins added to Table 12 and Table 13.
® Description of SPIFI boot mode added (Section 4.3.5.4).
® Chapter 19 added.
* PMUCON register removed in Chapter 8.
® Ethernet time stamp registers added (see Table 455).
* Reset value corrected for WWDT and CREG resets in Table 100.
* Maximum operating frequency corrected.
® Editorial updates.
® Use of SPIFI memory areas explained in Table 275.

1 20111202 Preliminary LPC18xx user manual.

Contact information

For more information, please visit: http://www.nxp.com

For sales office addresses, please send an email to: salesaddresses@nxp.com
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Chapter 1: LPC18xx Introductory information
Rev. 2.8 — 10 December 2015 User manual

1.1 Introduction

1.2 Features

The LPC18xx are ARM Cortex-M3 based microcontrollers for embedded applications.
The ARM Cortex-M3 is a next generation core that offers system enhancements such as
low power consumption, enhanced debug features, and a high level of support block
integration.

The LPC18xx operate at CPU frequencies of up to 180 MHz. The ARM Cortex-M3 CPU
incorporates a 3-stage pipeline and uses a Harvard architecture with separate local
instruction and data buses as well as a third bus for peripherals. The ARM Cortex-M3
CPU also includes an internal prefetch unit that supports speculative branching.

The LPC18xx include up to 200 kB of on-chip SRAM data memory (flashless parts) or up
to 136 kB of on-chip SRAM and up to 1 MB of flash (parts with on-chip flash), 16 kB
EEPROM, a quad SPI Flash Interface (SPIFI), a State Configurable Timer (SCT)
subsystem, two High-speed USB controllers, Ethernet, LCD, an external memory
controller, and multiple digital and analog peripherals.

Remark: This user manual describes parts LPC1850/30/20/10 (flashless parts) and the
flash-based LPC18xx parts.

See Section 49.2 “References” for additional documentation.

UM10430

* Processor core

— ARM Cortex-M3 processor (core version r2pl), running at frequencies of up to
180 MHz.

— ARM Cortex-M3 built-in Memory Protection Unit (MPU) supporting eight regions.
— ARM Cortex-M3 built-in Nested Vectored Interrupt Controller (NVIC).

— Non-maskable Interrupt (NMI) input.

— JTAG and Serial Wire Debug, serial trace, eight breakpoints, and four watch points.
— ETM and ETB support.

— System tick timer.

* On-chip memory (flashless parts LPC1850/30/20/10)
— Up to 200 kB SRAM total for code and data use.

— Two 32 kB SRAM blocks with separate bus access. Both SRAM blocks can be
powered down individually.

— 64 kB ROM containing boot code and on-chip software drivers.
— 64 bit+ 256 bit One-Time Programmable (OTP) memory for general-purpose
customer use. For secure parts, 256 bit OTP memory is used for key storage.
* On-chip memory (parts with on-chip flash)
— Up to 1 MB total dual bank flash memory with flash accelerator.
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In-System Programming (ISP) and In-Application Programming (IAP) via on-chip
boot loader software.

Up to 136 kB SRAM for code and data use.

Two 32 kB SRAM blocks with separate bus access. Both SRAM blocks can be
powered down individually.

64 kB ROM containing boot code and on-chip software drivers.
32 bit One-Time Programmable (OTP) memory for general-purpose customer use.
16 kB EEPROM.

Clock generation unit

Crystal oscillator with an operating range of 1 MHz to 25 MHz.

12 MHz internal RC oscillator trimmed to 1 % (flashless parts) or 2 % (flash-based
parts) accuracy.

Ultra-low power RTC crystal oscillator.

Three PLLs allow CPU operation up to the maximum CPU rate without the need for
a high-frequency crystal. The second PLL is dedicated to the High-speed USB, the
third PLL can be used as audio PLL.

Clock output.

Serial interfaces:

Quad SPI Flash Interface (SPIFI) with 1-, 2-, or 4-bit data at rates up to 52 MB per
second.

10/100T Ethernet MAC with RMII and MiII interfaces and DMA support for high
throughput at low CPU load. Support for IEEE 1588 time stamping/advanced time
stamping (IEEE 1588-2008 v2).

One High-speed USB 2.0 Host/Device/OTG interface with DMA support and
on-chip PHY.

One High-speed USB 2.0 Host/Device interface with DMA support, on-chip
full-speed PHY and ULPI interface to external high-speed PHY.

USB interface electrical test software included in ROM USB stack.

Four 550 UARTs with DMA support: one UART with full modem interface; one
UART with IrDA interface; three USARTSs support synchronous mode and a smart
card interface conforming to ISO7816 specification.

Two C_CAN 2.0B controllers with one channel each.

Two SSP controllers with FIFO and multi-protocol support. Both SSPs with DMA
support.

One Fast-mode Plus I2C-bus interface with monitor mode and with open-drain I/O
pins conforming to the full 12C-bus specification. Supports data rates of up to
1 Mbit/s.

One standard 12C-bus interface with monitor mode and standard 1/O pins.
Two 12S interfaces with DMA support, each with one input and one output.

Digital peripherals:

External Memory Controller (EMC) supporting external SRAM, ROM, NOR flash,
and SDRAM devices.
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— LCD controller with DMA support and a programmable display resolution of up to
1024H x 768V. Supports monochrome and color STN panels and TFT color
panels; supports 1/2/4/8 bpp CLUT and 16/24-bit direct pixel mapping.

— SD/MMC card interface.

— Eight-channel General-Purpose DMA (GPDMA) controller can access all
memories on the AHB and all DMA-capable AHB slaves.

— Up to 164 General-Purpose Input/Output (GPIO) pins with configurable
pull-up/pull-down resistors and open-drain modes.

— GPIO registers are located on the AHB for fast access. GPIO ports have DMA
support.

— State Configurable Timer (SCT) subsystem on AHB.

— Four general-purpose timer/counters with capture and match capabilities.
— One motor control PWM for three-phase motor control.

— One Quadrature Encoder Interface (QEI).

— Repetitive Interrupt timer (RI timer).

— Windowed watchdog timer.

— Ultra-low power Real-Time Clock (RTC) on separate power domain with 256 bytes
of battery powered backup registers.

— Event recorder with 3 inputs to record event identification and event time; can be
battery powered. The event recorder is available on parts with on-chip flash only.

— Alarm timer; can be battery powered.

Digital peripherals available on flash-based parts LPC18xx only:
— Event monitor in the RTC power domain.

Analog peripherals:
— One 10-bit DAC with DMA support and a data conversion rate of 400 kSamples/s.
— Two 10-bit ADCs with DMA support and a data conversion rate of 400 kSamples/s.

Security (LPC18Sxx parts only):

— Hardware-based AES security engine programmable through an on-chip API.
— Two 128 bit secure OTP memories for AES key storage and customer use.

— Random number generator (RNG) accessible through AES API.

Unique ID for each device.

Power:

— Single 3.3 V (2.2 V to 3.6 V) power supply with on-chip internal voltage regulator
for the core supply and the RTC power domain.

— RTC power domain can be powered separately by a 3 V battery supply.

— Four reduced power modes: Sleep, Deep-sleep, Power-down, and Deep
power-down.

— Processor wake-up from Sleep mode via wake-up interrupts from various
peripherals.
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Wake-up from Deep-sleep, Power-down, and Deep power-down modes via
external interrupts and interrupts generated by battery powered blocks in the RTC
power domain.

Brownout detect with four separate thresholds for interrupt and forced reset.
Power-On Reset (POR).

* Available as 144-pin and 208-pin LQFP packages and as 100-pin, 180-pin, and

256-pin LBGA packages.

Table 1.  Ordering information

Type number Package

Name Description Version
LPC1850FET256 LBGA256 Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC1850FET180 TFBGA180 Thin fine-pitch ball grid array package; 180 balls SOT570-3
LPC18S50FET256 LBGA256 Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC18S50FET180 TFBGA180 Thin fine-pitch ball grid array package; 180 balls SOT570-3
LPC1830FET256 LBGA256 Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC1830FET180 TFBGA180 Thin fine-pitch ball grid array package; 180 balls SOT570-3
LPC1830FET100 TFBGAL100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC1830FBD144 LQFP144 Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC18S30FET256 LBGA256 Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC18S30FET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC18S30FBD144 LQFP144  Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1820FET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC1820FBD144 LQFP144 Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1810FET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC1810FBD144 LQFP144 Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC18S10FET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC18S10FBD144 LQFP144 Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
Table 2.  Ordering options (flashless parts)
Type number Total LCD Ethernet USBO USB1 ADC PWM  QEI GPIO Package

SRAM (Host, (Host, channels

Device, Device)/
OTG) ULPI
interface

LPC1850FET256 200kB yes yes yes yeslyes 8 yes yes 164 LBGA256
LPC1850FET180 200kB yes yes yes yeslyes 8 yes yes 118 TFBGA180
LPC18S50FET256 200kB yes yes yes yeslyes 8 yes yes 164 LBGA256
LPC18S50FET180 200kB yes yes yes yeslyes 8 yes yes 118 TFBGA180
LPC1830FET256 200kB no yes yes yeslyes 8 yes yes 164 LBGA256
LPC1830FET180 200kB no yes yes yeslyes 8 yes yes 118 TFBGA180
LPC1830FET100 200kB no yes yes yes/no 4 no no 49 TFBGA100
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Type number Total LCD Ethernet USBO USB1 ADC PWM  QEI GPIO Package

SRAM (Host, (Host, channels

Device, Device)/
OTG) ULPI
interface

LPC1830FBD144 200kB no yes yes yes/no 8 yes no 83 LQFP144
LPC18S30FET256 200kB no yes yes yeslyes 8 yes yes 164 LBGA256
LPC18S30FET100 200kB no yes yes yes/no 4 no no 49 TFBGA100
LPC18S30FBD144 200kB no yes yes yes/no 8 yes no 83 LQFP144
LPC1820FET100 168kB no no yes no 4 no no 49 TFBGA100
LPC1820FBD144 168kB no no yes no 8 yes no 83 LQFP144
LPC1810FET100 136kB no no no no 4 no no 49 TFBGA100
LPC1810FBD144 136kB no no no no 8 yes no 83 LQFP144
LPC18S10FET100 136 kB no no no no 4 no no 49 TFBGA100
LPC18S10FBD144 136 kB no no no no 8 yes no 83 LQFP144
1.4 Ordering information (parts with on-chip flash)
Table 3.  Ordering information (parts with on-chip flash)
Type number ’Package

‘Name Description Version
LPC1857FET256 LBGA256  Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC1857JET256 LBGA256  Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC1857JBD208 LQFP208 Plastic low profile quad flat package; 208 leads; body 28 x 28 x 1.4 mm SOT459-1
LPC18S57JET256 LBGA256  Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC18S57JBD208 LQFP208 Plastic low profile quad flat package; 208 leads; body 28 x 28 x 1.4 mm SOT459-1
LPC1853FET256 LBGA256  Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC1853JET256 LBGA256  Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC1853JBD208 LQFP208 Plastic low profile quad flat package; 208 leads; body 28 x 28 x 1.4 mm SOT459-1
LPC1837FET256 LBGA256  Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC1837JET256 LBGA256 Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC1837JBD144 LQFP144  Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1837JET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC18S37JBD144 LQFP144  Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC18S37JET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC1833FET256 LBGA256  Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC1833JET256 LBGA256 Plastic low profile ball grid array package; 256 balls; body 17 x 17 x 1 mm SOT740-2
LPC1833JBD144 LQFP144  Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1833JET100 TFBGAL100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC1827JBD144 LQFP144 Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1827JET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC1825JBD144 LQFP144 Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1825JET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
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Table 3.  Ordering information (parts with on-chip flash)
Type number Package
Name Description Version
LPC1823JBD144 LQFP144 Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1823JET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC1822JBD144 LQFP144 Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1822JET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC1817JBD144 LQFP144  Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1817JET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC1815JBD144 LQFP144 Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1815JET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC1813JBD144 LQFP144 Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1813JET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
LPC1812JBD144 LQFP144  Plastic low profile quad flat package; 144 leads; body 20 x 20 x 1.4 mm SOT486-1
LPC1812JET100 TFBGA100 Plastic thin fine-pitch ball grid array package; 100 balls; body 9 x 9 x 0.7 mm SOT926-1
Table 4. Ordering options (parts with on-chip flash)
)
5 _ §
8 Bo o 8
2 — e < = 7 5 s g £
2 £ % § ¥ o 8 8 ®z T - g9 £ 9
= m T T e S & 9 83 £ 8 2 e §
LPC1857FET256 1MB 512kB 512kB 136kB yes yes yes yeslyes yes yes 8 F 164
LPC1857JET256 1MB 512kB 512kB 136kB yes yes vyes yeslyes yes vyes 8 J 164
LPC1857JBD208 1MB 512kB 512kB 136kB yes yes yes yeslyes yes yes 8 J 142
LPC18S57JET256 1MB 512kB 512kB 136 kB yes yes yes yeslyes yes yes 8 J 164
LPC18S57JBD208 1 MB 512kB 512kB 136kB yes yes yes yeslyes yes vyes 8 J 142
LPC1853FET256 512kB 256 kB 256 kB 136kB yes yes yes Yyeslyes yes yes 8 F 164
LPC1853JET256 512kB 256 kB 256 kB 136kB yes yes vyes yeslyes yes yes 8 J 164
LPC1853JBD208 512kB 256 kB 256 kB 136kB yes yes vyes yeslyes yes yes 8 J 142
LPC1837FET256 1MB 512kB 512kB 136kB no yes yes yeslyes yes yes 8 F 164
LPC1837JET256 1MB 512kB 512kB 136kB no yes yes yeslyes yes yes 8 J 164
LPC1837JBD144 1MB 512kB 512kB 136kB no yes yes yes/no yes no 8 J 83
LPC1837JET100 1MB 512kB 512kB 136kB no yes yes yes/no no no 4 ] 49
LPC18S37JBD144 1MB 512kB 512kB 136kB no yes yes yes/no yes no 8 J 83
LPC18S37JET100 1 MB 512kB 512kB 136kB no yes yes yes/no no no 4 ] 49
LPC1833FET256 512kB 256 kB 256 kB 136 kB no yes yes yeslyes yes yes 8 F 164
LPC1833JET256 512kB 256 kB 256 kB 136 kB no yes yes yeslyes yes yes 8 J 164
LPC1833JBD144 512kB 256 kB 256 kB 136 kB no yes yes yes/no yes no 8 J 83
LPC1833JET100 512kB 256 kB 256 kB 136 kB no yes yes yes/no no no 4 ] 49
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S < m o = 8 o o
g s £ EF 3 2 2% £ 3
= ° < < 4 8 L I 8
c & — — n c = == S O
2 & & & T g 2 g 83 2 g 38 £ ¢
pre=) —
2 m T T 2 S © 8 835 & o < & ©
LPC1827JBD144 1MB 512kB 512kB 136 kB no no yes no/no yes no 8 J 83
LPC1827JET100 1MB 512kB 512kB 136kB no no yes no/no no no 4 J 49
LPC1825JBD144 768 kB 384kB 384kB 136kB no no yes no/ho yes no 8 J 83
LPC1825JET100 768 kB 384kB 384kB 136kB no no yes no/ho no no 4 J 49
LPC1823JBD144 512kB 256 kB 256 kB 104 kB no no yes no/ho yes no 8 J 83
LPC1823JET100 512kB 256kB 256kB 104kB no no yes no/no no no 4 J 49
LPC1822JBD144 512kB 512kB 0kB 104 kB no no yes no/ho yes no 8 J 83
LPC1822JET100 512kB 512kB O0KkB 104 kB no no yes no/no no no 4 J 49
LPC1817JBD144 1MB 512kB 512kB 136kB no no no no/no yes no 8 J 83
LPC1817JET100 1MB 512kB 512kB 136kB no no no no/no  no no 4 J 49
LPC1815JBD144 768 kB 384kB 384kB 136kB no no no no/no yes no 8 J 83
LPC1815JET100 768kB 384kB 384kB 136kB no no no no/no  no no 4 J 49
LPC1813JBD144 512kB 256 kB 256 kB 104 kB no no no no/no yes no 8 J 83
LPC1813JET100 512kB 256kB 256kB 104kB no no no no/no  no no 4 J 49
LPC1812JBD144 512kB 512kB 0kB 104 kB no no no no/no yes no 8 J 83
LPC1812JET100 512kB 512kB O0KkB 104 kB no no no no/no  no no 4 J 49
[1] J=-40°Cto+105°C;F =-40°Cto +85 °C.
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1.5 Block diagram (flashless parts LPC1850/30/20/10)
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Fig 1.

LPC18xx Block diagram (flashless parts)
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1.6 Block diagram (parts with on-chip flash)
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Fig 2.

AES available on LPC18Sxx parts only.
(1) Not available on all parts (see Table 4).

LPC185x/3x block diagram (parts with on-chip flash)
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2.1 How to read this chapter

The following peripherals and memory blocks are only available on selected parts and are
reserved otherwise:

¢ Ethernet: available only on LPC185x/3Xx.

¢ USBO: available only on LPC185x/3x/2x.

e USBL: available only on LPC185x/3x.

¢ LCD: available only on parts LPC185x.

* SRAM: see Table 5.

* Flash: see Table 6.

2.2 Basic configuration

In the CREG block (see Table 96), select the interface to access the 16 kB block of RAM
located at address 0x2000 C000. This RAM memory block can be accessed either by the
Embedded Trace Buffer (ETB), or it can be used as normal SRAM on the AHB bus.

Remark: When the ETB is used, the 16 kB memory space at 0x2000 CO00 must not be
used by any other process.

2.3 Memory configuration

2.3.1 On-chip static RAM

The LPC18xx support up to 136 kB SRAM (parts with on-chip flash) or up to 200 kB
SRAM (flashless parts LPC1850/30/20/10) with separate bus master access for higher
throughput and individual power control for low power operation (see Figure 7 and

Figure 8).

When the Embedded Trace Buffer is used (see ETBCFG register, Table 96), the 16 kB
memory space at 0x2000 C000 must not be used by any other process.
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Table 5. LPC18xx SRAM configuration

Part Local SRAM Local SRAM AHB AHB AHB
(1 SRAM SRAM SRAM
/ETB
SRAMI2]

o o o o Q

o o o o Q

o o o o Q

oS o o 3] O

o © o o o

o o ) o o

) =) o o o

— = I N I

< P P < P

S () () (o) )
LPC1850 96 kB 40 kB 32 kB 16 kB 16 kB Figure 3
LPC1830 96 kB 40 kB 32 kB 16 kB 16 kB Figure 3
LPC1820 96 kB 40 kB 16 kB - 16 kB Figure 3
LPC1810 64 kB 40 kB 16 kB - 16 kB Figure 3
LPC185x 32 kB 40 kB 32 kB 16 kB 16 kB Figure 5
LPC183x 32 kB 40 kB 32 kB 16 kB 16 kB Figure 5
LPC1827 32 kB 40 kB 32 kB 16 kB 16 kB Figure 5
LPC1825 32 kB 40 kB 32 kB 16 kB 16 kB Figure 5
LPC1823 32 kB 40 kB 16 kB - 16 kB Figure 5
LPC1822 32 kB 40 kB 16 kB - 16 kB Figure 5
LPC1817 32 kB 40 kB 32 kB 16 kB 16 kB Figure 5
LPC1815 32 kB 40 kB 32 kB 16 kB 16 kB Figure 5
LPC1813 32 kB 40 kB 16 kB - 16 kB Figure 5
LPC1812 32 kB 40 kB 16 kB - 16 kB Figure 5

[1] Top 8 kB at 0x1008 8000 remain powered on in Sleep, Deep-sleep, and Power-down modes (see
Table 101).

[2] To configure SRAM for AHB or ETB access, see Table 96.

2.3.2 Bit banding

Bit-banding offers efficient bit accesses. Bits in the bit-band region (0x2000 0000 to
0x2010 0000 and 0x4000 0000 to 0x40100000) can be accessed in the so-called alias
region at 0x2200 0000 and 0x4200 0000. Reads return the respective bit from the
bit-band region. Writes perform an atomic read-modify-write on the respective bit of the
bit-band region. For details, see the ARM Cortex-M3 technical reference manual.

Remark: Bit banding can not be used with the MAC_RWAKE_FRFLT register (see
Section 26.6.10).

Remark: Although the EEPROM is mapped in a bit-banding capable region, attempts to
write access the EEPROM in the bit-banding aliased memory space will not result in a bit
write

2.3.3 On-chip flash

The available flash configuration for the LPC185x/3x/2x/1x is shown in Table 6. An
integrated flash accelerator maximizes performance for use with the two fast AHB buses.

UM10430 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2015. All rights reserved.

User manual Rev. 2.8 — 10 December 2015 22 of 1284




NXP Semiconductors UM10430

Chapter 2: LPC18xx Memory mapping

The flash memory interface includes an intelligent buffering scheme. It can be beneficial
to locate code and static data over the two flash memories to enable parallel code and
data access or to avoid that interrupts corrupt buffer content. The buffers are aligned on
32-byte boundaries.

Table 6.  LPC185x/3x/2x/1x Flash configuration
Part Flash bank A Flash bank A Flash bank A Flash bank B Flash bank B Flash bank B  Total flash
256 kB 128 kB 128 kB 256 kB 128 kB 128 kB
starting at address:
0x1A00 0000 Ox1A04 000 0x1A06 0000 0x1BO0O 0000 0x1B04 0000 0x1B06 0000
LPC18x7 vyes yes yes yes yes yes 1MB
LPC18x5 yes yes no yes yes no 768 kB
LPC18x3 vyes no no yes no no 512 kB
LPC18x2 yes yes yes no no no 512 kB
2.3.4 On-chip EEPROM
The LPC185x/3x parts with flash also include a 16 kB EEPROM. The EEPROM is divided
into 128 pages. The last EEPROM page is protected.
2.3.5 Memory retention in the Power-down modes
In Deep-sleep mode, all SRAM content is retained. At wake-up the system can restart
immediately.
In Power-down mode, only the top 8 kB of SRAM block starting at 0x1008 0000 is retained
- that is the upper 8 kB of the SRAM block starting at 0x1008 8000. All other SRAM
content is lost. Common practice is to store the stack and other variables that need to be
retained in this 8 kB memory space as well as code to restart the rest of the system.
In Deep power-down mode, no SRAM content is retained. Variables that need to be
retained in deep power down can be stored in the 256-byte register file located in the RTC
domain at 0x4004 1000.
2.3.6 Memory Protection Unit (MPU)

UM10430

The MPU is a integral part of the ARM Cortex-M3 for memory protection and supported by
all LPC18xx parts. The processor supports the standard ARMv7 Protected Memory
System Architecture model. The MPU provides full support for:

* protection regions

¢ overlapping protection regions, with ascending region priority (7 = highest priority, 0 =
lowest priority)

® access permissions
* exporting memory attributes to the system
MPU mismatches and permission violations invoke the programmable-priority

MemManage fault handler. See the ARMv7-M Architecture Reference Manual for more
information.
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The access permission bits, TEX, C, B, AP, and XN, of the Region Access Control
Register control access to the corresponding memory region. If an access is made to an
area of memory without the required permissions, a permission fault is raised. For more
information, see the ARMv7-M Architecture Reference Manual.

The MPU is used to enforce privilege rules, to separate processes, and to enforce access
rules. For details on how to use the MPU and for the register description refer to the ARM
Cortex-M3 Technical Reference Manual.
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2.4 Memory map (flashless parts LPC1850/30/20/10)

0x2000 0000

4GB

LPC1850/30/20/10

OXFFFF FFFF

reserved

1

0xE010 0000

ARM private bus

0xEO000 0000

reserved

* 0x8800 0000

SPIFI data

0x8000 0000

256 MB dynamic external memory DYCS3

0x7000 0000

0x6000 0000

256 MB dynamic external memory DYCS2

reserved

" 0x4400 0000

peripheral bit band alias region

reserved

0x4200 0000
0x4010 2000

reserved

0x4010 1000

reserved

0x4010 0000

reserved

' 0x400F 8000

high-speed GPIO

0x1F00 0000

16 MB static external memory CS3

0x400F 4000

reserved " 0x400F 2000
reserved 0x400F 1000
reserved 0x400F 0000

APB peripherals #3 —| 0x400E 0000
reserved Y 0x400D 0000

APB peripherals #2 0x400C 0000
reserved _J° 0x400B 0000

APB peripherals #1 0x400A 0000

0x1E00 0000 16 MB static external memory CS2

reserved

* 0x4009 0000

0x1D00 0000

16 MB static external memory CS1

0x1C00 0000

16 MB static external memory CSO

APB peripherals #0

0x4008 0000

0x1800 0000

reserved

* 0x4006 0000

clocking/reset peripherals

0x4005 0000

RTC domain peripherals

0x4004 0000

0x1400 0000

64 MB SPIFI data

reserved

* 0x4001 2000

0x1041 0000

1GB

AHB peripherals

256 MB dynamic external memory DYCS1

0x4000 0000
0x3000 0000

128 MB dynamic external memory DYCSO0

0x2800 0000

0x1040 0000

64 kB ROM

reserved

0x1008 A00O

0x1008 0000

32 kB + 8 kB local SRAM
(LPC1850/30/20/10)

32 MB AHB SRAM bit banding

" 0x2400 0000

0x2200 0000

reserved

_1° 0x2001 0000

0x1001 8000
0x1001 0000

32 kB local SRAM (LPC1850/30/20)

16 kB AHB SRAM (LPC1850/30/20/10)

0x2000 C000

16 kB AHB SRAM (LPC1850/30)

0x2000 8000

0x1000 0000

64 kB local SRAM
(LPC1850/30/20/10)

16 kB AHB SRAM (LPC1850/30)

0x2000 4000

16 kB AHB SRAM (LPC1850/30/20/10)

0x2000 0000

local SRAM/

external static memory banks

0x1000 0000

0GB

256 MB shadow area

0x0000 0000

002aaf228

Fig 3. System memory map - flashless parts LPC1850/30/20/10 (see Figure 4 for detailed addresses of all

peripherals)
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0x400F 0000
0x400E 5000
0x400E 4000
0x400E 3000
0x400E 2000
0x400E 1000
0x400E 0000
0x400C 8000
0x400C 7000
0x400C 6000
0x400C 5000
0x400C 4000
0x400C 3000
0x400C 2000
0x400C 1000
0x400C 0000
0x400B 0000
0x400A 5000
0x400A 4000
0x400A 3000
0x400A 2000
0x400A 1000
0x400A 0000
0x4008 A000
0x4008 9000
0x4008 8000
0x4008 7000
0x4008 6000
0x4008 5000
0x4008 4000
0x4008 3000
0x4008 2000

0x4008 1000
0x4008 0000

Fig 4.

reserved

ADC1

ADCO

LPC1850/30/20/10

APB3
peripherals

C_CANO

DAC

12C1

GIMA

QEI

SSP1

timer3

timer2

USART3

USART2

RI timer

reserved

C_CANT1

1281

APB2
peripherals

-
APB1
peripherals

12S0

12C0

motor control PWM

GPIO GROUP1 interrupt

GPIO GROUPO interrupt

GPIO interrupts

SCU

timer1

timer0

SSPO

UART1 w/ modem

USARTO

WWDT

APBO
peripherals
.

il

external memories and
ARM private bus

reserved

peripheral bit band alias region

reserved

reserved

T 0x4010 2000

reserved

reserved

* 0x400F 8000

high-speed GPIO

reserved

_J° 0x400F 2000

reserved

reserved

APB3 peripherals

reserved

) 0x400D 0000

APB2 peripherals

reserved

] 0x400B 0000

APB1 peripherals

reserved

* 0x4009 0000

APBO peripherals

reserved

" 0x4006 0000

clocking/reset peripherals

RTC domain peripherals

reserved

AHB peripherals

SRAM memories
external memory banks

OXFFFF FFFF

0x6000 0000

" 0x4400 0000

clocking
reset control
peripherals

0x4200 0000

0x4010 1000
0x4010 0000

0x400F 4000

0x400F 1000
0x400F 0000
0x400E 0000

RTC domain
peripherals

0x400C 0000

0x400A 0000

0x4008 0000

0x4005 0000
0x4004 0000 AHB

NS peripherals
0x4001 2000

0x4000 0000

0x0000 0000

reserved

RGU

CCcu2

CCu1

CaGu

reserved

RTC

OTP controller

event router

CREG

power mode control

backup registers

alarm timer

ethernet

reserved

LCD

UsB1

USBO

EMC

SD/MMC

SPIFI

DMA

reserved

SCT

Memory map with peripherals - flashless parts LPC1850/30/20/10 (see Figure 3 for detailed addresses of memory blocks)

0x4006 0000
0x4005 4000

0x4005 3000
0x4005 2000
0x4005 1000
0x4005 0000

0x4004 7000
0x4004 6000
0x4004 5000
0x4004 4000
0x4004 3000
0x4004 2000
0x4004 1000
0x4004 0000
0x4001 2000
0x4001 0000
0x4000 9000
0x4000 8000
0x4000 7000
0x4000 6000
0x4000 5000
0x4000 4000
0x4000 3000
0x4000 2000
0x4000 1000
0x4000 0000

002aaf229
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2.5 Memory map (parts with on-chip flash)

Memory mapping

0x2000 0000
0x1F00 0000
0x1E00 0000
0x1D00 0000

0x1C00 0000

0x1B08 0000

0x1B04 0000

0x1B00 0000

0x1A08 0000

0x1A04 0000

0x1A00 0000

0x1800 0000

0x1400 0000

0x1041 0000

0x1040 0000

0x1008 AOOO

0x1008 0000

0x1000 8000

0x1000 0000

Fig 5.

4GB

16 MB static external memory CS3

16 MB static external memory CS2

16 MB static external memory CS1

16 MB static external memory CSO

reserved

256 kB flash B

256 kB flash B

reserved

256 kB flash A

256 kB flash A

reserved

64 MB SPIFI data

1GB

reserved

64 kB ROM

reserved

32 kB + 8 kB local SRAM

reserved

32 kB local SRAM

0GB

LPC18xx

OXFFFF FFFF

reserved

0xE010 0000

ARM private bus

0xE000 0000

reserved

_J° 0x8800 0000

SPIFI data

0x8000 0000

256 MB dynamic external memory DYCS3

0x7000 0000

256 MB dynamic external memory DYCS2

0x6000 0000

reserved

" 0x4400 0000

peripheral bit band alias region

0x4200 0000

reserved
0x4010 2000
reserved 0x4010 1000
reserved 0x4010 0000
reserved Y 0x400F 8000
high-speed GPIO 0x400F 4000
;:zz"rv":: " 0x400F 2000
0x400F 1000
reserved 0x400F 0000
APB peripherals #3 —|  0x400E 0000
reserved Y 0x400D 0000
APB peripherals #2 0x400C 0000

reserved

)° 0x400B 0000

APB peripherals #1

reserved

0x400A 0000
* 0x4009 0000

APB peripherals #0

0x4008 0000

reserved

* 0x4006 0000

clocking/reset peripherals

0x4005 0000

RTC domain peripherals

0x4004 0000

reserved

) 0x4001 2000

AHB peripherals

0x4000 0000

256 MB dynamic external memory DYCS1

0x3000 0000

128 MB dynamic external memory DYCSO0

0x2800 0000

reserved

32 MB AHB SRAM bit banding

0x2400 0000

0x2200 0000

reserved

J° 0x2004 4000

16 kB EEPROM memory

0x2004 0000

reserved

_J° 0x2001 0000

4 x 16 kB AHB SRAM

0x2000 0000

local SRAM/
external static memory banks

0x1000 0000

256 MB shadow memory area

0x0000 0000

System memory map - parts with on-chip flash (overview)
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0x400F 0000
0x400E 5000
0x400E 4000
0x400E 3000
0x400E 2000
0x400E 1000
0x400E 0000
0x400C 8000
0x400C 7000
0x400C 6000
0x400C 5000
0x400C 4000
0x400C 3000
0x400C 2000
0x400C 1000

0x400C 0000
0x400B 0000
0x400A 5000
0x400A 4000
0x400A 3000
0x400A 2000
0x400A 1000
0x400A 0000
0x4008 A000
0x4008 9000
0x4008 8000
0x4008 7000
0x4008 6000
0x4008 5000
0x4008 4000
0x4008 3000
0x4008 2000
0x4008 1000
0x4008 0000

LPC18xx
reserved
ADC1 AF;B:S | l external memories and l
ADCO peripherals ) ARM private bus )
C_CANO
DAC reserved
1201 peripheral bit band alias region
reserved
GIMA reserved
QEI reserved
SSP1 APB2 reserved
- peripherals
timer3 - high-speed GPIO
timer2 reserved
USART3
reserved
USART2
reserved
RI timer o APB3 peripherals
reserved reserved
— APB2 peripherals
C_CAN1 APB1 perip
1251 peripherals reserved
1280 APB1 peripherals
12C0 5
motor control PWM [eserve
APBO peripherals
GPIO GROUP1 interrupt reserved
GPIO GROUPO interrupt clocking/reset peripherals
GPIO interrupts RTC domain peripherals
SCU
APBO reserved
timer1 peripherals
- I AHB peripherals
timer0
SRAM, flash, EEPROM memories
SSPO
external memory banks
UART1 w/ modem
USARTO 256 MB memory shadow area
WWDT

(1) Not available on all parts (see Table 4).

Fig 6.

1 0x4010 2000

" 0x400F 8000

_J° 0x400F 2000

¥ 0x400D 0000

J* 0x400B 0000

* 0x4009 0000

* 0x4006 0000

Memory mapping - parts with on-chip flash (peripherals)

OXFFFF FFFF

0x6000 0000

* 0x4400 0000

0x4200 0000

0x4010 1000
0x4010 0000

0x400F 4000

0x400F 1000
0x400F 0000
0x400E 0000

0x400C 0000

0x400A 0000

0x4008 0000

0x4005 0000

~0x4004 0000
* 0x4001 2000

0x4000 0000

0x1000 0000

0x0000 0000

clocking
reset control
peripherals

RTC domain
peripherals

AHB
peripherals

reserved

RGU

CCu2

CCuU1

CGU

reserved

RTC/event recoder

OTP controller

event router

CREG

power mode control

backup registers

alarm timer

ethernet

reserved

EEPROM controller

flash B controller

flash A controller

reserved

LCD

USB1

USBO

EMC

SD/MMC

SPIFI

DMA

reserved

SCT

0x4006 0000
0x4005 4000

0x4005 3000
0x4005 2000
0x4005 1000
0x4005 0000

0x4004 7000
0x4004 6000
0x4004 5000
0x4004 4000
0x4004 3000
0x4004 2000
0x4004 1000
0x4004 0000
0x4001 2000
0x4001 0000
0x4000 FO00

0x4000 E000
0x4000 DO0O

0x4000 C000
0x4000 9000
0x4000 8000
0x4000 7000
0x4000 6000
0x4000 5000
0x4000 4000
0x4000 3000
0x4000 2000
0x4000 1000
0x4000 0000
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2.6 AHB multilayer matrix configuration

UM10430

The multilayer AHB matrix enables all bus masters to access any embedded memory as
well as external SPI flash memory connected to the SPIFI interface. When two or more
bus masters try to access the same slave, a round robin arbitration scheme is used; each
master takes turns accessing the slave in circular order. The access length is determined
by the burst access length of the master. For the CPU, the burst size is 1, for the GPDMA,
the burst size can be up to 8. To optimize CPU performance, low-latency code should be
stored in a memory that is not accessed by other bus masters, especially masters that use
a long burst size.

To optimize the CPU performance the ARM Cortex-M3 has three buses for Instruction
(code) (I) access, Data (D) access, and System (S) access. The |- and D-bus access
memory space is located below 0x2000 0000, the S-bus accesses the memory space
starting from 0x2000 0000. When instructions and data are kept in separate memories,
then code and data accesses can be done in parallel in one cycle. When code and data
are kept in the same memory, then instructions that load or store data may take two
cycles.

The LPC18xx peripherals are divided into AHB and APB peripherals. AHB peripherals
such as the USB and ethernet controllers are directly connected to the AHB matrix. APB
peripherals are connected to the AHB matrix via bus bridges.
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Fig 7.

TEST/DEBUG
INTERFACE HIGH-SPEED PHY
ARM O
CORTEX-M3 oroMA || ETHERNETO) || UsBo™) || usB1™) || Lot ,V?'% masters
System | I-code | D-code 0 1
bus bus bus
i g ) S N
| slaves !
1
! 1
! 64 kB ROM .
1
1
! 64/96 kB LOCAL SRAM|
1
| 40 kB LOCAL SRAM :
! 1
! 1
! 32kBAHB SRAM |,
1
| 16 kB AHB SRAM(") | !
1
: 16 kB AHB SRAM |1
! :
! 1
: SPIFI I
1
! 1
! 1
| EXTERNAL X
I MEMORY .
! CONTROLLER |,
1
! :
1
. AHB REGISTER  |!
. INTERFACES, :
| APB, RTC DOMAIN |
I AHB MULTILAYER MATRIX PERIPHERALS |,
! 1
! 1
| e e e e e e e e e e e e e e e e e o e E e e e e e e e e e e e e e e e e e, e, e, —m——_—— —
\\ = master-slave connection
002aag550

LPC18xx AHB multilayer matrix connections (flashless parts)
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Fig 8.

TEST/DEBUG
INTERFACE

ARM
CORTEX-M3

HIGH-SPEED PHY

DMA

ETHERNET

USBO

USB1

LCD

SD/

System | I-code | D-code
bus bus bus

masters

256/512 kB FLASH A

256/512 kB FLASH B

16 kB EEPROM |

64kBROM |

32 kB LOCAL SRAM

40 kB LOCAL SRAM

32 kB AHB SRAM

16 kB AHB SRAM

16 kB AHB SRAM

SPIFI

EXTERNAL
MEMORY
CONTROLLER

AHB MULTILAYER MATRIX

\\ = master-slave connection

LPC18xx AHB multilayer matrix connections (parts with on-chip flash)

AHB REGISTER
INTERFACES,
APB, RTC DOMAIN
PERIPHERALS

002aag544
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3.1 How to read this chapter

This chapter applies to all LPC18xx parts with the following exceptions:

* AES keys and AES support are available on LPC18Sxx parts only.

¢ The following bit must only be set for secure, flashless parts: JTAG_DISABLE in the
OTP memory bank 3, word 0 (bit 31).

¢ For flashless parts only: The unique part ID can be read from OTP bank 0, words 0 to
3 at memory location 0x4004 5000. (For parts with on-chip flash, use the ISP/IAP calls
to read the unique part ID.)

Different OTP API functions for programming the OTP banks are available depending on
boot ROM revision. Software library functions are available on LPCWare.com to be used
for programming OTP banks one and two when the OTP API functions are not available in

ROM.

Table 7.  OTP bank programming API functions available in ROM
OTP APl name Offset Flashless Parts with Parts with Secure parts, flashless; LPC18S50/30/

parts flash; flash; 20/10

LPC1850/ LPC18xx; LPC18xx

30/20/ die revision dierevision

10 ‘A’ and

higher

otp_ProgGPO 0x14 no no yes use AES API aes_ProgramKeyl
otp_ProgGP1 0x18 no no yes use AES API aes_ProgramKey?2
otp_ProgGP2 0x1C no no yes no
otp_ProgGP2_0 0x20 yes yes yes yes
otp_ProgGP2_1 0x24 yes yes yes yes
otp_ProgGP2_2 0x28 yes yes yes yes

3.2 Features

* The OTP memory stores the following information:

— User programmable are the boot source, the USB vendor and product ID, and the
AES keys.

— Unused fields can be used to store other data.
¢ API support for programming the OTP in Boot ROM provided.
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3.3 General description

Table 8.

The OTP memory contains four memory banks of 128 bits each. The first memory bank
(OTP bank 0) is reserved. The other three OTP banks are programmable. In non-secure
parts, OTP banks 1 and 2 are available for general-purpose data. In secure parts, OTP
banks 1 and 2 are used for AES keys. OTP bank 3 contains up to two user programmable
configuration words and two more words for general-purpose use.

The virgin OTP state is all zeros. A zero value can be overwritten by a one, but a one in
any of the OTP bits cannot be changed.

Programming the OTP requires a higher voltage than reading. The read voltage is
generated internally. The programming voltage is supplied via pin VPP. The OTP
controller automatically selects the correct voltage. If the VPP pin is not connected, then
the OTP cannot be programmed. An APl is provided to program data into the OTP.

The AES keys in the OTP memory used by secure parts are not readable by software.

OTP content for secure and non-secure parts

OTP
bank

0
1

Secure devices

Content

Reserved

AES key 1 for
secure boot
image

AES key 2 for
data

Word 0:
Customer
control data

Word 1;
general
purpose word
OorUSB ID

Words 2 to 3:
General

purpose data
in words 1/2.

Non-secure devices

Encrypted Software API Content Encrypted Software API
access access
yes no aes_ProgramKeyl User-defined; no yes otp_ProgGPO
general
purpose O
no no aes_ProgramKey2 User-defined; no yes otp_ProgGP1
general
purpose 1
no yes otp_ProgBootSrc, Word 0: no yes otp_ProgBootSrc
otp_ProgJTAGDis Customer
control data
no yes otp_ProgGP2 or Same as for secure devices
otp_ProgGP2_0or
otp_ProgUSBID
no yes otp_ProgGP2 or Same as for secure devices

otp_ProgGP2_1,
otp_ProgGP2_2
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3.4 Register description

Table 9.  OTP memory description (OTP base address 0x4004 5000)
OTP Word Access Address Size  Description Reference
bank offset
0 0 Pre-programmed; cannot  0x000 32 bit  First 32 bit word of the unique part ID for -
be changed by the user. flashless parts. Reserved for parts with
on-chip flash.
0 1 Pre-programmed; cannot  0x004 32 bit Second 32 bit word of the unique part ID for -
be changed by the user. flashless parts. Reserved for parts with
on-chip flash.
0 2 Pre-programmed; cannot  0x008 32 bit  Third 32 bit word of the unique part ID for -
be changed by the user. flashless parts. Reserved for parts with
on-chip flash.
0 3 Pre-programmed; cannot  0x00C 32 bit  Fourth 32 bit word of the unique part ID for -
be changed by the user. flashless parts. Reserved for parts with
on-chip flash.
1 0 User programmable; initial 0x010 32 bit General purpose OTP memory 0, word 0, or -
state = 0 AES key 1, word O
1 1 User programmable; initial 0x014 32 bit General purpose OTP memory 0, word 1, or -
state = 0 AESO key 1, word 1
1 2 User programmable; initial 0x018 32 bit General purpose OTP memory 0, word 2, or -
state =0 AESO key 1, word 2
1 3 User programmable; initial 0x01C 32 bit General purpose OTP memory 0, word 3, or -
state = 0 AESO key 1, word 3
2 0 User programmable; initial 0x020 32 bit General purpose OTP memory 1, word O, or -
state = 0 AES key 2, word 0
2 1 User programmable; initial 0x024 32 bit General purpose OTP memory 1, word 1, or -
state =0 AES key 2, word 1
2 2 User programmable; initial 0x028 32 bit General purpose OTP memory 1, word 2, or -
state = 0 AES key 2, word 2
2 3 User programmable; initial 0x02C 32 bit General purpose OTP memory 1, word 3, or -
state = 0 AES key 2, word 3
3 0 User programmable; initial  0x030 32 bit Customer control data Table 10
state =0
3 1 User programmable; initial 0x034 32 bit General purpose OTP memory 2, word 0, or  Table 11
state = 0 USB ID
3 2 User programmable; initial 0x038 32 bit General purpose OTP memory 2, word 1 Table 12
state = 0
3 3 User programmable; initial 0x03C 32 bit General purpose OTP memory 2, word 2 Table 13

state =0
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Table 10. OTP memory bank 3, word 0 - Customer control data (address offset 0x030)

Bit Symbol Value Description
22:0 - - Reserved
23 USB_ID_ENABLE Setting this bit allows to enable OTP defined USB

vendor and product IDs. When enabled, the USB
driver uses the USB_VENDOR_ID and
USB_PRODUCT_ID values. If disabled, the NXP
vendor ID (0x1FC9) and product ID (0x000C) is

used.
0 Disabled
Enabled
24 - - Reserved
28:25 BOOT_SRC Boot source selection in OTP. For details, see
Table 15.
0000 External pins
0001 UARTO
0010 SPIFI
0011 EMC 8-bit
0100 EMC 16-bit
0101 EMC 32-bit
0110 USBO
0111 USB1
1000 SPI (via SSP)
1001 UART3
29 - Reserved. Do not write to this bit.
30 - Reserved. Do not write to this bit.
31 JTAG_DISABLE If this bit set, JTAG cannot be enabled by software

and remains disabled.

Table 11. OTP memory bank 3, word 1 - General purpose OTP memory 2, word 0, or USB ID
(address offset 0x034)

Bit Symbol Description

15:0 USB_VENDOR_ID If USB_ID_ENABLE bit not set, it is used as general purpose
31:16 USB_PRODUCT ID OTP memory 2, word 0, GP2_0.

Table 12. OTP memory bank 3, word 2 - General purpose OTP memory 2, word 1 (address
offset 0x038)

Bit Symbol Description
31:0 GP2_1 General purpose OTP memory 2, word 1. GP2_1.

Table 13. OTP memory bank 3, word 3 - General purpose OTP memory 2, word 2 (address
offset 0x03C)

Bit Symbol Description

31:0 GP2_2 General purpose OTP memory 2, word 2. GP2_2.
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The OTP memory is controlled through a set of simple API calls located in the LPC18xx
ROM.
The API calls to the ROM are performed by executing functions which are pointed to by
pointer within the ROM driver table.
Ptr to ROM Driver table
0x1040 0104
Device 0
ROM Driver Table
_’—> Ptr to Function 0
Ptr to Device Table 0 Ptr to Function 1
+0x04 -
Ptr to OTP driver table Ptr to Function 2
+0x08
Ptr to Device Table 2
Ptr to Function n

Ptr to Device Table n OTP Driver

otp_Init

otp_ProgBootSrc

otp_ProgJTAGDis

otp_ProgUSBID

Reserved

otp_ProgGP0

otp_ProgGP1

otp_ProgGP2

otp_ProgGP2_0

otp_ProgGP2_1

otp_ProgGP2_2

Reserved

Reserved

otp_GenRand

Fig 9. OTP driver pointer structure
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3.5.1 OTP function allocation

Remark: See Section 3.1 for availability of OTP function for different boot ROM versions.

Table 14. OTP function allocation

Function Offset Description OTP bank OTP memory
programmed name

otp_Init 0x00 Initializes OTP controller. - -
Parameter - void
Return- unsigned: see the general error codes.

otp_ProgBootSrc  0x04 Programs boot source in OTP bank 3, word 0 (customer 3;word 0 Customer
control data). control data

Parameter - unsigned src
Return- unsigned: see the general error codes.

otp_ProgJTAGDis 0x08 Set JTAG_DISABLE bit in OTP bank 3, word 0 (customer 3;word 0 Customer
control data). Use only when the device is AES capable. control data
Setting the JTAG_DISABLE bit disables the JTAG
permanently.

Parameter - void
Return- unsigned: see the general error codes.

otp_ProgUSBID 0x0C Programs USB_ID. 3;word 1 Customer
Parameter - unsigned prod_id, unsigned vend_id control data
Return- unsigned: see the general error codes.

- 0x10 Reserved. - -

otp_ProgGPO 0x14 Programs the general purpose OTP memory GPO. Use only 1 (entire General
if the device is not AES capable. The data parameter consists bank) purpose
of four 32-bit words, one for each word in the memory bank. memory 0;
The mask parameter contains a mask for each of the words words 0 to 3

written. Mask bits that are set to 1 allow a write to the
corresponding OTP bit.

Parameter - unsigned *data, unsigned *mask
Return- unsigned: see the general error codes.

otp_ProgGP1 0x18 Programs the general purpose OTP memory GP1. Use only 2 (entire General
if the device is not AES capable. The data parameter consists bank) purpose
of four 32-bit words, one for each word in the memory bank. memory 1;
The mask parameter contains a mask for each of the words words 0 to 3

written. Mask bits that are set to 1 allow a write to the
corresponding OTP bit.
Parameter - unsigned *data, unsigned *mask
Return- unsigned: see the general error codes.

otp_ProgGP2 0x1C  Programs the general purpose OTP memory GP2 (however, 3 (word 1, General
writes to word 0, which contains customer control data are word 2, word  purpose
ignored). Use for customer-specific data. The data parameter 3); writes to memory 2;
consists of four 32-bit words, one for each word in the word 0 are words 1 to 3;
memory bank. The mask parameter contains a mask for each ignored
of the words written. Mask bits that are set to 1 allow a write
to the corresponding OTP bhit.

Parameter - unsigned *data, unsigned *mask
Return- unsigned: see the general error codes.
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Table 14. OTP function allocation

Function

otp_ProgGP2_0

otp_ProgGP2_1

otp_ProgGP2_2

otp_GenRand

Offset Description OTP bank OTP memory
programmed name

0x20 Programs the general purpose OTP memory GP2 word 0. 3 (word 1) General
Use for customer-specific data. The data parameter is one purpose
32-bit word. The mask parameter contains a mask for the memory 2,
word written. Mask bits that are set to 1 allow a write to the word 0
corresponding OTP bit.
Remark: This function can only be used if the USB ID is not
programmed. Otherwise, error code ERR_OTP_USB_ID_ENABLED
is returned.
Parameter - unsigned data, unsigned mask
Return- unsigned: see the general error codes.

0x24 Programs the general purpose OTP memory GP2 word 1. 3 (word 2) General
Use for customer-specific data.The data parameter is one purpose
32-bit word. The mask parameter contains a mask for the memory 2,
word written. Mask bits that are set to 1 allow a write to the word 1
corresponding OTP bit.
Parameter - unsigned data, unsigned mask
Return- unsigned: see the general error codes.

0x28 Programs the general purpose OTP memory GP2 word 2. 3 (word 3) General
Use for customer-specific data.The data parameter is one purpose
32-bit word. The mask parameter contains a mask for the memory 2,
word written. Mask bits that are set to 1 allow a write to the word 2
corresponding OTP bit.
Parameter - unsigned data, unsigned mask
Return- unsigned: see the general error codes.

0x2C  Reserved. - -

0x30 Reserved. - -

0x34 Generate new random number using the hardware Random - -

Number Generator (RNG).
Parameter - void
Return- unsigned: see the general error codes.

3.5.1.1 OTP API error codes

UM10430

ERR_OTP_BASE = 0x00070000,
1¥0x00070001#/ ERR_OTP_WR_ENABLE_INVALID = ERR_OTP_BASE+1
1¥0x00070002*/ ERR_OTP_SOME_BITS_ALREADY_PROGRAMMED
[¥0x00070003*/ ERR_OTP_ALL_DATA_OR_MASK_ZERO
1¥0x00070004*/ ERR_OTP_WRITE_ACCESS_LOCKED

1¥0x00070005* ERR_OTP_READ_DATA_MISMATCH

1¥0x00070006* ERR_OTP_USB_ID_ENABLED

1¥0x00070007* ERR_OTP_ETH_MAC_ENABLED

1¥0x00070008%/ ERR_OTP_AES_KEYS_ENABLED

1¥0x00070009%/ ERR_OTP_ILLEGAL_BANK

For general error codes, see Chapter 3 “LPC18xx One-Time Programmable (OTP)
memory and API".
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4.1 How to read this chapter

This chapter applies to all LPC18xx parts. AES support is available on LPC18Sxx parts
only.

Flash-based parts boot from on-chip flash by default (see Chapter 5), but other boot
modes described in this chapter are also supported. The UART boot mode is only
supported for flashless parts. The secure boot from USART3 is not supported for
LPC18Sxx parts.

4.1.1 Determine the boot code version

For parts with on-chip flash, the boot code version can be determined using ISP or IAP
calls. See Table 41 “ISP Read Boot Code version number command” and Table 52 “IAP
Read Boot Code version number command”.

For flashless parts, use ISP to read the boot code version number (see Table 41) or read
memory location 0x1040 7FFC which encodes the boot code version as follows:

Value 0x000B 000n at location 0x1040 7FFC reads as boot code version 11.n.

4.2 Features

The boot ROM memory includes the following features:

* ROM memory size is 64 kB.

* Supports booting from UART interfaces, external static memory such as NOR flash,
SPI flash, quad SPI flash, high-speed USB (USBO0), and USB1.

* Includes API for OTP programming.
* Includes USB drivers.
* ISP mode for loading data to on-chip SRAM and execute code from on-chip SRAM.

AES capable parts also support (LPC18Sxx only):

* CMAC authentication on the boot image.

* Secure booting from an encrypted image.

¢ Supports development mode for booting from a plain text image.
* API for AES programming.

All software drivers and APIs located in ROM are written in Thumb mode and can be used
on both MO and M4 cores.

4.3 Functional description

The internal ROM memory is used to store the boot code. After a reset, the ARM
processor will start its code execution from this memory.
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The ARM core is configured to start executing code, upon reset, with the program counter
being set to the value 0x0000 0000. The LPC18xx contains a shadow pointer that allows
areas of memory to be mapped to address 0x0000 0000. The default value of the shadow
pointer is 0x1040 0000, ensuring that the code contained in the boot ROM is executed at
reset.

For flash-based parts, the LPC18xx boots from internal flash by default (boot pin P2_7 is
HIGH). If the boot pin is sampled LOW on reset, the boot source is determined by the
setting of the OTP or the states of pins P2_9, P2 8, P1_2, and P1_1. For details see

Figure 10.

For flash-based and flashless parts alike, several external sources are available for
booting depending on the values of the OTP bits BOOT_SRC (see Section 3.4). If the
OTP memory is not programmed or the BOOT_SRC bits are all zero, the boot mode is
determined by the states of the boot pins P2_9, P2 8, P1 2, and P1_1.

Table 15. Boot mode when OTP BOOT_SRC bits are programmed
Boot mode BOOT_SRC BOOT_SRC BOOT_SRC BOOT_SRC Description
bit 3 bit 2 bit 1 bit 0

Boot pins 0 0 0 0 Boot source is defined by the reset state of P1_1,
P1_2,P2_9, and P2_8 pins. See Table 16.

USARTO 0 0 0 1 Boot from device connected to USARTO using pins
P2_0 and P2_1. For flash parts, enter UART ISP
mode.

SPIFI 0 0 1 0 Boot from Quad SPI flash connected to the SPIFI
interface using pins P3_3 to P3_8.

EMC 8-bit O 0 1 1 Boot from external static memory (such as NOR
flash) using CS0 and an 8-bit data bus.

EMC 16-bit 0 1 0 0 Boot from external static memory (such as NOR
flash) using CS0 and a 16-bit data bus.

EMC 32-bit 0 1 0 1 Boot from external static memory (such as NOR
flash) using CS0 and a 32-bit data bus.

USBO 0 Boot from USBO.

USB1 0 Boot from USBL1.

SPI(SSP) 1 Boot from SPI flash connected to the SSPO
interface on P3_3 (function SSPO_SCK), P3_6
(function SSPO_SSEL), P3_7 (function
SSP0O_MISO), and P3_8 (function SSPO_MOSI)HL,

USART3 1 0 0 1 Boot from device connected to USART3 using pins

P2_3 and P2_4. For flash parts, enter UART ISP
mode. The secure boot from USART3 is not
supported for LPC18Sxx parts.

[1] The boot loader programs the appropriate pin function at reset to boot using SSPO.
Remark: Pin functions for SPIFI and SSPO boot are different.
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Table 16. Boot mode when OTP BOOT_SRC bits are zero

Boot mode P2 9 P2 8 P12 P1 1 Description

USARTO LOW LOW LOW LOW Boot from device connected to USARTO using pins P2_0 and
P2_1. For flash parts, enter UART ISP mode.

SPIFI LOW LOW LOW HIGH Boot from Quad SPI flash connected to the SPIFI interface on
P3 3to P3_8ll

EMC 8-bit LOW LOW HIGH LOW  Boot from external static memory (such as NOR flash) using CS0
and an 8-bit data bus.

EMC 16-bit LOW LOW HIGH HIGH Boot from external static memory (such as NOR flash) using CS0
and a 16-bit data bus.

EMC 32-hit LOW HIGH LOW LOW Boot from external static memory (such as NOR flash) using CS0
and a 32-bit data bus.

USBO LOW HIGH LOW HIGH Boot from USBO.

UsB1 LOW HIGH HIGH LOW Bootfrom USB1.

SPI (SSP) LOW HIGH HIGH HIGH Boot from SPI flash connected to the SSPO interface on P3_3

(function SSP0O_SCK), P3_6 (function SSPO_SSEL), P3_7
(function SSPO_MISO), and P3_8 (function SSPO_MOSI),

USART3 HIGH LOW LOW LOW Boot from device connected to USART3 using pins P2_3 and
P2_4. For flash parts, enter UART ISP mode. The secure boot
from USART3 is not supported for LPC18Sxx parts.

[1] The boot loader programs the appropriate pin function at reset to boot using SSPO or SPIFI.
Remark: Pin functions for SPIFI and SSPO boot are different.
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4.3.1 Boot process for parts with internal flash

If pin P2_7 is sampled LOW, the boot loader checks the OTP bits and/or the external boot
pins to determine the communication port. If the OTP bits and boot pins are set to
USARTO or USARTS, the part enters UART ISP mode.

A boot image must have a valid signature to be a valid flash image (see Section 5.4.4.1),
and on parts with dual flash banks, only one flash bank should contain a valid image. You
can use the ISP/IAP command Set active boot flash bank to configure one flash bank with
the valid image (see Section 5.8.12 and Section 5.8.12). If both images are valid, the boot
loader loads the image located in flash bank A.

Remark: If the boot loader image is located in flash bank B and data is stored in flash
bank A, then ensure that the data in flash bank A does not appear to be a valid image. An
example of a data set that would be interpreted as a valid image is a set in which the first
eight words of flash bank A contain all zeros.

This implies that the data in the first 8 locations of sector 0 in flash bank A cannot be
chosen freely. For example, choose data in location 8 in such a way that a non-valid
image is created. See Section 5.4.4.1.
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INITIALIZE

CRP1/2/3ENABLED? >

v

ENABLE DEBUG |

yes

no
CRP3ENABLED?

USER CODE VALID?

no

Enter ISP
MODE?
(P2_7=LOW)

yes
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USER CODE

VALID in FLASH
BANK A?

USER CODE
VALID in FLASH
BANK B?

L ]
A 4

check OTP/boot pins

v

boot from external boot source

enter UART ISP if the boot source is USARTO or USART3

4.3.2 Boot process for parts without flash

Fig 10. Boot process flowchart for LPC18xx parts with flash

yes

EXECUTE INTERNAL
USER CODE

Remark: See Chapter 5 for the boot process on parts with on-chip flash.

The top level boot process is illustrated in Figure 11. The boot starts after Reset is
released. The IRC is selected as CPU clock and the Cortex-M3 starts the boot loader.
When the part is non-AES capable or it is AES capable but the AES key1 has not been
programmed then JTAG access is enabled. If AES keyl has been programmed, JTAG is

disabled.
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As shown in Figure 11, the boot ROM determines the boot mode based on the OTP
BOOT_SRC value or reset state of the pins P1_1, P1 2, P2 8, and P2_9. The boot ROM
copies the image to internal SRAM at location 0x1000 0000 and jumps to that location
(sets ARM's shadow pointer to 0x1000 0000) after image verification. Hence the images
for LPC18xx should be compiled with entry point at 0x0000 0000. On AES capable
LPC18xx with a programmed AES key, the image and header are authenticated using the
CMAC algorithm. If authentication fails the device is reset.

On AES capable parts with AES keyl not programmed and non-AES capable parts, the
image and header are not authenticated. If the image is not preceded by a header then
the image is not copied to SRAM but assumed to be executable as-is. In that case the
shadow pointer is set to the first address location of the external boot memory. The
header-less images should be compiled with entry point at 0x0000 0000, the same as for
an image with header.

Remark: When the boot process fails, pin P1_1 toggles at a 1 Hz rate for 60 seconds.
After 60 seconds, the device is reset.
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CPU clock disable
RESET =IRC > IRQ &
12MHz MPU
A4
load AES enable
key JTAG
CPU clock ¢ no ISP pin
= < P2_7
96MHz LOW ?
yes
— check BOOT_SRC 55 enter ISP
>\ mode (USARTO)
v =0 =6..9 [210 3
check pins -
A4 = P2 9,P2 8P1 2, 1.4 >
P1_1 /(>g BOOT_SRC=2 BOOT_SRC=3 BOOT_SRC=4 BOOT_SRC=5
— > orpins=1 or pins =2 or pins=3 or pins =4
BOOT_SRC=1 ¢ »
or pins =0 A \ \ 4 \ 4
BOOT_SRC=9 BOOT_SRC=6lBOOT_SRC=7lBOOT_SRC=Bl SPIFI EMC 8 EMC 16b EMC 32b
or pins=8 r pins =5 or pins =6 or pins=7 boot boot boot boot
UARTO UART3 USBO USB1 SSSPF',
boot boot boot boot ( ) € € €
boot < < <
; T 1 | X
R valid no R
7\ Header? d
yes
\ 4
P AES 4
N yes\.capable? < AES
yes capable and
AES key < key1
programmed? >—— »| N0 programmed?
no
A4 A4
copy image to 60s timeout
decrypt image to SRAM SRAM at toggle pin
at 0x1000 0000 0x1000 0000 P11
) 4
set program counter set program counte set program countel
=0x1000 0000, = 0x1000 0000, = boot address,
run run run
Fig 11. Boot process for parts without flash
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4.3.3 AES capable parts

AES capable parts will normally always boot from a secure (encrypted) image and use
CMAC authentication. However a special development mode allows booting from a plain
text image. This development mode is active when the AES keyl has not been
programmed.

Remark: Once the AES keyl is programmed in the OTP, the development mode is
terminated and JTAG access is disabled. Table 68 “AES API calls” includes the API call
for programming the AES keyl.

4.3.4 Boot image header format

AES capable products with a programmed AES key1 will always boot from a secure
image and use CMAC authentication. A secure image should always include a header.

Non-AES capable products may boot from an image with header or execute directly from
the boot source if the boot source is memory mapped (see Table 17). When no valid
header is found then the CPU will try to execute code from the first location of the memory
mapped boot source. The user should take care that this location contains executable
code, otherwise a hard fault exception will occur. This exception jumps to a while(1) loop.

Table 17. Boot image header use

Boot source Memory mapped Header required
USARTO no yes

SPIFI yes no

EMC 8-bit yes no

EMC 16-bit yes no

EMC 32-bit yes no

USBO no yes

UsB1 no yes

SPI (SSP) no yes

USART3 no yes

The image must be preceded by a header that has the layout described in Table 18. For
encrypted images the header must be encrypted with the AES user key 1 and initialization
vector iv = 0. The user key is stored in the OTP (see Table 9). Non-encrypted images may
omit the header.
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Table 18. Boot image header description

Address Name Description size [bits]

5:0 AES_ACTIVEW  AES encryption active 6
0x25 (100101): AES encryption active
0x1A (011010): AES encryption not active
all other values: invalid image

7:6 HASH_ACTIVEWQ Indicates whether a hash is used: 2

00: CMAC hash is used, value is
HASH_VALUE

01: reserved
10: reserved
11: no hash is used

15:8 AES_CONTROL These 2 bits can be set to a value such that 2
when AES encryption is active, that the
AES_ACTIVE field, after AES encryption, is
not equal to the value 0x1A (AES encryption
not active)

31:16 HASH_SIZEBI Size of the part of the image over which the 16
hash value is calculated in number of 512
Byte frames. Also size of image copied to
internal SRAM at boot time.

Hash size = 16[2 + HASH_SIZE x 512 Byte.
95:32 HASH_VALUE CMAC hash value calculated over the first 64
bytes of the image (starting right from the

header) as indicated by HASH_SIZE. The
value is truncated to the 64 MSB.

127:96 RESERVED 11...11 (binary) 32

[1] Can only be active if device is AES capable, else is considered an invalid image.
[2] 16 extra bytes are required for the header bytes.
[3] The image size should be set to no more than the size of the SRAM located at 0x1000 0000.

Boot image creation

CMAC

The CMAC algorithm is used to calculate a tag which is used for image authentication.

The tag is stored in the header field HASH_VALUE.

The authentication process works as follows:

1. Use the CMAC algorithm to generate the 128-bit tag. Truncate the tag to 64 MSB and

insert this truncated tag in the header.

2. At boot time the tag is recalculated. Authentication passes when the calculated tag is

equal to the received tag in the image header.

To generate an I-bit CMAC tag T of message M using a 128-bit block cipher AES and

secret key K, the CMAC tag generation process works as follows:

1. Generate sub key Kj:
— Calculate a temporary value Kg = AESk(0).
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— If msb(Kg) = 0 then K; = (Kg << 1) else K; = (Kg << 1) @ 0x87

2. Divide message into 128-bit blocks M = M4 || ... || Mn-1 || Mn*, where My ...M,.1 are
complete blocks.

3. The last block, Mp*, should be padded to be a complete block and then M, = K; @
M,*.

4. Letcg=00...0.

5. Fori=1, ..., n, calculate c; = AESk(Ci.1 @ M)).

6. Output T = msby(cy).

The first message block is the header. Since the CMAC tag is stored in the header field
HASH_VALUE, and this tag is not yet known until after CMAC calculation, a temporary
header with a dummy tag value of 0x3456789A is used during CMAC calculation. This
dummy value should be replaced by the calculated tag value in the final header field
HASH_VALUE.

For LPC18xx the chosen CMAC parameters are: encryption key K = User Key (AES keyl,
same as used for decryption) and tag length | = 64. Data is processed in little endian
mode. This means that the first byte read from the image is integrated into the AES
codeword as least significant byte. The 16th byte read from the image is the most
significant byte of the first AES codeword.

CMAC is calculated over the header and encrypted image.

M1 | | M2 |———| M*n
,—)(?)4— K1

Y

AESk AESk " AESk

I—/ \—> MSBes —» Tag

Fig 12. CMAC generation
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“ae >

@ define temporary 0x3456
header: use fixed 789A

Hash value

@ encrypt header with AES
AES key = User Key
V=0

@ calculate CMAC
AES key = User Key

V=0

@ make final header;
insert calculated MAC
HASH_VALUE

\4

A

16 + 512* HASH_SIZE:

encrypt header with AES
AES key = User Key
V=0

precede data
with final header

Fig 13. Image encryption flow

4.3.6 Boot modes

4.3.6.1 UART boot mode

Figure 14 details the boot-flow steps of the UART boot mode. The execution of this mode
occurs only if the boot mode is set accordingly (see boot modes Table 15 and Table 16).

As illustrated in Figure 14, configure the UART with the following settings:
* Baudrate = 115200, 57600, 38400, 19200, or 9600

¢ Data bits = 8
¢ Parity = None
* Stop hits=1

Auto baud is active; boot waits until 0x3F is received and responds with “OK”. This should
be followed by the header and image. The boot ROM doesn't implement any flow control
or any handshake mechanisms during file transfer.
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After the boot image is downloaded, it is checked (based on header information) to be a
valid or invalid image and OK respectively FAILED is sent to a host followed by CR and
LF. Finally, the full boot image is copied, processed to address 0x10000000 and executed
from there.

Cf:ftigﬁrz&n Init UART assuming
UARTO P2_1, P2 0 or > AN aF
UART3 P2_3,P2 4

A

receive
character

receive
image LF

transmit
“FAILED”
CRLF

transmit
“OK” CR
LF

¢ \ 4

< see main boot flow >

Fig 14. UART boot process

4.3.6.2 EMC boot mode

The EMC boot process follows the main flow shown in Figure 15. The CPU clock is set to
96 MHz, and a non-AES capable part will boot directly from EMC when the image does
not contain a header. EMC uses OxE (wait states providing approximately 156 ns delay
before capturing data (see Section 4.1).

Note that the number of address bits selected in pin configuration is initially EMC_A[13:0].
All higher address bit pins are configured as pull down but not actively driven. After
reading the header, the address bits are extended to be in line with the image size as
defined by HASH_SIZE, e.g. if HASH_SIZE is 100 kB then pins EMC_A[16:14] are
configured since 217 > 100 kB. When booting without header, then the image should
configure extra address pins if more are needed beyond the initially configured
EMC_AJ[13:0]. This configuration should happen in the initial 16 kB area of the image.
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If no header is present it is assumed that the image is located on address 0x1C000000
and is executed from there.

Setup Pin
Configuration o Read Image
EMC_A[13:0] d Header
EMC_CS0

Extend
address bus

»i
«

\ 4

see main boot flow

Fig 15. EMC boot process

SPI boot mode
The boot uses SSPO in SPI mode. The SPI clock is 18 MHz.

Figure 16 details the boot-flow steps of the SPI flash boot mode. The execution of this
mode occurs only if the boot mode is set accordingly (see boot modes Table 15 and

Table 16).

Setup clock
SSP0_SCK=
18MHz

v

Setup Pin
Configuration
P3_3,P3 6..P3_8

v

see main boot flow

Fig 16. SPI boot process

SPIFI boot mode

Figure 17 details the boot-flow steps of the SPIFI boot mode. The execution of this mode
occurs only if the boot mode is set accordingly (see boot modes in Table 15 and Table 16).
The boot code sets the SPIFI clock to 18 MHz at the beginning of the boot process and
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checks for the type of SPI flash device. For an SPI flash, the part boots with a 18 MHz
clock. For a quad SPI flash device, the part boots with a 32 MHz clock. If the detected
device is unknown, the SPIFI clock is reduced to 18 MHz.

If no header is present, it is assumed that the image is located on address 0x80000000
and is executed from there.

Setup clock Setup Pin
SPIFI_SCK= > Configuration » Detect device
32MHz P3_3.P3_8

no device
error?
yes
yes SPIFI_SCK=
18MHz
if SQI device activate
supported
then 4-bit /0 Ve’.‘f‘.’or—.'D
will be used specific driver
A 4 \ 4

< see main boot flow > Reset

Fig 17. SPIFI boot process
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4.3.6.4.1 Supported QSPI devices

Multiple QSPI devices from various vendors can be used with the SPIFI interface and the
SPIFI API available LPCWare.com.

The devices listed in Table 19 have been tested to work as boot devices for the LPC18xx
and with the SPIFI API.

Remark: All QSPI devices have been tested at an operating voltage of 3.3 V.

Table 19. QSPI devices supported by the boot code and the SPIFI API

Manufacturer Device Comment

Micron N25Q256 This memory requires boot ROM version 11.2 or
(Numonyx) higher for booting

Macronix MX25L25635FMI-10G A reset delay is needed on the LPC18xx to allow this

memory time to come up before booting.

MX25L6435EM21-10G, -
MX25L8006EM2L-12G,
MX25L8035E,

MX25L1633E,
MX25L3235E,
MX25L6435E,
MX25L12835F,

MX25L25635F,
MX1635E

Spansion S25FL032P1F -
S25FL064P1F -
S25FL256SAGMFI001
S25FL129P0XNFI01

Winbond W25Q80BVSSIG, -
W25Q16DV,
W25Q32FV

The following devices are not supported by the LPC18xx boot code but do work with the
SPIFI API:

Table 20. QSPI devices not supported by the boot code

Manufacturer Device Comment
Micron (Numonyx) N25Q064A Not supported by the LPC18xx boot code

Devices that comply with the following guidelines are expected to support the boot code:

* Any device that can accept a 03 read serial opcode after receiving an ff opcode is
expected to boot successfully.

* A device that switches to quad opcodes and doesn't return after an Oxff reset to serial
mode might not boot after a reset.

In addition, you might enable a QSPI device for booting by adding external circuitry to
delay the LPC18xx reset signal and provide extra time for the QSPI device to come up.

Remark: After booting, include the SPIFI API driver in your firmware image and use it to
re-initialize the SPIFI device for best performance.
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4.3.6.5 USB boot mode

For booting from USB, two USB interfaces are available. USBO supports high-speed and
full-speed while USB1 supports only full-speed. This boot mode requires that a 12 MHz
external crystal is connected to the XTAL1/2 pins. The boot code configures the CGU
accordingly. The USB clock is respectively set to 480 MHz or 60 MHz. USB1 requires the
VBUS pin to be set correctly.

Initially, the USBO PHY is disabled to save some power. After it is enabled, enumeration
can start. The DFU class is used to download a boot image. After receiving a boot image
from a host, the image is validated based on a set of rules mentioned earlier. If valid, the
image is processed accordingly to address 0x1000 0000 and executed from there.

USB product and vendor ID are defined by the OTP memory (see Table 10 and Table 11).

Boot
source?

\ 4 \ 4

Setup clock Setup clock
USB_CLK=480MHz USB_CLK=60MHz
Enable HS PHY Setup VBUS pin P2_5
<
A 4
DFU
enumerate

v

receive image

see main boot flow

Fig 18. USB boot process

4.3.7 Boot process timing

The following parameters describe the timing of the boot process:

Table 21. Typical boot process timing parameters

Parameter Description Value

ta Check boot selection pins <1.25pus

thb Initialize device 250 psl; 180 usl2l; 200 psBl
tc Copy image to embedded SRAM <0.3pus

If part is executing from external
flash with no copy

If the image is encrypted or must < 1 us to 10000 us
be copied depending on the size of the image and the
speed of the boot memory
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[1] For flashless parts LPC1850/30/20/10.
[2] For parts with on-chip flash; booting from flash.

[3] For parts with on-chip flash; booting from an external source.

IRC12 IRC12
starts stable
IRC12
RESET I
VDDRE
G Valid
threshold
GND
r—22 us—m
supol » 1 0.5us; IRC stability count
pply lt- 4¢——— boot ime ————————»
ramp up - user code —
-ty ust—t, ys—rt——{; ys——>
processor status — .
check boot initialize copy image to
selection device embedded
pins SRAM
Fig 19. Boot process timing

4.3.8 UART ISP

In-System programming (ISP) is programming or re-programming the on-chip SRAM
memory using the boot loader software and the USARTO serial port. For flash parts,
USARTS3 is available for ISP communication as well (see Table 15 and Table 16). ISP can
be performed when the part resides in the end user board.

A LOW level on pin P2_7 after reset indicates hardware request to enter ISP mode.

ISP commands include preparing the on-chip flash for erase and write operation, reading,
writing, and erasing flash, and executing code from flash. For flashless parts, a limited set
of ISP commands is supported which allows to load data into on-chip SRAM and execute
code from on-chip SRAM. For details, see Chapter 5.
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5.1 How to read this chapter

The flash programming ISP is available for parts with on-chip flash. A reduced set of
In-System-Programming (ISP) commands is supported for flashless parts (see Table 28).
See Chapter 4 for details on the boot process for flashless parts.

IAP commands are only supported for parts with on-chip flash.

5.2 Basic configuration

5.3 Features

The flash banks are reset by the FLASHA_RST and FLASHB_RST (reset # 25/29).

The flash bank interrupts are ORed with the interrupts from the EEPROM and are
connected to interrupt slot #4 in the NVIC.

The flash accelerator and the flash access time are controlled by the FLASHCFGA
and FLASHCFGB registers in the CREG block (see Table 94 andTable 95).

If the application uses the IAP interface, it must reserve the SRAM space used by IAP
as outlined in Section 5.4.5.8 “RAM used by IAP command handler”.

The ISP is configured as follows:

The ISP mode is entered when pin P2_7 is pulled LOW for parts with and without
on-chip flash.

— On parts with on-chip flash, ISP communication uses USARTO or USART3
depending on the OTP bits and/or boot pins (see Section 4.3).

— On flashless parts, ISP communication always uses USARTO.

Table 22. ISP clocking and power control

Base clock Branch clock Operating Notes
frequency
ISP command clock CCLK BASE_M3_CLK CLK_M3_BUS up to -
180 MHz

UM10430

In-System Programming: In-System programming (ISP) is programming or
reprogramming the on-chip flash memory, using the boot loader software and
USARTOor USARTS3 serial port. This can be done when the part resides in the
end-user board.

For parts without on-chip flash, ISP allows to load data to on-chip SRAM and to
execute code from on-chip SRAM using USARTO.

In Application Programming: In-Application (IAP) programming is performing erase
and write operation on the on-chip flash memory, as directed by the end-user
application code.

Flash signature generation: built-in hardware can generate a signature for a range of
flash addresses or for the entire flash memory.
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5.4 General description

UM10430

The boot loader controls initial operation after reset and also provides the tools for
programming the flash memory. This could be initial programming of a blank device,
erasure and re-programming of a previously programmed device, or programming of the
flash memory by the application program in a running system.

Remark: The initial value of the flash memory and the memory value after an erase
operation is all 1s.

The boot loader code is executed every time the part is powered on or reset. The boot
loader can execute the ISP command handler or the user application code.

A HIGH level after reset on pin P2_7, starts the boot process either from on-chip flash if
available or from an external boot source for flashless parts depending on the
configuration of the OTP memory or the boot pins (see Chapter 4).

A LOW level after reset on pin P2_7 indicates an external hardware request to start the
ISP command handler:

* On parts with on-chip flash, the setting of the OTP bits and the boot pins determine
which USART (USARTO or USART?3) is configured for ISP communication (see
Section 4.3).

* On flashless parts, ISP communication uses USARTO regardless of the settings of the
OTP bits or the boot pins.

When ISP mode is entered after a power-on-reset, the IRC and PLL1 are used to
generate the M3 core clock of 96 MHz. Pins P2_0 and P2_1 are used for communication
with the USARTO and pins P2_3 and P2_4 are used for USART3. The UART PCLK (from
BASE_UARTO0/3_CLK) is set to the IRC (12 MHz).

After determining the host’s baud rate, the test string “Synchronized” is sent to a host.
After a successful handshake, ISP enters the command interpret mode.

Table 23. ISP functionality for flash parts

ISP pin P2_7 Flash image Action
HIGH Valid flash image  Boot from flash.
HIGH Invalid flash Check OTP for ISP source pins (USARTO or USART3) If
image OTP BOOT_SRC = 0x0, check boot pins. See
Section 4.3.
LOW - Check OTP for ISP mode or external boot. If OTP

BOOT_SRC = 0x0 and boot pins are all LOW, enter ISP
mode via USARTO. See Section 4.3.

Table 24. ISP functionality for flash-less parts

ISP pin P2_7 Action
HIGH Boot from external source as indicated by OTP or boot pins. See Section 4.3.
LOW Enter ISP mode using USARTO, pins P2_0 and P2_1
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Sampling of pin P2_7

Assuming that power supply pins are on their nominal levels when the rising edge on
RESET pin is generated, it may take up to 3 ms before P2_7 is sampled and the decision
on whether to continue with user code or ISP handler is made.

If a valid user program is found, then the execution control is transferred to it. If a valid
user program is not found, the boot process defaults to the ISP mode using USARTO and
the auto-baud routine is invoked.

Pin P2_7 is used as a hardware request signal for ISP and requires special attention. It is
recommended to provide external hardware (a pull-up resistor or other device) to put the
pin in a defined state. Otherwise unintended entry into ISP mode may occur.

Boot process for flashless parts

See Figure 11 for the boot process flowchart for flashless parts. If P2_7 is HIGH, the boot
code samples the OTP and the boot pins to determine the boot source. If P2_7 is LOW,
the boot code configures USARTO for ISP communication.
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Boot process for parts with internal flash

If pin P2_7 is sampled LOW, the boot loader checks the OTP bits and/or the external boot
pins to determine the communication port. If the OTP bits and boot pins are set to
USARTO or USARTS, the part enters UART ISP mode.

See Section 4.3.1 “Boot process for parts with internal flash” for details.

Memory map after any reset

When a user program begins execution after reset, the interrupt vectors are set to point to
the beginning of flash memory (see Figure 5).

Criterion for Valid User Code

The reserved Cortex-M3 exception vector location 7 (offset Ox 001C in the vector table)
should contain the 2's complement of the check-sum of table entries 0 through 6. This
causes the checksum of the first 8 table entries to be 0. The boot loader code checksums
the first 8 locations in sector 0 of the flash. If the result is 0, then execution control is
transferred to the user code.

If the signature is not valid, the auto-baud routine synchronizes with the host via serial port
0. The host should send a “?” (0x3F) as a synchronization character and wait for a
response. The host side serial port settings should be 8 data bits, 1 stop bit and no parity.
The auto-baud routine measures the bit time of the received synchronization character in
terms of its own frequency and programs the baud rate generator of the serial port. It also
sends an ASCII string ("Synchronized<CR><LF>") to the host. In response to this the host
should send the same string ("Synchronized<CR><LF>"). The auto-baud routine looks at
the received characters to verify synchronization. If synchronization is verified then
"OK<CR><LF>" string is sent to the host. The host should respond by sending
“0<CR><LF>" for backwards compatibility with existing tools. "OK<CR><LF>" string is
sent to the host after receiving “0<CR><LF>". If synchronization is not verified then the
auto-baud routine waits again for a synchronization character.

Once the UART has established synchronization, the boot loader invokes the ISP
command handler. For safety reasons an "Unlock” command is required before executing
the commands resulting in flash erase/write operations and the "Go" command. The rest
of the commands can be executed without the unlock command. The Unlock command is
required to be executed once per ISP session. The Unlock command is explained in
Section 5.7 “ISP commands” on page 65.

Communication protocol

All ISP commands should be sent as single ASCII strings. Strings should be terminated
with Carriage Return (CR) and/or Line Feed (LF) control characters. Extra <CR> and
<LF> characters are ignored. All ISP responses are sent as <CR><LF> terminated ASCII
strings. Data is sent and received in UU-encoded format.

ISP command format

"Command Parameter_0 Parameter_1 ... Parameter_n<CR><LF>" "Data" (Data only for
Write commands).
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ISP response format

"Return_Code<CR><LF>Response_0<CR><LF>Response_1<CR><LF> ...
Response_n<CR><LF>""Data" (Data only for Read commands).

ISP data format

The data stream is in UU-encoded format. The UU-encode algorithm converts 3 B of
binary data in to 4 B of printable ASCII character set. It is more efficient than Hex format
which converts 1 byte of binary data in to 2 bytes of ASCII hex. The sender should send
the check-sum after transmitting 20 UU-encoded lines. The length of any UU-encoded line
should not exceed 61 characters (bytes) i.e. it can hold 45 data bytes. The receiver should
compare it with the check-sum of the received bytes. If the check-sum matches then the
receiver should respond with "OK<CR><LF>" to continue further transmission. If the
check-sum does not match the receiver should respond with "RESEND<CR><LF>". In
response the sender should retransmit the bytes.

ISP flow control

A software XON/XOFF flow control scheme is used to prevent data loss due to buffer
overrun. When the data arrives rapidly, the ASCII control character DC3 (0x13) is sent to
stop the flow of data. Data flow is resumed by sending the ASCII control character DC1
(0x11). The host should also support the same flow control scheme.

ISP command abort

Commands can be aborted by sending the ASCII control character "ESC" (0x1B). This
feature is not documented as a command under "ISP Commands" section. Once the
escape code is received the ISP command handler waits for a new command.

Interrupts during IAP

The on-chip flash memory is not accessible during erase/write operations. When the user
application code starts executing the interrupt vectors from the user flash area are active.
The user should either disable interrupts or ensure that user interrupt vectors are active in
RAM and that the interrupt handlers reside in RAM, before making a flash erase/write IAP
call. The IAP code does not use or disable interrupts.

RAM used by ISP

The boot code uses the local SRAM block at address 0x10080000 as its working area. In
parts with on-chip flash the content of the whole 40 kB SRAM block may be lost upon
reset. In parts without on-chip flash the lower 32 kB of this SRAM block may be lost upon
reset.

RAM used by IAP command handler

Flash programming commands use 16 B of RAM from 0x10089FF0 to Ox10089FFF.
Applications making use of IAP calls must reserve this RAM block. The maximum stack
usage in the user allocated stack space is 256 B. The stack space is excluding usage of
IAP Set active partition command. The Set active partition command requires an
additional 2200 B in stack additionally for a maximum of 2456 B.
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5.4.6 Flash signature generation
For parts with on-chip flash, a hardware flash signature generation capability is built into
the flash memory. This feature can be used to create a signature that can then be used to
verify flash contents. Details of flash signature generation are shown in Section 5.11.
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Table 25. Flash configuration

Flash Sector
bank number
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Some IAP and ISP commands operate on sectors and specify sector numbers. The
following table indicates the correspondence between sector numbers and memory
addresses for LPC18xx device. IAP and ISP routines are located in the Boot ROM.

In addition, individual pages can be erased using the IAP erase page call (see Table 56).
The page size is 512 B. One page is the smallest amount of data that can be written into
the flash memory (see Table 35).

Sector size Start address

[kB]
8

O 00 00 00 0 0

64

O 0 0 00 O 0 0 o

(2> B> RN o> RN o Bl e> BN o]
A M B D b B

0x1A00 0000
0x1A00 2000
0x1A00 4000
0x1A00 6000
0x1A00 8000
0x1A00 AO0O
0x1A00 C000
0x1A00 EO00
0x1A01 0000
0x1A02 0000
0x1A03 0000
0x1A04 0000
0x1A05 0000
0x1A06 0000
0x1A07 0000
0x1B00 0000
0x1B00 2000
0x1B00 4000
0x1B00 6000
0x1B00 8000
0x1B00 A0O0O
0x1B00 C000
0x1B00 E000
0x1B01 0000
0x1B02 0000
0x1B03 0000
0x1B04 0000
0x1B05 0000
0x1B06 0000
0x1B07 0000

End address

0x1A00 1FFF
0x1A00 3FFF
0x1A00 5FFF
0x1A00 7FFF
0x1A00 9FFF
0x1A00 BFFF
0x1A00 DFFF
0x1A00 FFFF
0x1A01 FFFF
0x1A02 FFFF
0x1A03 FFFF
0x1A04 FFFF
O0x1A05 FFFF
0x1A06 FFFF
O0x1A07 FFFF
0x1B0O 1FFF
0x1B00 3FFF
0x1B00 5FFF
0x1B0OO 7FFF
0x1B00 9FFF
0x1B00 BFFF
0x1B00O DFFF
0x1B00 FFFF
0x1B01 FFFF
0x1B02 FFFF
0x1B03 FFFF
0x1B04 FFFF
0x1B05 FFFF
0x1B06 FFFF
0x1B07 FFFF

LPC18x2

yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

LPC18x3 LPC18x5 LPC18x7

yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
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5.6 Code Read Protection (CRP)

Code Read Protection is a mechanism that allows user to enable different levels of
security in the system so that access to the on-chip flash and use of the ISP can be
restricted. When needed, CRP is invoked by programming a specific pattern in flash
location at offset 0x2FC. IAP commands are not affected by the code read protection.

Important: Any CRP change becomes effective only after the device has gone
through a power cycle.

Table 26. Code Read Protection options

Name Pattern Description

programmed at
offset Ox2FCIil

CRP1 0x1234 5678 Access to chip via the JTAG pins is disabled. This mode allows partial flash update using the
following ISP commands and restrictions:

Read Memory command: disabled.
Copy RAM to Flash command: cannot write to Sector O.
Go command: disabled.

Erase sectors command: can erase any individual sector except sector 0 only, or can
erase all sectors at once.

Compare command: disabled. This mode is useful when CRP is required and flash field
updates are needed but all sectors can not be erased. The compare command is
disabled, so in the case of partial flash updates the secondary loader should implement
a checksum mechanism to verify the integrity of the flash.

Activate flash bank not allowed.

CRP2 0x8765 4321 This is similar to CRP1 with the following additions:

Write to RAM command: disabled.
Copy RAM to Flash: disabled.
Erase command: only allows erase of all sectors.

CRP3 0x4321 8765 This is similar to CRP2, but ISP entry by pulling P2_7 LOW is disabled if a valid user code is
present in flash sector 0.

This mode effectively disables ISP override using the P2_7 pin. It is up to the user’s
application to provide for flash updates by using IAP calls or by invoking ISP.

Caution: If CRP3is selected, no future factory testing can be performed on the device.
NO_ISP 0x4E69 7370 Disables ISP request using the P2_7 pin.

[1] Program the CRP pattern at address 0x1A00 02FC for flash bank A and at 0x1B00 02FC for flash bank B.

UM10430
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Table 27. Code Read Protection hardware/software interaction

CRP option User Code P2_7 pin at JTAG enabled LPC18xx partial flash
Valid reset enters ISP update in ISP
mode mode
None No X Yes Yes Yes
Yes High Yes No NA
Yes Low Yes Yes Yes
CRP1 No X No Yes Yes
Yes High No No NA
Yes Low No Yes Yes
CRP2 No X No Yes No
Yes High No No NA
Yes Low No Yes No
CRP3 No X No Yes No
Yes X No No NA
NO_ISP No X Yes Yes Yes
Yes X Yes No Yes

If any CRP mode is enabled and access to the chip is allowed via the ISP, an unsupported
or restricted ISP command will be terminated with return code
CODE_READ_PROTECTION_ENABLED.
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5.7 ISP commands

The following commands are accepted by the ISP command handler. Detailed status
codes are supported for each command. The command handler sends the return code
INVALID_COMMAND when an undefined command is received. Commands and return
codes are in ASCII format.

CMD_SUCCESS is sent by ISP command handler only when received ISP command has
been completely executed and the new ISP command can be given by the host.
Exceptions from this rule are "Set Baud Rate", "Write to RAM", "Read Memory", and "Go"
commands.

Table 28. ISP command summary

ISP Command Usage Flashless Parts with Reference
parts on-chip
flash
Unlock U <Unlock Code> yes yes Table 29
Set Baud Rate B <Baud Rate> <stop bit> yes yes Table 30
Echo A <setting> yes yes Table 31
Write to RAM W <start address> <number of bytes> yes yes Table 32
Read Memory R <address> <number of bytes> yes yes Table 33
Prepare sectors for write P <start sector number> <end sector number> <flash no yes Table 34
operation bank>
Copy RAM to Flash C <flash address> <RAM address> <number of bytes> no yes Table 35
Go G <address> <Mode> yes yes Table 36
Erase sectors E <start sector number> <end sector number> <flash no yes Table 37
bank>
Blank check sectors | <start sector number> <end sector number> <flash no yes Table 38
bank>
Read Part ID J yes yes Table 39
Read Boot Code version K yes yes Table 41
Read serial number N yes yes Table 42
Compare M <address1> <address2> <number of bytes> no yes Table 43
Set active boot flash S <flash bank> no yes Table 44
bank

5.7.1 Unlock <Unlock code>

Table 29. ISP Unlock command

Command U

Input Unlock code: 23130;¢

Return Code CMD_SUCCESS |
INVALID_CODE |

PARAM_ERROR
Description This command is used to unlock Flash Write, Erase, and Go commands.
Example "U 23130<CR><LF>" unlocks the Flash Write/Erase & Go commands.
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5.7.2 Set Baud Rate <Baud Rate> <stop bit>
The UART PCLK is derived from the IRC at 12 MHz.

Table 30. ISP Set Baud Rate command

Command B
Input Baud Rate: 9600 | 19200 | 38400 | 57600 | 115200
Stop bit: 1 | 2

Return Code CMD_SUCCESS |
INVALID_BAUD_RATE |
INVALID_STOP_BIT |
PARAM_ERROR

Description This command is used to change the baud rate. The new baud rate is effective
after the command handler sends the CMD_SUCCESS return code.
Example "B 57600 1<CR><LF>" sets the serial port to baud rate 57600 bps and 1 stop bit.

5.7.3 Echo <setting>

Table 31. ISP Echo command

Command A

Input Setting: ON=1| OFF =0

Return Code CMD_SUCCESS |
PARAM_ERROR

Description The default setting for echo command is ON. When ON the ISP command handler
sends the received serial data back to the host.

Example "A 0<CR><LF>"turns echo off.

5.7.4 Write to RAM <start address> <number of bytes>

The host should send the data only after receiving the CMD_SUCCESS return code. The
host should send the check-sum after transmitting 20 UU-encoded lines. The checksum is
generated by adding raw data (before UU-encoding) bytes and is reset after transmitting
20 UU-encoded lines. The length of any UU-encoded line should not exceed

61 characters (bytes) i.e. it can hold 45 data bytes. When the data fits in less than

20 UU-encoded lines then the check-sum should be of the actual number of bytes sent.
The ISP command handler compares it with the check-sum of the received bytes. If the
check-sum matches, the ISP command handler responds with "OK<CR><LF>" to
continue further transmission. If the check-sum does not match, the ISP command
handler responds with "RESEND<CR><LF>". In response the host should retransmit the
bytes.

The ISP write command can write to all internal SRAM blocks and to the external memory
bank 0 (CSO at location 0x1C00 0000). Because the ISP code uses SRAM, the Write to RAM
command can not access SRAM between 0x1008 0000 and 0x1008 0200, see Section 5.4.5.7.
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Table 32. ISP Write to RAM command
Command W

Input Start Address: RAM address where data bytes are to be written. This address
should be a word boundary.

Number of Bytes: Number of bytes to be written. Count should be a multiple of 4
Return Code  CMD_SUCCESS |

ADDR_ERROR (Address not on word boundary) |

ADDR_NOT_MAPPED |

COUNT_ERROR (Byte count is not multiple of 4) |

PARAM_ERROR |

CODE_READ_PROTECTION_ENABLED

Description This command is used to download data to RAM. Data should be in UU-encoded
format. This command is blocked when code read protection levels CRP2 or
CRP3 are enabled.

Example "W 268435968 4<CR><LF>" writes 4 bytes of data to address 0x1000 0200.

Read Memory <address> <no. of bytes>

The data stream is followed by the command success return code. The check-sum is sent
after transmitting 20 UU-encoded lines. The checksum is generated by adding raw data
(before UU-encoding) bytes and is reset after transmitting 20 UU-encoded lines. The
length of any UU-encoded line should not exceed 61 characters (bytes) i.e. it can hold
45 data bytes. When the data fits in less than 20 UU-encoded lines then the check-sum is
of actual number of bytes sent. The host should compare it with the checksum of the
received bytes. If the check-sum matches then the host should respond with
"OK<CR><LF>" to continue further transmission. If the check-sum does not match then
the host should respond with "RESEND<CR><LF>". In response the ISP command
handler sends the data again.

The ISP read command can read from all internal SRAM blocks, from the external
memory bank 0 (CSO0 at location 0x1C00 0000), and from the internal flash.

Table 33. ISP Read Memory command

Command R

Input Start Address: Address from where data bytes are to be read. This address
should be a word boundary.

Number of Bytes: Number of bytes to be read. Count should be a multiple of 4.
Return Code = CMD_SUCCESS followed by <actual data (UU-encoded)> |

ADDR_ERROR (Address not on word boundary) |

ADDR_NOT_MAPPED |

COUNT_ERROR (Byte count is not a multiple of 4) |

PARAM_ERROR |

CODE_READ_PROTECTION_ENABLED

Description This command is used to read data from RAM or flash memory. This command is
blocked when any level of code read protection is enabled.
Example "R 268435968 4<CR><LF>" reads 4 bytes of data from address 0x1000 0200.
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5.7.6 Prepare sectors for write operation <start sector number> <end
sector number> <flash bank>

This command is the first step in the two-step flash write/erase operation.

Table 34. ISP Prepare sectors for write operation command

Command P
Input Start Sector Number
End Sector Number: Should be greater than or equal to start sector number.

Flash bank: Selects flash bank if the part supports more than on bank. 0 = flash
bank A, 1 = flash bank B.

Return Code  CMD_SUCCESS |
BUSY |
INVALID_SECTOR |
PARAM_ERROR | INVALID_FLASH_UNIT

Description This command must be executed before executing "Copy RAM to Flash" or
"Erase Sectors" command. Successful execution of the "Copy RAM to Flash" or
"Erase Sectors" command causes relevant sectors to be protected again. To
prepare a single sector use the same "Start" and "End" sector numbers.

Example "P 0 0 0 <CR><LF>" prepares the flash sector 0 in flash bank A.
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5.7.7 Copy RAM to Flash <flash address> <RAM address> <no of bytes>

Before executing this command, perform the “Prepare sectors for write operation”

command.

Table 35. ISP Copy command

Command
Input

Return Code

Description

Example

UM10430

C

Flash Address (DST): Destination flash address where data bytes are to be
written. The destination address should be a 512 byte boundary.

RAM Address (SRC): Source RAM address from where data bytes are to be read.
Number of Bytes: Number of bytes to be written. Should be 512 | 1024 | 4096.

CMD_SUCCESS |
SRC_ADDR_ERROR (Address not on word boundary) |
DST_ADDR_ERROR (Address not on correct boundary) |
SRC_ADDR_NOT_MAPPED |
DST_ADDR_NOT_MAPPED |

COUNT_ERROR (Byte count is not 512 | 1024 | 4096) |
SECTOR_NOT_PREPARED_FOR WRITE_OPERATION |
BUSY |

CMD_LOCKED |

PARAM_ERROR |
CODE_READ_PROTECTION_ENABLED

This command is used to program the flash memory. The "Prepare Sectors for
Write Operation" command should precede this command. The affected sectors are
automatically protected again once the copy command is successfully executed.
This command is blocked when code read protection levels CRP2 or CRP3 are
enabled. When code read protection level CRP1 is enabled, individual sectors
other than sector 0 can be written.

"C 436207616 268468224 512 <CR><LF>" copies 512 bytes from the RAM
address 0x1000 8000 to the flash address 0x1A00 0000.
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Go <address> <mode>

Table 36. ISP Go command
Command G

Input Address: Flash or RAM address from which the code execution is to be started.
This address should be on a word boundary.

Mode (retained for backward compatibility): T (Execute program in Thumb
Mode) | A (not allowed).

Return Code CMD_SUCCESS |
ADDR_ERROR |
ADDR_NOT_MAPPED |
CMD_LOCKED |
PARAM_ERROR |
CODE_READ_PROTECTION_ENABLED

Description ~ This command is used to execute a program residing in RAM or flash memory. It
may not be possible to return to the ISP command handler once this command is
successfully executed. This command is blocked when any level of code read
protection is enabled.

Example "G 436208211 T<CR><LF>" branches to address 0x1A00 0253.

When the GO command is used, execution begins at the specified address (assuming it is
an executable address) with the device left as it was configured for the ISP code. The
PLL1 is configured to generate a CPU clock with a frequency of 96 MHz.

Erase sectors <start sector number> <end sector number> <flash
bank>

Table 37. ISP Erase sector command

Command E
Input Start Sector Number
End Sector Number: Should be greater than or equal to start sector number.

Flash bank: Selects flash bank if the part supports more than on bank. 0 = flash
bank A, 1 = flash bank B.

Return Code CMD_SUCCESS |
BUSY |
INVALID_SECTOR |
SECTOR_NOT_PREPARED_FOR_WRITE_OPERATION |
CMD_LOCKED |
PARAM_ERROR |
CODE_READ_PROTECTION_ENABLED | INVALID_FLASH_UNIT

Description  This command is used to erase one or more sectors of on-chip flash memory. This
command is blocked when code read protection level CRP3 is enabled. When code
read protection level CRP1 is enabled, individual sectors other than sector 0 can be
erased. All sectors can be erased at once in CRP1 and CRP2.

Example "E 2 3 0<CR><LF>" erases the flash sectors 2 and 3 in flash bank A.
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Blank check sectors <sector number> <end sector number> <flash
bank>

Table 38. ISP Blank check sector command
Command |
Input Start Sector Number:

End Sector Number: Should be greater than or equal to start sector number.

Flash bank: Selects flash bank if the part supports more than on bank. 0 = flash
bank A, 1 = flash bank B.

Return Code CMD_SUCCESS |

SECTOR_NOT_BLANK (followed by <Offset of the first non blank word location>
<Contents of non blank word location>) |

INVALID_SECTOR |

PARAM_ERROR | INVALID_FLASH_UNIT

This command is used to blank check one or more sectors of on-chip flash memory.
"l 2 3 0 <CR><LF>" blank checks the flash sectors 2 and 3 in flash bank 0.

Description
Example

Read Part Identification number

Table 39.

Command J

ISP Read Part Identification command

Input None.

Return Code CMD_SUCCESS followed by two part identification number in ASCII (see Table 40
“LPC18xx part identification numbers”).

The command returns two words: wordO followed by word1. Only the 8 LSBs on
word1 contain configuration information. The top 24 MSBs should be ignored or
masked as 0s. On parts with on-chip flash, word 0 corresponds to the part id and
word1 indicates the flash configuration. On flashless parts, wordO corresponds to
the part id and word1 contains 0xO.

Description  This command is used to read the part identification number. The part identification
number maps to a feature subset within a device family. This number will not

normally change as a result of technical revisions.

Remark: One device can be associated with more than one Part ID. See the errata sheet
for updates on Part IDs for parts manufactured on different dates and/or with different
revisions.

Table 40. LPC18xx part identification numbers
Device Hex coding
WordO Word1

LPC1850FET256 0xF000 D830 OXXXXX XX00
LPC1850FET180 0xF000 D830 OXXXXX XX00
LPC18S50FET256 0xF000 D860 OXXXXX XX00
LPC18S50FET180 0xF000 D860 OXXXXX XX00
LPC1830FET256 0xF000 DA30 OXXXXX XX00
LPC1830FET180 0xF000 DA30 OXXXXX XX00
LPC1830FET100 0xF000 DA30 OXXXXX XX00
LPC1830FBD144 0xF000 DA30 OXXXXX XX00
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Table 40. LPC18xx part identification numbers
Device Hex coding
WordO Word1

LPC18S30FET256 0xFOOODAG0 OXXXXX XX00
LPC18S30FET100 0xFOOODAG0 OXXXXX XX00
LPC18S30FBD144 0xFOOODAG0 OXXXXX XX00
LPC1820FET100 O0xFOOA DB3C OXXXXX XX00
LPC1820FBD144 0xFOOA DB3C OXXXXX XX00
LPC1820FBD100 OxFOOA DB3C OXXXXX XX00
LPC18S20FBD144 0xFOOA DB6C OXXXXX XX00
LPC1810FET100 0xFOOB 5B3F OXXXXX XX00
LPC1810FBD144 0xFO0B 5B3F OXXXXX XX00
LPC18S10FET100 0xFOO0B 5B6F OXXXXX XX00
LPC18S10FBD144 0xFOO0B 5B6F OXXXXX XX00
LPC18S10FET180 0xFOOB 5B6F OXXXXX XX00
LPC1857FET256 0xF001 D830 OXXXXX XX00
LPC1857FET180 0xF001 D830 OXXXXX XX00
LPC1857FBD208 OxF001 D830 OXXXXX XX00
LPC18S57JBD208 0xF001 D860 OXXXXX XX00
LPC1853FET256 0xF001 D830 OXXXXX XX44
LPC1853FET180 0xF001 D830 OXXXXX XX44
LPC1853FBD208 0xF001 D830 OXXXXX XX44
LPC1837FET256 0xF001 DA30 OXXXXX XX00
LPC1837FET180 0xF001 DA30 OXXXXX XX00
LPC1837FET100 0xF001 DA30 OXXXXX XX00
LPC1837FBD144 0xF001 DA30 OXXXXX XX00
LPC18S37JET100 0xF001 DA6O OXXXXX XX00
LPC18S37JBD144 0xF001 DA6GO OXXXXX XX00
LPC1833FET256 0xF001 DA30 OXXXXX XX44
LPC1833FET180 0xF001 DA30 OXXXXX XX44
LPC1833FET100 0xF001 DA30 OXXXXX XX44
LPC1833FBD144 0xF001 DA30 OXXXXX XX44
LPC1827JBD144 0xF001 DB3C OXXXXX XX00
LPC1827JET100 0xF001 DB3C OXXXXX XX00
LPC1825JBD144 0xF001 DB3C OXXXXX XX22
LPC1825JET100 0xF001 DB3C OXXXXX XX22
LPC1823JBD144 0xFO0B DB3C OXXXXX XX44
LPC1823JET100 0xFOOB DB3C OXXXXX XX44
LPC1822JBD144 0xFO0B DB3C OXXXXX XX80
LPC1822JET100 0xFOOB DB3C OXXXXX XX80
LPC1817JBD144 0xF001 DB3F OXXXXX XX00
LPC1817JET100 0xF001 DB3F OXXXXX XX00
LPC1815JBD144 0xF001 DB3F OXXXXX XX22
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Table 40. LPC18xx part identification numbers

Device Hex coding

WordO Word1
LPC1815JET100 0xF001 DB3F OXXXXX XX22
LPC1813JBD144 0xFOOB DB3F OXXXXX XX44
LPC1813JET100 0xFOOB DB3F OXXXXX XX44
LPC1812JBD144 0xFO0OB DB3F OXXXXX XX80
LPC1812JET100 0xFO0OB DB3F OXXXXX XX80

Read Boot Code version number

Table 41. ISP Read Boot Code version number command

Command K
Input None

Return Code CMD_SUCCESS followed by 2 bytes of boot code version number in ASCII format.
It is to be interpreted as <bytel(Major)>.<byteO(Minor)>.

Description  This command is used to read the boot code version number.

Read device serial number

Table 42. ISP Read device serial number command

Command N
Input None.

Return Code CMD_SUCCESS followed by the device serial number in 4 decimal ASCII groups,
each representing a 32-bit value.

Description  This command is used to read the device serial number. The serial number may be
used to uniquely identify a single unit among all LPC18xx devices.

Compare <address1> <address2> <no of bytes>

Table 43. ISP Compare command

Command M

Input Address1 (DST): Starting flash or RAM address of data bytes to be compared.
This address should be a word boundary.

Address2 (SRC): Starting flash or RAM address of data bytes to be compared.
This address should be a word boundary.

Number of Bytes: Number of bytes to be compared; should be a multiple of 4.
Return Code CMD_SUCCESS | (Source and destination data are equal)

COMPARE_ERROR | (Followed by the offset of first mismatch)

COUNT_ERROR (Byte count is not a multiple of 4) |

ADDR_ERROR |

ADDR_NOT_MAPPED |

PARAM_ERROR |

Description  This command is used to compare the memory contents at two locations. This
command is blocked when any level of code read protection is enabled.

Example "M 436207616 268435968 4<CR><LF>" compares 4 bytes from the RAM address
0x1000 0200 to the 4 bytes from the flash address 0x1A00 0000.
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5.7.15 Set active boot flash bank <flash bank>

This command is only valid if two flash banks exist on the part and selects one of the two
banks for booting from flash. The command inserts a valid signature (see Section 5.4.4.1)
in the selected flash bank and invalidates the signature in the other flash bank. After a
reset, the part will boot from the selected flash bank and apply any code read protection
(CRP) that is included in the flash image of the selected bank to the entire flash (bank A
and bank B).

The set active boot flash bank command is disabled with CRP levels 1, 2, and 3. This
means that the boot flash bank cannot be changed if CRP is enabled. If CRP is included
in the new flash image to be activated by this command, ensure that the flash image
content is executing as expected. Otherwise, the part may fail to boot after reset and, for
CRP level 3, external boot or ISP may not be accessible to update the flash.

Table 44. ISP Set active boot flash bank command

Command S

Input Flash bank: Selects flash bank A or B for booting if the part supports more than on
bank. (0 = flash bank A, 1 = flash bank B).

Return Code INVALID_FLASH_UNIT |
INVALID_SECTOR |
COMPARE_ERROR |
USER_CODE_CHECKSUM |
DST_ADDR_ERROR |
BUSY | ERROR_SETTING_ACTIVE_PARTITION

Description ~ This command is only valid if there are two flash banks. It is used to enable booting
from the indicated flash unit by inserting valid signature and invalidating the other
flash unit. This command will not work if zeros are found where a vector table is
expected.

Remark: An invalid image in the selected flash unit can cause boot failure and
even a system lockup when CRP3 is set.

Example “S 0 <CR><LF>" selects flash bank A
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5.8 IAP commands

Remark: IAP commands are not supported for flash-less parts.

For in-application programming, call the IAP routine with a word pointer in register r0
pointing to memory (RAM) containing command code and parameters.

Ptr to ROM Driver table

0x1040 0100

flash IAP
ROM Driver Table

0x1040 0100 ,—>| IAP_entry

Ptr to flash IAP calls

0x1040 0104

Ptr to Device Table 1

0x1040 0108

Ptr to Device Table 2 Device 1

Ptr to Function 0

Ptr to Function 1

Ptr to Device Table n Ptr to Function 2

Ptr to Function n

Fig 20. IAP pointer structure

The result of the IAP command is returned in the result table pointed to by register rl. You
can reuse the command table for result by passing the same pointer in registers r0 and r1.
The parameter table should be big enough to hold all the results in case the number of
results are more than number of parameters. Parameter passing is illustrated in

Figure 21. The number of parameters and results vary according to the IAP command.
The maximum number of parameters is 4, passed to the "Copy RAM to Flash" command.
The maximum number of results is 4, returned by the "Read device serial number"
command. The command handler sends the status code INVALID_COMMAND when an
undefined command is received.
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Param 0

Param 1

Param n

Status code

Result 0

Result 1

Result n
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In C code, call the IAP function in the following way:

1. Extract the IAP invoke call (iap_entry) entry pointer. The IAP invoke call is located in
the IAP jump table which is pointed to by the ROM driver table at address 0x1040

0100 + 0x000. See Figure 20.

2. Define data structure or pointers to pass the IAP command table and result table to
the IAP function:

unsigned int command_param[5];
unsigned int status_result[5];

or

unsigned int * command_paran;
unsigned int * status_result;

command_param = (unsigned int *) Ox...

status_result =(unsigned int *) Ox...

3. Define a pointer to function type, which takes two parameters and returns void. Note
the IAP returns the result with the base address of the table residing in R1:

#define IAP_LOCATION *(volatile unsigned int *)(0x10400100);
typedef void (*IAP)(unsigned int [],unsigned int[]);
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4. Set the function pointer:
IAP iap_entry=(IAP)IAP_LOCATION;
5. Use the following statement to call the IAP:

iap_entry (command_param,status_result);

The IAP call can be simplified further by using the symbol definition file feature supported
by ARM Linker in RVDS (Realview Development Suite). You can also call the IAP routine
using assembly code. According to the ARM architecture Procedure Calling Standard
(AAPCS), up to 4 parameters can be passed in the r0, r1, r2 and r3 registers respectively.
Additional parameters are passed on the stack. Up to 4 parameters can be returned in the
r0, r1, r2 and r3 registers respectively. Additional parameters are returned indirectly via
memory. Some of the IAP calls require more than 4 parameters. If the ARM suggested
scheme is used for the parameter passing/returning then it might create problems due to
difference in the C compiler implementation from different vendors. The suggested
parameter passing scheme reduces this risk.

The flash memory is not accessible during a write or an erase operation. IAP commands
which result in a flash write/erase operation use 32 bytes of space in the top portion of the
on-chip RAM for execution. The user program should not be using this space if IAP flash
programming is permitted in the application. Maximum stack usage is mentioned in the
description of a command.

Table 45. IAP Command Summary

IAP Command Command Code Reference
Init 49,9 Table 46
Prepare sectors for write operation 5010 Table 47
Copy RAM to Flash 5119 Table 48
Erase sectors 5219 Table 49
Blank check sectors 5310 Table 50
Read part ID 5449 Table 51
Read Boot Code version 5519 Table 52
Read device serial number 5819 Table 53
Compare 5619 Table 54
Reinvoke ISP 5719 Table 55
Erase page 5919 Table 56
Set active boot flash bank 6019 Table 57

IAP Initialization

This command initializes and prepares the flash for erase and write operations.

Table 46. 1AP Initialization command
Command Init IAP

Input Command code: 49 (decimal)
Return Code CMD_SUCCESS
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Table 46. |IAP Initialization command

Command
Result
Description
Stack usage

Init IAP

None

Initializes and prepares the flash for erase and write operations.
88 B

5.8.2 Prepare sectors for write operation

This command is the first step in the two-step flash write/erase operation.

Table 47. 1AP Prepare sectors for write operation command

Command
Input

Return Code

Result
Description

Stack usage

UM10430

Prepare sectors for write operation
Command code: 50 (decimal)
ParamO: Start Sector Number

Param1: End Sector Number (should be greater than or equal to start sector
number).

Param2: Flash bank (0 = flash bank A, 1 = flash bank B)
CMD_SUCCESS |

BUSY |

INVALID_SECTOR

None

This command must be executed before executing "Copy RAM to Flash" or
"Erase Sectors" command. Successful execution of the "Copy RAM to Flash" or
"Erase Sectors" command causes relevant sectors to be protected again. To
prepare a single sector use the same "Start" and "End" sector numbers.

118 B
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5.8.3 Copy RAM to Flash

Before executing this command, perform the “Prepare sectors for write” command.

5.8.4

Table 48. IAP Copy RAM to Flash command
Command Copy RAM to Flash
Input Command code: 51 (decimal)

Return Code

Result
Description

Stack usage

ParamOQ(DST): Destination flash address where data bytes are to be written. This
address should be a 512 byte boundary.

Param1(SRC): Source internal SRAM address from which data bytes are to be
read. This address should be a word boundary.

Param2: Number of bytes to be written. Should be 512 | 1024 | 4096.
Param3: CPU Clock Frequency (CCLK) in kHz.
CMD_SUCCESS |

SRC_ADDR_ERROR (Address not a word boundary) |
DST_ADDR_ERROR (Address not on correct boundary) |
SRC_ADDR_NOT_MAPPED |
DST_ADDR_NOT_MAPPED |

COUNT_ERROR (Byte count is not 512 | 1024 | 4096) |
SECTOR_NOT_PREPARED_FOR_WRITE_OPERATION |
BUSY

None

This command is used to program the flash memory. The affected sectors should
be prepared first by calling "Prepare Sector for Write Operation" command. The
affected sectors are automatically protected again once the copy command is
successfully executed.

208 B

Erase Sectors

Table 49. |IAP Erase Sectors command
Command Erase Sectors
Input Command code: 52 (decimal)

Return Code

Result
Description

Stack usage

ParamO: Start Sector Number

Param1: End Sector Number (should be greater than or equal to start sector
number).

Param2: CPU Clock Frequency (CCLK) in kHz.

Param3: Flash bank (0 = flash bank A, 1 = flash bank B)
CMD_SUCCESS |

BUSY |
SECTOR_NOT_PREPARED_FOR_WRITE_OPERATION |
INVALID_SECTOR | INVALID_FLASH_UNIT

None

This command is used to erase a sector or multiple sectors of on-chip flash
memory. To erase a single sector use the same "Start" and "End" sector numbers.

136 B
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5.8.5 Blank check sectors

5.8.6

5.8.7

Table 50. AP Blank check sectors command

Command
Input

Return Code

Result

Description

Stack usage

Blank check sectors
Command code: 53 (decimal)
ParamO: Start Sector Number

Param1: End Sector Number (should be greater than or equal to start sector
number).

Param2: Flash bank (0 = flash bank A, 1 = flash bank B)
CMD_SUCCESS |

BUSY |

SECTOR_NOT_BLANK |

INVALID_SECTOR | INVALID_FLASH_UNIT

Result0: Offset of the first non blank word location if the Status Code is
SECTOR_NOT_BLANK.

Resultl: Contents of non blank word location.

This command is used to blank check a sector or multiple sectors of on-chip flash
memory. To blank check a single sector use the same "Start" and "End" sector
numbers.

120B

Read part identification number

Table 51. |IAP Read part identification number command

Command

Input

Return Code
Result

Description

Stack usage

Read part identification number
Command code: 54 (decimal)
Parameters: None
CMD_SUCCESS |

Result0: Part Identification Number.
Resultl: Part Identification Number.

This command is used to read the part identification number. See Table 40
“LPC18xx part identification numbers”.

The command returns two words: wordO followed by word1. Word O corresponds
to the part id and word1 indicates the flash configuration or contains 0x0 for
flashless parts.

8B

Read Boot Code version number

Table 52. IAP Read Boot Code version number command

Command

Input

Return Code

Read boot code version number
Command code: 55 (decimal)
Parameters: None
CMD_SUCCESS |
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Table 52. IAP Read Boot Code version number command

Command

Result

Description
Stack usage

Read boot code version number

Result0: 2 bytes of boot code version number. It is to be interpreted as
<bytel(Major)>.<byteO(Minor)>

This command is used to read the boot code version number.
8B

Read device serial number

Table 53. IAP Read device serial number command

Command
Input

Return Code
Result

Description

Stack usage

Read device serial number

Command code: 58 (decimal)

Parameters: None

CMD_SUCCESS |

Result0: First 32-bit word of Device Identification Number (at the lowest address)
Resultl: Second 32-bit word of Device Identification Number

Result2: Third 32-bit word of Device Identification Number

Result3: Fourth 32-bit word of Device Identification Number

This command is used to read the device identification number. The serial number
may be used to uniquely identify a single unit among all LPC18xx devices.

8B

Compare <address1> <address2> <no of bytes>

Table 54. |IAP Compare command

Command

Input

Return Code

Result
Description

Stack usage

Compare
Command code: 56 (decimal)

ParamOQ(DST): Starting flash or RAM address of data bytes to be compared. This
address should be a word boundary.

Param1(SRC): Starting flash or RAM address of data bytes to be compared. This
address should be a word boundary.

Param2: Number of bytes to be compared; should be a multiple of 4.
CMD_SUCCESS |

COMPARE_ERROR |

COUNT_ERROR (Byte count is not a multiple of 4) |

ADDR_ERROR |

ADDR_NOT_MAPPED

Result0: Offset of the first mismatch if the Status Code is COMPARE_ERROR.
This command is used to compare the memory contents at two locations.

The result may not be correct when the source or destination includes any
of the first 64 bytes starting from address zero. The first 64 bytes can be
re-mapped to RAM.

152 B
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Re-invoke ISP

Table 55. IAP Re-invoke ISP
Command Compare

Input Command code: 57 (decimal)
Return Code  None
Result None.

Description This command is used to invoke the boot loader in ISP mode. It configures
UARTO pins UO_RX and UO_TX. Use this command when a valid user program is
present in the internal flash memory and the P2_7 pin is not accessible to force
the ISP mode. The command does not change CCLK, It does sets the source
dependent clock accordingly assuming that PLL1 is running at 288 MHz.

Stack usage 192 B

Erase page

The erase page command allows to erase one page (512 B) in a given sector.

Table 56. |AP Erase page

Command Erase page

Input Command code: 59 (decimal)
ParamO: Start flash address.
Paraml: End flash address.
Param2: CPU clock frequency in kHz.

Return Code  CMD_SUCCESS | BUSY |
SECTOR_NOT_PREPARED_FOR_WRITE_OPERATION | INVALID_SECTOR |
INVALID_FLASH_UNIT

Result None.

Description This command is used to erase a page or multiple pages of on-chip flash memory.
To erase a single page use the same "Start" and "End" flash address. Start and
End addresses must be in the same sector.

Stack usage 168 B

Set active boot flash bank

This command is only valid if two flash banks exist on the part and selects one of the two
banks for booting from flash. The command inserts a valid signature (see Section 5.4.4.1)
in the selected flash bank and invalidates the signature in the other flash bank. After a
reset, the part will boot from the selected flash bank and apply any code read protection
(CRP) that is included in the flash image of the selected bank to the entire flash (bank A
and bank B).

The set active boot flash bank command is disabled with CRP levels 1, 2, and 3. This
means that the boot flash bank cannot be changed if CRP is enabled. If CRP is included
in the new flash image to be activated by this command, ensure that the flash image
content is executing as expected. Otherwise, the part may fail to boot after reset and, for
CRP level 3, external boot or ISP may not be accessible to update the flash.

Remark: This command uses a large stack space. See Table 57.
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Table 57. IAP Set active boot flash bank
Command Set active boot flash bank
Input Command code: 60 (decimal)

Return Code

Result

Description

Stack usage

ParamO: Flash bank (0 = flash bank A, 1 = flash bank B).
Param1: CPU clock frequency in kHz.

CMD_SUCCESS | BUSY |
SECTOR_NOT_PREPARED_FOR_WRITE_OPERATION | INVALID_SECTOR |
INVALID_FLASH_UNIT | ERROR_USER_CODE_CHECKSUM |
ERROR_SETTING_ACTIVE_PARTITION

None.

This command is only valid if there are two flash banks. It is used to enable
booting from the indicated flash unit by inserting a valid signature and invalidating
the other flash unit. This command will not work if zeros are found where a vector
table is expected.

Remark: An invalid image in the selected flash unit can cause boot failure and
even a system lockup when CRP3 is set.

2208 B

5.9 ISP/IAP Return Codes

Table 58.

ISP Return Codes Summary

Return Code
0x0000 0000

0x0000 0001
0x0000 0002
0x0000 0003
0x0000 0004

0x0000 0005

0x0000 0006
0x0000 0007

0x0000 0008
0x0000 0009

0x0000 O00A
0x0000 000B
0x0000 000C
0x0000 000D
0x0000 O00E

0x0000 000F
0x0000 0010
0x0000 0011

UM10430

Mnemonic
CMD_SUCCESS

INVALID_COMMAND
SRC_ADDR_ERROR
DST_ADDR_ERROR

SRC_ADDR_NOT_MAPPED

DST_ADDR_NOT_MAPPED

COUNT_ERROR
INVALID_SECTOR

SECTOR_NOT_BLANK

SECTOR_NOT_PREPARED_
FOR_WRITE_OPERATION

COMPARE_ERROR
BUSY
PARAM_ERROR
ADDR_ERROR
ADDR_NOT_MAPPED

CMD_LOCKED
INVALID_CODE
INVALID_BAUD_RATE

Description

Command is executed successfully. Sent by ISP handler only
when command given by the host has been completely and
successfully executed.

Invalid command.
Source address is not on word boundary.
Destination address not on word or 256 byte boundary.

Source address is not mapped in the memory map. Count
value is taken into consideration where applicable.

Destination address is not mapped in the memory map. Count
value is taken into consideration where applicable.

Byte count is not multiple of 4 or is not a permitted value.

Sector number is invalid or end sector number is greater than
start sector number.

Sector is not blank.

Command to prepare sector for write operation was not
executed.

Source and destination data not equal.

Flash programming hardware interface is busy.
Insufficient number of parameters or invalid parameter.
Address is not on word boundary.

Address is not mapped in the memory map. Count value is
taken in to consideration where applicable.

Command is locked.
Unlock code is invalid.
Invalid baud rate setting.
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ISP Return Codes Summary

Return Code
0x0000 0012
0x0000 0013

0x0000 0014
0x0000 0015
0x0000 0016

Mnemonic
INVALID_STOP_BIT
CODE_READ_PROTECTION_

Description
Invalid stop bit setting.
Code read protection enabled.

ENABLED

INVALID_FLASH_UNIT

Invalid flash unit.

USER_CODE_CHECKSUM
ERROR_SETTING_ACTIVE_PARTITION

5.10 JTAG flash programming interface

Debug tools can write parts of the flash image to the RAM and then execute the IAP call
"Copy RAM to Flash" repeatedly with proper offset.

5.11 Flash signature generation

The flash module contains a built-in signature generator. This generator can produce a
128-bit signature from a range of flash memory. A typical usage is to verify the flashed
contents against a calculated signature (e.g. during programming).

The address range for generating a signature must be aligned on flash-word boundaries,
i.e. 128-bit boundaries. Once started, signature generation completes independently.
While signature generation is in progress, the flash memory cannot be accessed for other
purposes, and an attempted read will cause a wait state to be asserted until signature
generation is complete. Code outside of the flash (e.g. internal RAM) can be executed
during signature generation. This can include interrupt services, if the interrupt vector
table is re-mapped to memory other than the flash memory. The code that initiates
signature generation should also be placed outside of the flash memory.

5.11.1 Register description for sighature generation

Table 59. Register overview: FMC controller for flash bank A/B (base address 0x4000 C000 (flash bank A) and
0x4000 D000 (flash bank B))
Name Access Address offset Description Reset Reference
Value

FMSSTART R/W 0x020 Signature start address register 0 Table 60
FMSSTOP R/W 0x024 Signature stop-address register 0 Table 61
FMSWO R 0x02C 128-bit signature Word 0 - Table 62
FMSW1 R 0x030 128-bit signature Word 1 - Table 63
FMSW2 R 0x034 128-bit signature Word 2 - Table 64
FMSW3 R 0x038 128-bit signature Word 3 - Table 65
FMSTAT R OxFEO Signature generation status register 0 Table 66
FMSTATCLR W OxFES8 Signature generation status clear register - Table 67

UM10430
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5.11.1.1 Signature generation address and control registers

These registers control automatic signature generation. A signature can be generated for
any part of the flash memory contents. The address range to be used for generation is
defined by writing the start address to the signature start address register (FMSSTART)
and the stop address to the signature stop address register (FMSSTOP. The start and
stop addresses must be aligned to 128-bit boundaries and can be derived by dividing the
byte address by 16.

Signature generation is started by setting the SIG_START bit in the FMSSTOP register.
Setting the SIG_START bit is typically combined with the signature stop address in a
single write.

Table 60 and Table 61 show the bit assignments in the FMSSTART and FMSSTOP
registers respectively.

Table 60. Flash Module Signature Start register (FMSSTART, address 0x4000 C020 (flash A) and 0x4000 D020 (flash
B)) bit description

Bit Symbol Description Reset Value

31:17 - Reserved, user software should not write ones to reserved bits. The value read froma NA
reserved bit is not defined.

16:0 START Signature generation start address (corresponds to AHB byte address bits[20:4]). 0

Table 61. Flash Module Signature Stop register (FMSSTOP , address 0x4000 C024 (flash A) and 0x4000 D024 (flash
B)) bit description

Bit Symbol Value Description Reset Value
31:18 - Reserved, user software should not write ones to reserved bits. The value NA
read from a reserved bit is not defined.
17 SIG_START Start control bit for signature generation. 0
0 Signature generation is stopped

Initiate signature generation
16:0 STOP BIST stop address divided by 16 (corresponds to AHB byte address [20:4]). 0

5.11.1.2 Signature generation result registers

The signature generation result registers return the flash signature produced by the
embedded signature generator. The 128-bit signature is reflected by the four registers
FMSWO0, FMSW1, FMSW2 and FMSWS3.

The generated flash signature can be used to verify the flash memory contents. The
generated signature can be compared with an expected signature and thus makes saves
time and code space. The method for generating the signature is described in

Section 5.11.2.

Table 65 show bit assignment of the FMSWO0 and FMSW1, FMSW2, FMSW3 registers
respectively.

Table 62. FMSWO register bit description (FMSWO, address 0x4000 C02C (flash A) and 0x4000 D02C (flash B))
Bit Symbol Description Reset Value
31.0 SWO[31:0] Word 0 of 128-bit signature (bits 31 to 0). -
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Table 63. FMSW1 register bit description (FMSW1, address: 0x4000 C030 (flash A) and 0x4000 D030 (flash B))
Bit Symbol Description Reset Value
31:.0 SW1[63:32] Word 1 of 128-bit signature (bits 63 to 32). -

Table 64. FMSW?2 register bit description (FMSW2, address 0x4000 C034 (flash A) and 0x4000 D034 (flash B))
Bit Symbol Description Reset Value
31.0 SW2[95:64] Word 2 of 128-bit signature (bits 95 to 64). -

Table 65. FMSWa3 register bit description (FMSW3, address 0x4000 C038 (flash A) and 0x4000 D038 (flash B))
Bit Symbol Description Reset Value
31:.0 SW3[127:96] Word 3 of 128-bit signature (bits 127 to 96). -

5.11.1.3 Flash Module Status register

The read-only FMSTAT register provides a means of determining when signature
generation has completed. Completion of signature generation can be checked by polling
the SIG_DONE bit in FMSTAT. SIG_DONE should be cleared via the FMSTATCLR
register before starting a signature generation operation, otherwise the status might
indicate completion of a previous operation.

Table 66. Flash module Status register (FMSTAT, address 0x4000 CFEO (flash A) and 0x4000 DFEO (flash B)) bit

description
Bit Symbol Description Reset Value
31:2 - Reserved, user software should not write ones to reserved bits. The value read NA
from a reserved bit is not defined.
2 SIG_DONE When 1, a previously started signature generation has completed. See 0
FMSTATCLR register description for clearing this flag.
1.0 - Reserved, user software should not write ones to reserved bits. The value read NA

from a reserved bit is not defined.

5.11.1.4 Flash Module Status Clear register

The FMSTATCLR register is used to clear the signature generation completion flag.

Table 67. Flash Module Status Clear register (FMSTATCLR, address 0x4000 CFES8 (flash A) and 0x4000 DFES (flash
B)) bit description

Bit Symbol Description Reset Value
31:2 - Reserved, user software should not write ones to reserved bits. The value read NA
from a reserved bit is not defined.
2 SIG_DONE_CLR  Writing a 1 to this bits clears the signature generation completion flag 0
(SIG_DONE) in the FMSTAT register.
1:0 - Reserved, user software should not write ones to reserved bits. The value read NA

from a reserved bit is not defined.
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5.11.2 Algorithm and procedure for signature generation

Signature generation

A signature can be generated for any part of the flash contents. The address range to be
used for signature generation is defined by writing the start address to the FMSSTART
register, and the stop address to the FMSSTOP register.

The signature generation is started by writing a ‘1’ to FMSSTOP.MISR_START. Starting
the signature generation is typically combined with defining the stop address, which is
done in another field FMSSTOP.FMSSTOP of the same register.

The time that the signature generation takes is proportional to the address range for which
the signature is generated. Reading of the flash memory for signature generation uses a
self-timed read mechanism and does not depend on any configurable timing settings for

the flash. A safe estimation for the duration of the signature generation is:

Duration = int((60 / tcy) + 3 ) X (FMSSTOP - FMSSTART + 1)

When signature generation is triggered via software, the duration is in AHB clock cycles,
and tcy is the time in ns for one AHB clock. The SIG_DONE bit in FMSTAT can be polled
by software to determine when signature generation is complete.

If signature generation is triggered via JTAG, the duration is in JTAG tck cycles, and tcy is
the time in ns for one JTAG clock. Polling the SIG_DONE bit in FMSTAT is not possible in
this case.

After signature generation, a 128-bit signature can be read from the FMSWO0 to FMSW3
registers. The 128-bit signature reflects the corrected data read from the flash. The 128-bit
signature reflects flash parity bits and check bit values.

Content verification

The signature as it is read from the FMSWO0 to FMSW3 registers must be equal to the
reference signature. The algorithms to derive the reference signature is given in

Figure 22.

sign=0
FOR address = FMSTART.FMSTART TO FMSTOP.FMSTOP
{

FORi=0TO 126
nextSign[i] = f_Q[address][i] XOR sign[i+1]
nextSign[127] = f_Q[address][127] XOR sign[0] XOR sign[2] XOR
sign[27] XOR sign[29]
sign = nextSign
}

signature128 = sign

Fig 22. Algorithm for generating a 128 bit signature
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6.1 How to read this chapter

6.2 Features

AES encryption and decryption and the AES API are supported for parts LPC18Sxx only.

¢ Decryption of external image data.
* Encryption of data.
* Secure storage of AES keys.

¢ Support for Cypher-based Message Authentication Code (CMAC) hash calculation to
authenticate data (for the boot image only).

* Support for two secret hardware keys that cannot be read.

* AES engine peak performance of 0.5 byte/clock cycle.

¢ AES API supports:
— Electronic Code Book (ECB) decode mode with 128-bit key.
— Cypher-Block Chaining (CBC) decode mode with 128-bit key.
— CMAC hash calculation for the boot image (see Section 7.3.4).

* The AES engine is compliant with the FIPS (Federal Information Processing
Standard) Publication 197, Advanced Encryption Standard (AES).

¢ Random Number Generator (RNG) is supported by the AES API and passes the
following tests:

— diehard
— FIPS_140-1
— NIST

¢ Data is processed in little endian mode. This means that the first byte read from flash
is integrated into the AES codeword as least significant byte. The 16th byte read from
flash is the most significant byte of the first AES codeword.

* DMA transfers supported through the GPDMA.
Details of the AES decryption pertaining to the boot process are described in Chapter 7.

Remark: For other decode modes (Cipher Feedback (CFB), Output Feedback (OFB), and
Counter (CTR)), please contact the NXP sales office.

6.3 General description

UM10430

The secure parts provide an on-chip hardware AES decryption and encryption engine to
protect the external image content and to accelerate processing for data decryption, data
integrity, and proof of origin. AES decryption can be applied to an external boot image
using a key that is itself encrypted and is stored in the OTP. This key cannot be read by
software or by any other means, and its encryption is unique for each part. In addition,
data can be encrypted or decrypted by the AES engine using the encrypted key in the
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OTP, a second key stored in the OTP (this key is not encrypted), a software supplied key,
or a key generated by an on-chip random number generator. For encryption and
decryption of data, an API is provided.

The AES hardware consists of these components:
* One-time programmable (OTP) non-volatile memory to store the AES keys. Two

instances (OTP1/2) are offered to store the two keys using the AES API (Table 68).

* An AES decryption engine. The AES uses a 128-bit key and processes blocks of 128
bit. Using the AES API, the keys can be stored in a dedicated hardware interface that
is not visible to software.

* The AES encryption engine. Encryption is selected through the AES_SetMode
command. The command returns an error if the parts are not configured for
encryption.

* The AES encryption and decryption engine supports DMA for transferring data
between memory and the AES engine.

* The ROM-based AES API for encrypting and decrypting data, storing and retrieving
keys, and for interfacing with the GPDMA.
The AES engine can be loaded with four different keys:

1. Key1l - user-defined and stored in the OTP uniquely encrypted for each part; used by
the boot code to decrypt boot image; can also be used to encrypt or decrypt data. This
key is the most secure key, as the original, programmed key is encrypted in the OTP
memory on-chip and cannot be read by software.

2. Key2 - user-defined and stored in the OTP; used to encrypt or decrypt data.
3. A software defined key.
4. A key generated by the Random Number Generator (RNG).

OTP bank 1 ——
OTP bank 2——»
software key ——»

random number key ———»|

- AES encrypt | A
p"zgt;ex‘ GPDMA engine GPDMA e”gg‘t’;e"
decrypt ECB or CBC
key
CBC init

Using the GPDMA to transfer data in or out of the AES engine is optional.
Fig 23. AES data encryption/decryption

vector

software vector ——»
unique id vector ——»|
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Remark: The randomly generated and software defined keys are not retained during

Deep power-down and reset and must be reloaded.

Remark: To update the Random Number Generator (RNG) and load a new random
number, first use the otp_GenRand() API call, and then the aes_LoadKeyRNG() call (see

Section 6.5.6).

The AES is controlled through a set of simple API calls located in the LPC18Sxx ROM.
The API calls to the ROM are performed by executing functions which are pointed to by
pointer within the ROM driver table.
Ptr to ROM Diriver table
0x1040 0108
Device 0
ROM Driver Table = E o 0
0x1040 0100 _,—» tr to Function
Ptr to Device Table 0 Ptr to Function 1
0x1040 0104 .
Ptr to Device Table 1 Ptr to Function 2
0x1040 0108
- Ptr to AES driver table
0x1040 010C Ptr to Function n
AES Driver
Ptr to Device Table n aes Init

Fig 24. AES driver pointer structure

aes_SetMode

aes_LoadKey1

aes_LoadKey2

aes_LoadKeyRNG

aes_LoadKeySW

aes_LoadlVSW

aes_LoadlVIC

aes_Operate

aes_ProgramKey1

aes_ProgramKey2

aes_Config_DMA

aes_Operate_ DMA

aes_Get_Status_DMA

UM10430

All information provided in this document is subject to legal disclaimers.

© NXP B.V. 2015. All rights reserved.

User manual

Rev. 2.8 — 10 December 2015

90 of 1284



NXP Semiconductors

UM10430

6.4.1 AES functions

Chapter 6: LPC18xx Security API

The ROM-based security AES API controls the AES block. AES API functions are
provided to encrypt or decrypt data from memory to memory using an ECB or CBC
algorithm. If the CBC algorithm is selected, a user-defined initialization vector can be

defined.

To transfer data between memory and the AES peripheral using the GPDMA, additional
API functions are provided that configure the GPDMA, DMA peripheral input mux, and the

AES appropriately.

The AES API can load one of four keys to encrypt or decrypt data:

¢ Keyl stored in OTP memory bank 1. This is a secure key used by the boot code for
decrypting the boot image.

¢ Key2 stored in OTP memory bank 2.

* A software-generated key.

* A key generated by the on-chip random number generator.

Two APIs are provided to store keys in the OTP memory banks 1 and 2.

Table 68. AES API calls

Function

aes_Init

aes_SetMode

aes_LoadKeyl

aes_lLoadKey2

aes_LoadKeyRNG

UM10430

Offset relative to Description

the API entry
point

0x00

0x04

0x08

0x0C

0x10

Initialize AES engine

Parameter - void

Return - void

Defines AES engine operation mode
Parameter: unsigned cmd with values:

0 - ECB encode AES_API_CMD_ENCODE_ECSB (if the parts are not
configured for encryption, using aes_SetMode with this parameter returns an
error)

1 - ECB decode AES_AP|_CMD_DECODE_ECB

2 - CBC encode AES_API_CMD_ENCODE_CBC (if the parts are not
configured for encryption, using aes_SetMode with this parameter returns an
error)

3 - CBC decode AES_API_CMD_DECODE_CBC
Return - unsigned: see general error codes.

Loads 128-bit AES user key 1
Parameter - void
Return - unsigned: see general error codes.

Loads 128-bit AES user key 2
Parameter - void
Return - unsigned: see general error codes.

Loads randomly generated key in AES engine. To update the RNG and load
a new random number, use the API call otp_GenRand before
aes_LoadKeyRNG.

Parameter - void
Return - void
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Table 68. AES API calls

Function Offset relative to Description
the API entry
point
aes_LoadKeySW 0x14 Loads 128-hit AES software defined user key

Parameter - unsigned char *key(16 bytes)
Return - unsigned: see general error codes.
aes_lLoadlV_SW 0x18 Loads 128-bit AES initialization vector
Parameter - unsigned char *iv(16 bytes)
Return - unsigned: see general error codes.

aes_LoadlV_IC 0x1C Loads 128-bit AES IC specific initialization vector, which is used to decrypt a
boot image.

Parameter - void
Return - unsigned: see general error codes.

aes_Operate 0x20 Performs the AES encryption or decryption after the AES mode has been set
using aes_Set_Mode and the appropriate keys and init vectors have been
loaded.

Parameterl - unsigned char *data_out

Parameter2 - unsigned char *data_in

Parameter3 - unsigned size (128-hit word - 16 byte)

Return - unsigned: see general error codes.
aes_ProgramKey1l 0x24 Programs 128-bit AES key in OTP.

Parameter: unsigned char *key (16 byte)

Return - unsigned: see general error codes.

Remark: When calling the aes_ProgramKey1 function, ensure that VPP =
27Vt03.6V.

aes_ProgramKey?2 0x28 Programs 128-bit AES key in OTP.
Parameter: unsigned char *key (16 byte)
Return - unsigned: see general error codes.

Remark: When calling the aes_ProgramKey2 function, ensure that VPP =
27Vt03.6V.
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Table 68. AES API calls

Function Offset relative to Description
the API entry
point
aes_Config_DMA 0x2C Checks for valid AES configuration of the chip and setup DMA channel to

process an AES data block.

Parameter: unsigned channel_id

Return - unsigned:
AES_API_ERROR_NOT_SUPPORTED
AES_API_ERROR_DMA_CHANNEL_CFG
AES_API_ERROR_DMA_MUX_CFG
AES_API_NO_ERROR

aes_Operate_ DMA 0x30 Checks for valid AES configuration of the chip and enables DMA channel to
process an AES data block.

Parameterl: unsigned channel_id.
Parameter2: unsigned char *dataOutAddr (16 x size of consecutive bytes)
Parameter3: unsigned char *datalnAddr (16 x size of consecutive bytes)
Parameter4: unsigned size (number of 128 bit AES blocks)
Return — unsigned:
AES_API_ERROR_NOT_SUPPORTED
AES_API_NO_ERROR
aes_Get_Status_DMA 0x34 Read status of DMA channels that process an AES data block.
Parameter: channel_id.
Return — unsigned:
AES_API_NO_ERROR
AES_API_DMA_BUSY

6.4.2 AES ROM driver variables

The parameter channel_id is a combination of channel selection and DMA mux
configuration and is defined as follows:

Bits[2:0]: Destination channel number (0 to 7).

Bits[11:8]: Destination peripheral control number (select 2 or 14. These are the AES out
request lines).

Bits[13:12]: Destination DMA mux selection (use 3 if destination peripheral control
number is 2, use 1 if destination peripheral control number is 14).

Bits[18:16]: Source channel humber (0 to 7).

Bits[27:24]: Source peripheral control number (select 1 or 13, these are the AES in
request lines).

Bits[29:28]: Source DMA mux selection (use 3 if destination peripheral control number is
1, use 1 if destination peripheral control number is 13).

Remark: Selecting the AES input and output DMA request lines in the channel_id
structure configures the DMAMUX register (see Section 10.4.5) in the CREG block for
AES.
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6.4.3 AES APl error codes

For general error codes, see Chapter 48 “LPC18xx API General error codes”.

I* Security API related errors */

ERR_SEC_AES_BASE = 0x00030000,

[*0x00030001*/ ERR_SEC_AES_WRONG_CMD=ERR_SEC_AES_BASE+1,
/*0x00030002*/ ERR_SEC_AES_NOT_SUPPORTED,

/*0x00030003*/ ERR_SEC_AES_KEY_ALREADY_PROGRAMMED,
/*0x00030004*/ ERR_SEC_AES_DMA_CHANNEL_CFG,

[*0x00030005*/ ERR_SEC_AES_DMA_MUX_CFG,

/*0x00030006*/ SEC_AES_DMA_BUSY,

6.5 Functional description

UM10430

6.5.1 Using the AES API without DMA
Use the AES API functions as follows for data encryption/decryption without DMA:

1.

Initialize the AES by calling aes_Init.

If the part is not a secure part, this routine returns an error.

Load the key:

— aes_LoadKeyl loads the secure key from OTP memory bankl.

— aes_LoadKey? loads the non-secure key from OTP memory bank2.
— aes_LoadKeyRNG loads a randomly generated key.

— aes_LoadKeySW loads a key generated by the user code.

If using CBC encode or decode, load an initialization vector:

— aes_LoadlV_SW loads a vector generated by the user code.

— aes_LoadlV_IC loads a vector generated from the unique part id.
Define the AES mode by calling aes_SetMode.

Select encryption or decryption and the encoding algorithm (ECB or CBC).
Run the AES engine by calling aes_Operate.

The AES engine reads the data from a specified memory location and copies the
encrypted or decrypted data to another memory location in 128-bit blocks.

6.5.2 Using the AES API with DMA
Use the AES API functions as follows for data encryption/decryption with DMA:

1.

Initialize the AES by calling aes_Init.

If the part is not a secure part, this routine returns an error.

Load the key:

— aes_LoadKeyl loads the secure key from OTP memory bankl.

— aes_LoadKey2 loads the non-secure key from OTP memory bank2.
— aes_LoadKeyRNG loads a randomly generated key.

— aes_LoadKeySW loads a key generated by the user code.
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3. If using CBC encode or decode, load an initialization vector:
— aes_LoadlV_SW loads a vector generated by the user code.
— aes_LoadlV_IC loads a vector generated from the unique part id.
4. Define the AES mode by calling aes_SetMode.
Select encryption or decryption and the encoding algorithm (ECB or CBC).

5. Set up the channel_id parameter with the DMA channel, the peripheral source and
destination numbers, and the DMA input mux settings.

6. Configure the GPDMA by calling aes_Config_DMA.
7. Run the AES engine by calling aes_Operate DMA.

The AES engine reads the data from a specified memory location and copies the
encrypted or decrypted data to another memory location in 128-bit blocks.

8. Check whether the AES is done by calling aes_Get_Status DMA.

AES Decryption

Secure boot authenticates and decrypts the boot image. See Section 4.3.4.

AES decryption can also be used on non-image data to decrypt a frame of Cipher Text
independent of other Cipher Text frames. This is useful when a random frame needs to be
accessed.

Use of AES keys

The two hardware keys stored in OTP cannot be accessed by software and offer a high
security level. Keyl is stored encrypted in OTP and offers the highest security level.

The software key is a software defined AES key. Since this key is visible to software, it is
less secure than the hardware defined keys in OTP. However, the OTP can only store two
keys whereas multiple keys can be stored in software.

The 128-bit AES initialization vector iv is used to randomize the encryption when the same
data is encrypted multiple times, The init vector does not have to be secret. and is also
used to decrypt the data. For the CMAC calculation, an AES initialization vector of iv=0is
used.

For the LPC18Sxx image, a user specific iv is used:

iv = AES1(User Key, 1)

Endianness

The AES engine is capable of processing 128-bit (16-byte) blocks per operation. To
load/store an AES block, the 32-bit infrastructure is fully used. For convenience, the API
interface uses byte order rather than word order. The API passes/obtains a pointer to an
array of bytes, and the AES low-level driver type-casts the pointer to an unsigned 32-bit
array. Figure 25 shows 16-byte data AES encryption with a 16-byte key. For simplicity,
data and key bytes are chosen in incrementing order starting from Q0.
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IV and Key: Always little endian
1V: 000102030405060708090a0b0c0d0e0f

Key: 2b7e151628aed2a6abf7158809cf4f3c

[oft1]2]s]afs]e[7]sfe]alBfc]DlEfF]
I
1
1

|O.F|0E|0D|OC|OB|OA|09|08|07|06|05|04|03|02|01 |ob|
T T

|3IC|4F|CF|09|88|15|F7|AB|A6|D2|AE|28|16|15|7E|2IB|

— Plain/Cipher: ROM API requires little endian

Plain: 6bc1bee22e409f96e93d7e117393172a

Cipher: 7649abac8119b246cee98e9b12e9197d

[2a]17]93] 73] 11 [7E|3D|E9| 96 [ oF [ 40| 2E|E2|BE[C1][6B|

|7ID|19|E9|12|QB|8E|E9|CE|46|BZ|19|81 |AC|AB|49|7I6|

Fig 25. AES endianness

aaa-020544

6.5.6 Storing AES keys in Deep power-down mode

In Deep power-down mode, all AES information is lost. After wake-up, the AES keys need
to be reloaded. If you want to use the same RNG key as before entering Deep
power-down mode, then you can store the RNG key in the backup registers at
0x4004 0000. Process the AES keys in the following order:

1. Generate a random number by calling the otp_GenRand() API.

2. Read the 128-bit random number at the following addresses:

Bits 31:0 at location 0x4004 5050
Bits 63:32 at location 0x4004 5054
Bits 95:64 at location 0x4004 5058
Bits 127:96 at location 0x4004 505C

3. Store this number in the RTC REGFILE registers.
4. Load this number in the AES engine using aes_LoadKeySW.

After every wake-up, perform the following operations:

1. Load the stored random number from the backup register.

2. Load this number in the AES engine using aes_LoadKeySW.
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7.1 How to read this chapter

7.1.1

7.2 Features

This chapter applies to all LPC18Sxx parts (secure parts) only.

Flash-based parts boot from on-chip flash by default (see Chapter 5), but other boot
modes described in this chapter are also supported. The UART boot mode is only
supported for flashless parts. The secure boot from USART3 is not supported for
LPC18Sxx parts.

Determine the boot code version

For parts with on-chip flash, the boot code version can be determined using ISP or IAP
calls. See Table 41 “ISP Read Boot Code version number command” and Table 52 “IAP
Read Boot Code version number command”.

For flashless parts, use ISP to read the boot code version number (see Table 41) or read
memory location 0x1040 7FFC which encodes the boot code version as follows:

Value 0x000B 000n at location 0x1040 7FFC reads as boot code version 11.n.

7.3 Functional

* Secure booting from an encrypted image.

¢ Cypher-based Message Authentication Code (CMAC) authentication on the boot
image.

¢ Supports development mode for booting from a plain text image. Development mode
is terminated by programming the AES key.

description

UM10430

7.3.1

7.3.2

Boot sources

The boot source is defined by the OTP or, if the OTP is blank, by the state of the boot pins
in the same way as for non-secure parts. Secure parts with and without internal flash
support the same boot sources as non-secure parts. See Section 4.3.

Encryption and boot flow

All flashless secure parts can boot from a secure (encrypted) image with CMAC
authentication. For parts with on-chip flash, the ISP mode must be enabled to select an
external boot source with the encrypted image.

Remark: Any on-chip flash image containing valid user code can be protected by
selecting from several CRP levels. See Section 5.6 “Code Read Protection (CRP)".

Secure booting generally involves the following steps:

1. On an external device, create a secure image from the plain-text image:
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a. Use a 128-hit key to encrypt the image using Cypher Block Chaining (CBC)
encryption and an initialization vector of 0101010... (binary). After the first block of
data, each following (plain-text) block is XORed with the previous encrypted block
of data. For details, see Section 7.3.4 “CMAC".

b. Create a header using Table 69 “Boot image header description” with a dummy
hash size. The actual hash size is calculated after encryption of the image and this
header.

c. Encrypt the header using CBC and an initialization vector of 0.

d. Use CMAC to create a hash code and calculate the hash size of the combined
encrypted header and image. See Section 7.3.4 “CMAC".

e. Update the header with the calculated hash size.
f. Encrypt header as before using CBC and an initialization vector of 0.

. On the LPC18Sxx, program the encryption key into the OTP memory bank 1 using the

API function aes_ProgramKeyl (see Table 68).

Remark: The encryption key itself is scrambled in OTP memory bank 1 for added
security.

. Select boot mode. See Section 4.3.

4. On parts with on-chip flash, JTAG access is not disabled. Therefore, set the

appropriate CRP level in the flash memory to disable JTAG access.

On flashless parts, JTAG access is disabled automatically once the key is
programmed in OTP memory bank 1.

. Reset the LPC18xx, and the part boots securely from the specified boot source. See

Figure 27 “Boot flow for encrypted images (flashless parts)”.

Remark: To test the secure boot flow, you can create a secure image with a key of all
zeros using the steps above and omitting programming the key into the OTP memory. The
part then boots after reset using the zero-encrypted image.
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partition data in
512 Byte frames

encrypt data with
CBC AES
AES key = User Key
IV = AES?(User Key,1)

@ define temporary
header: use fixed

Hash value

@ encrypt header with AES
AES key = User Key

V=0
@ calculate CMAC
AES key = User Key
V=0
@ make final header;
insert calculated
HASH_VALUE

encrypt header with AES
AES key = User Key
V=0

precede data
with final header

Fig 26. Image encryption flow

Chapter 7: LPC18xx Boot ROM for secure parts

<«—512B—>»
<—512B—>»<—512B—>» <—512B—>» <« <512B>»

P
A
D

HASH

“ae >
0x3456
789A

A

16 + 512* HASH_SIZE:

\4

MAC

UM10430

All information provided in this document is subject to legal disclaimers.

© NXP B.V. 2015. All rights reserved.

User manual

Rev. 2.8 — 10 December 2015

99 of 1284



UM10430

Chapter 7: LPC18xx Boot ROM for secure parts

NXP Semiconductors

AES

CPU clock disable keyd
RESET =IRC > IRQ &
12MHz MPU programmed? no
) 4
load AES enable
key JTAG
CPU clock i no ISP pin |
_ < P2 7
96MHz LOW ?
boot source = boot source iyes
UART, USB, SSP = EMC, SPIFI
check BOOT_SRC - enter ISP

mode (USARTO)

AES
yes key1
programmed?

A
<—

valid

no

encrypted
header no
and image > AES key ne
hash programmed?

authentic
no

valid

decrypt image to SRAM A 4 encrypted
at 0x1000 0000 copy image to header

SRAM at and image

0x1000 0000 hash
authentic

set program counter

= 0x1000 0000,
run

set program counte

= 0x1000 0000,
run

v

60s timeout \4
toggle pin
P1_1 decrypt image to SRAM

at 0x1000 0000

set program counter

=0x1000 0000,
run

v

For parts with on-chip flash, the boot source is checked when the ISP pin is pulled LOW. All other flows are identical to flashless
parts. See Figure 11.
Fig 27. Boot flow for encrypted images (flashless parts)
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Development mode

A special development mode allows booting from a plain text image. This development
mode is active until the AES key1l has been programmed.

Once the AES key1 is programmed in the OTP, the development mode is terminated and
JTAG access is automatically disabled for flashless parts.

Boot image header format

AES capable products with a programmed AES key1 will always boot from a secure
image and use CMAC authentication. A secure image should always include a header.

The image must be preceded by a header that has the layout described in Table 69. For
encrypted images the header must be encrypted with the AES user keyl and initialization
vector iv = 0. The user key is stored in the OTP (see Table 9).

Remark: All values except Ox1A in the AES_ACTIVE field in the encrypted header are
considered valid. If the AES_ACTIVE field in the encrypted header has the value 0x1A
(AES encryption not active), then the header should be changed such that the
AES_ACTIVE field is not equal to Ox1A. A change in one of the AES_CONTROL bits will
produce an alternative value. The correct mechanism when creating an encrypted header
is to try every possible value in AES_CONTROL until the encrypted version does not
contain the value 0x1A in the AES_ACTIVE field.

Table 69. Boot image header description

Address Name Description size [bits]
5:0 AES_ACTIVEW  AES encryption active 6

0x25 (100101): AES encryption active

0x1A (011010): AES encryption not active

all other values: invalid image
7:6 HASH_ACTIVE Indicates whether a hash is used: 2

00: CMAC hash is used, value is
HASH_VALUE

01: reserved
10: reserved
11: no hash is used

15:8 AES_CONTROL When AES encryption is active, these bits 2
can be set to a value such that the
AES_ACTIVE field after AES encryption is

not equal to the value Ox1A (AES encryption
not active).

31:16 HASH_SIZEB! Size of the part of the image over which the 16
hash value is calculated in number of 512
Byte frames. Also size of the image copied
to internal SRAM.
Hash size = 16[2 + HASH_SIZE x 512 Byte.

95:32 HASH_VALUE CMAC hash value calculated over the first 64
bytes of the image (starting right from the
header) as indicated by HASH_SIZE. The
value is truncated to the 64 MSB.

127:96 RESERVED 11...11 (binary) 32
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[1] Can only be active if device is AES capable, else is considered an invalid image.
[2] 16 extra bytes are required for the header bytes.
[3] The image size should be set to no more than the size of the SRAM located at 0x1000 0000.

CMAC

The CMAC algorithm is used to calculate a tag which is used for image authentication.
The tag is stored in the header field HASH_VALUE.

The authentication process works as follows:
1. Use the CMAC algorithm to generate the 128-bit tag. Truncate the tag to 64 MSB and

insert this truncated tag in the header.

2. At boot time the tag is recalculated. Authentication passes when the calculated tag is
equal to the received tag in the image header.

To generate an I-bit CMAC tag T of message M using a 128-bit block cipher AES and
secret key K, the CMAC tag generation process works as follows:

1. Generate sub key Kj:
— Calculate a temporary value Ko = AESK(0).
— If msb(Kg) = 0 then K; = (Kg << 1) else K1 = (Kg << 1) @ 0x87

2. Divide message into 128-bit blocks M = M1 || ... || Mn-1 || Mp*, where My ...M,,.1 are
complete blocks.

3. The last block, Mp*, should be padded to be a complete block and then M, = K; @
Mp*.

4. Letcg=00...0.

5. Fori=1, ..., n, calculate ¢j = AESk(ci., ® M)).

6. Output T = msby(cy).

The first message block is the header. Since the CMAC tag is stored in the header field
HASH_VALUE, and this tag is not yet known until after CMAC calculation, a temporary
header with a dummy tag value of 0x3456789A is used during CMAC calculation. This
dummy value should be replaced by the calculated tag value in the final header field
HASH_VALUE.

For LPC18xx the chosen CMAC parameters are: encryption key K = User Key (AES key1,
same as used for decryption) and tag length | = 64. Data is processed in little endian
mode. This means that the first byte read from the image is integrated into the AES
codeword as least significant byte. The 16th byte read from the image is the most
significant byte of the first AES codeword.

CMAC is calculated over the header and encrypted image.
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Fig 28. CMAC generation

7.3.5 Boot process timing

The following parameters describe the timing of the boot process:

Table 70. Typical boot process timing parameters

Parameter Description Value

ta Check boot selection pins <1.25us

thb Initialize device 250 psll; 180 psl; 200 pskEl
tc Copy image to embedded SRAM <0.3pus

If part is executing from external
flash with no copy

If the image is encrypted or must < 1 us to 10000 us
be copied depending on the size of the image and the
speed of the boot memory

[1] For flashless parts LPC1850/30/20/10.
[2] For parts with on-chip flash; booting from flash.

[3] For parts with on-chip flash; booting from an external source.
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Fig 29. Boot process timing
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8.1 How to read this chapter

The NVIC interrupt sources vary for different parts.

¢ Ethernet interrupt: available only on LPC185x/3x.

e USBO interrupt: available only on LPC185x/3x/2x.

¢ USBL interrupt: available only on LPC185x/3x.

* Flash/EEPROM interrupts: available on parts with on-chip flash only.

8.2 Basic configuration

The NVIC is part of the ARM Cortex-M3 core.

8.3 Features

* Nested Vectored Interrupt Controller is an integral part of the ARM Cortex-M3.

¢ Tightly coupled interrupt controller provides low interrupt latency.

¢ Controls system exceptions and peripheral interrupts.

* On the LPC18xx, the NVIC supports 53 vectored interrupts.

¢ Eight programmable interrupt priority levels with hardware priority level masking.
* Relocatable vector table.

* Non-Maskable Interrupt.

¢ Software interrupt generation.

8.4 General description

The Nested Vectored Interrupt Controller (NVIC) is an integral part of the Cortex-M3. The
tight coupling to the CPU allows for low interrupt latency and efficient processing of late
arriving interrupts.

Refer to the Cortex-M3 User Guide for details of NVIC operation.

8.5 Pin description

Table 71. NVIC pin description

Function Direction  Description
NMI | External Non-Maskable Interrupt (NMI) input
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Table 72 lists the interrupt sources for each peripheral function. Each peripheral device
may have one or more interrupt lines to the Vectored Interrupt Controller. Each line may

represent more than one interrupt source, as noted.

Exception numbers relate to where entries are stored in the exception vector table.
Interrupt numbers are used in some other contexts, such as software interrupts.

In addition, the NVIC handles the Non-Maskable Interrupt (NMI). In order for NMI to
operate from an external signal, the NMI function must be connected to the related device
pin (P4_0 or PE_4). When connected, a logic one on the pin will cause the NMI to be
processed. For details, refer to the Cortex-M3 User Guide.

Table 72.

Connection of interrupt sources to the NVIC

Interrupt Exception Vector Function

ID

Number Offset

16 0x40 DAC

17 0x44 -

18 0x48 DMA

19 ox4C -

20 0x50 FLASHEEPROM
21 0x54 ETHERNET
22 0x58 SDIO

23 0x5C LCD

24 0x60 USBO

25 0x64 USB1

26 0x68 SCT

27 0x6C RITIMER
28 0x70 TIMERO
29 0x74 TIMER1
30 0x78 TIMER2
31 0x7C TIMER3
32 0x80 MCPWM
33 0x84  ADCO

34 0x88 12C0

35 0x8C I2C1

36 0x90 -

37 0x94 ADC1

38 0x98 SSPO

39 0x9C  SSP1

40 OxAO USARTO
41 OxA4 UART1
42 OxA8 USART2
43 OxAC  USART3

All information provided in this document is subject to legal disclaimers.

Flag(s)

Reserved
Reserved

ORed flash bank A, flash bank B,
EEPROM interrupt

Ethernet interrupt
SD/MMC interrupt

OTG interrupt

USB1 AHB_NEED_CLK
SCT combined interrupt

Motor control PWM
Reserved

UART and modem interrupt

USART and IrDA interrupt
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Interrupt Exception Vector

ID Number
28 44
29 45
30 46
31 47
32 48
33 49
34 50
35 51
36 52
37 53
38 54
39 55
40 56
41 57
42 58
43 59
44 60
45 61
46 62
47 63
48 64
49 65
50 66
51 67
52 68

8.7 Register description

Offset
0xBO
0xB4
0xB8
0xBC
0xCO
0xC4
0xC8
0xCC
0xDO
0xD4
0xD8
0xDC
OxEO
OxE4
OxE8

OxEC
0xFO
OxF4
0xF8
OxFC

0x100
0x104
0x108
0x10C
0x110

Function

12S0
1251

PIN_INTO
PIN_INT1
PIN_INT2
PIN_INT3
PIN_INT4
PIN_INT5
PIN_INT6
PIN_INT7
GINTO
GINT1
Event router

C_CANL1 interrupt
Reserved
Reserved
ATIMER

RTC

Reserved
WWDT
Reserved
C_CANO

QEI

Flag(s)

Reserved

Reserved

GPIO pin interrupt 0
GPIO pin interrupt 1
GPIO pin interrupt 2
GPIO pin interrupt 3
GPIO pin interrupt 4
GPIO pin interrupt 5
GPIO pin interrupt 6
GPIO pin interrupt 7
GPIO global interrupt 0
GPIO global interrupt 1

Combined interrupt from the event
router sources

Alarm timer interrupt

Combined RTC and event
router/monitor interrupt

The following table summarizes the registers in the NVIC as implemented in the LPC18xx.
The Cortex-M3 User Guide provides a functional description of the NVIC registers.

Table 73. Register overview: NVIC (base address 0xE000 E000)

Name Access Address Description Reset
offset value
ISERO RwW 0x100 Interrupt Set-Enable Register 0. This register allows enabling interrupts and 0
reading back the interrupt enables for specific peripheral functions.
ISER1 RW 0x104 Interrupt Set-Enable Register 1. This register allows enabling interrupts and 0

reading back the interrupt enables for specific peripheral functions.

ICERO RW 0x180

Interrupt Clear-Enable Register 0. This register allows disabling interrupts and 0

reading back the interrupt enables for specific peripheral functions.

UM10430
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Table 73. Register overview: NVIC (base address 0xEO00 E0QO) ...continued

Name Access Address Description Reset

offset value

ICER1 RW 0x184 Interrupt Clear-Enable Register 1. This register allows disabling interrupts and 0
reading back the interrupt enables for specific peripheral functions.

ISPRO RW 0x200 Interrupt Set-Pending Register 0. This register allows changing the interrupt 0
state to pending and reading back the interrupt pending state for specific
peripheral functions.

ISPR1 RW 0x204 Interrupt Set-Pending Register 1. This register allows changing the interrupt 0
state to pending and reading back the interrupt pending state for specific
peripheral functions.

ICPRO RW 0x280 Interrupt Clear-Pending Register 0. This register allows changing the interrupt 0
state to not pending and reading back the interrupt pending state for specific
peripheral functions.

ICPR1 RW 0x284 Interrupt Clear-Pending Register 1. This register allows changing the interrupt 0
state to not pending and reading back the interrupt pending state for specific
peripheral functions.

IABRO RO 0x300 Interrupt Active Bit Register 0. This register allows reading the current interrupt 0
active state for specific peripheral functions.

IABR1 RO 0x304 Interrupt Active Bit Register 1. This register allows reading the current interrupt 0
active state for specific peripheral functions.

IPRO RW 0x400 Interrupt Priority Registers 0. This register allows assigning a priority to each 0
interrupt. Each register contains the 3-bit priority fields for 4 interrupts.

IPR1 RW 0x404 Interrupt Priority Registers 1 This register allows assigning a priority to each 0
interrupt. Each register contains the 3-bit priority fields for 4 interrupts.

IPR2 RW 0x408 Interrupt Priority Registers 2. This register allows assigning a priority to each 0
interrupt. Each register contains the 3-bit priority fields for 4 interrupts.

IPR3 RW 0x40C Interrupt Priority Registers 3. This register allows assigning a priority to each 0
interrupt. Each register contains the 3-bit priority fields for 4 interrupts.

IPR4 RW 0x410 Interrupt Priority Registers 4. This register allows assigning a priority to each 0
interrupt. Each register contains the 3-bit priority fields for 4 interrupts.

IPR5 RW 0x414 Interrupt Priority Registers 5. This register allows assigning a priority to each 0
interrupt. Each register contains the 3-bit priority fields for 4 interrupts.

IPR6 RW 0x418 Interrupt Priority Registers 6. This register allows assigning a priority to each 0
interrupt. Each register contains the 3-bit priority fields for 4 interrupts.

IPR7 RW 0x41C Interrupt Priority Registers 7. This register allows assigning a priority to each 0
interrupt. Each register contains the 3-hit priority fields for 4 interrupts.

STIR WO 0xF00 Software Trigger Interrupt Register. This register allows software to generate an 0
interrupt.
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9.1 How to read this chapter

The event router sources vary for different parts.

¢ Ethernet: available only on LPC185x/3x.
* USBO: available only on LPC185x/3x/2x.
¢ USB1: available only on LPC185x/3x.

Remark: The event monitor/recorder interrupt from the RTC block is implemented in parts
with on-chip flash only.

9.2 Basic configuration

* See Table 74 for clocking.
* The event router is connected to interrupt #42 in the NVIC (see Table 72).

* The CREGO register configures the WAKEUPO/1 pins as inputs to the event router or
as outputs which monitor the output of the event router (see Table 89).

* In order to detect an event connected to any of the peripheral interrupts, set the
corresponding bit to HIGH in the HILO register (the default setting of this register is
LOW).

* When using events #4 and #5, activate the 32 kHz oscillator in the CREGO register
(Table 89).

Table 74. Event router clocking and power control

Base clock Branch clock Operating
frequency
Clock to event router BASE_M3_CLK CLK_M3_BUS up to 180 MHz

9.3 General description

UM10430

The event router is used to process wake-up events such as certain interrupts and
external or internal inputs for wake-up from any of the Power-down modes (Sleep,
Deep-sleep, Power-down, and Deep power-down modes).

In Deep-sleep, Power-down, or Deep power-down mode, only events on one of the four
WAKEUP pins and the RTC and alarm timer events, if the 32 kHz oscillator is running, are
active (see Table 75).

All events can wake up the part from Sleep mode. However, the RTC and alarm timer
events require that the 32 kHz oscillator is running.

The event router has multiple event inputs from various peripherals. When the proper
edge detection is set in the EDGE configuration register, the event router can wake up the
part or can raise an interrupt in the NVIC.
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Each event input to the event router can be configured to trigger an output signal on rising
or falling edges or on HIGH or LOW levels. The event router combines all events to an
output signal which is used as follows:

* Create an interrupt if the event router interrupt is enabled in the NVIC.

¢ Send an interrupt to the NVIC to wake up from WFI induced Sleep mode or

Deep-sleep mode.

¢ Wake up from WFE induced Sleep or Deep-sleep mode.

¢ Send a wake-up signal to the power management unit to wake up from Deep-sleep,
Power-down, and Deep power-down modes.

¢ Send a wake-up signal to CCU1 and CCU2 for turning on wake-up enabled branch
clocks (see Section 13.5.3).

9.4 Event router inputs

WAKEUP1:0 <¢——p»| CREG
WAKEUP3:2 —pp nvie Core
L]
Peripheral interrupts Y
Events —* p| EVENTROUTER PMC —®  Power regulator
Oto19 GIMA outputs 27:26 ——
Reset ——»
ese! ccu —»  wake-up
BOD reset ——P»

Fig 30. Event router block diagram

Table 75. Event router inputs

Event # Source Description

0 WAKEUPO pin WAKEUPO pin. Always active. Use for wake-up from Deep
power-down and all other Power-down modes.

1 WAKEUPL1 pin WAKEUP1 pin. Always active. Use for wake-up from Deep
power-down and all other Power-down modes.

2 WAKEUP?2 pin WAKEUP?2 pin. Always active. Use for wake-up from Deep
power-down and all other Power-down modes.

3 WAKEUP3 pin WAKEUP3 pin. Always active. Use for wake-up from Deep
power-down and all other Power-down modes.

4 Alarm timer peripheral Alarm timer interrupt. Active whenever the 32 kHz oscillator
is running.

5 RTC peripheral RTC and event recorder/monitor interrupt (see
Section 9.2). Active whenever the 32 kHz oscillator is
running.

6 BOD trip level 1 BOD interrupt. Not active in Deep-sleep, Power-down, and
Deep power-down mode. Use for wake-up from Sleep
mode.

7 WWDT peripheral WWDT interrupt. Not active in Deep-sleep, Power-down,
and Deep power-down mode. Use for wake-up from Sleep
mode.
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Table 75. Event router inputs

Event # Source Description

8 Ethernet peripheral Wake-up packet indicator. Not active in Deep-sleep,
Power-down, and Deep power-down mode. Use for
wake-up from Sleep mode.

9 USBO peripheral Wake-up request signal. Not active in power-down and
deep power-down mode. Use for wake-up from sleep and
deep-sleep mode. See Section 23.12.4.

10 USBL1 peripheral USB1 AHB_NEED_CLK signal. Not active in power-down
and deep power-down mode. Use for wake up from sleep
and deep-sleep mode. See Section 24.7.1.

11 SD/MMC peripheral SD/MMC interrupt. Not active in Deep-sleep, Power-down,
and Deep power-down mode. Use for wake-up from Sleep
mode.

12 C_CANO0/1 peripherals ORed C_CANO and C_CANT1 interrupt. Not active in

Deep-sleep, Power-down, and Deep power-down mode.
Use for wake-up from Sleep mode.

13 GIMA output 25 Output 2 of the combined timer (ORed output of SCT
output 2 and the match channel 2 of timer 0). See
Table 193. Not active in Deep-sleep, Power-down, and
Deep power-down mode. Use for wake-up from Sleep
mode.

14 GIMA output 26 Output 6 of the combined timer (ORed output of SCT
output 6 and the match channel 2 of timer 1). See
Table 193. Not active in Deep-sleep, Power-down, and
Deep power-down mode. Use for wake-up from Sleep

mode.

15 QEI peripheral QEl interrupt. Not active in Deep-sleep, Power-down, and
Deep power-down mode. Use for wake-up from Sleep
mode.

16 GIMA output 27 Output 14 of the combined timer (ORed output of SCT

output 14 and the match channel 2 of timer 3). See
Table 193. Not active in Deep-sleep, Power-down, and
Deep power-down mode. Use for wake-up from Sleep

mode.
17 - Reserved
18 - Reserved
19 Reset Reset event on pin RESET. Always functional. Active LOW.
20 BOD reset Voltage on Vppreg)3va3) falls below the BOD reset level.
Active HIGH.
21 DPD Wake-up from Deep power-down mode. At this time the

part is reset. Active HIGH.
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Table 76. Event router pin description

Pin Direction  Description

WAKEUPO/1 110 External wake-up input; can raise an event router interrupt
and can cause wake-up from any of the power-down
modes. These pins can be configured to monitor the event
router output through the CREGO register (Table 89).

WAKEUP2/3 | External wake-up input; can raise an event router interrupt

and can cause wake-up from any of the power-down

modes.

9.6 Register description

UM10430

9.6.1

Table 77. Register overview: Event router (base address 0x4004 4000)
Name Access Address Description Reset Reference
offset Value
HILO R/W 0x000 Level configuration register 0x000 Table 78
EDGE R/W 0x004 Edge configuration 0x000 Table 80
- - 0x008 -  Reserved - -
OxFD4
CLR_EN W OxFD8 Clear event enable register 0x0 Table 81
SET_EN w OxFDC Set event enable register 0x0 Table 82
STATUS R OxFEO Event Status register 0x03FD  Table 83
FFFF
ENABLE R OxFE4 Event Enable register 0x0 Table 84
CLR_STAT W OxFES8 Clear event status register 0x0 Table 85
SET_STAT W OXFEC Set event status register 0x0 Table 86

Level configuration register

This register works in combination with the edge configuration register EDGE (see
Table 80) to configure the level and edge detection for each input to the event router.

Table 78. Level configuration register (HILO - address 0x4004 4000) bit description

Bit Symbol Value Description Reset
value

0 WAKEUPO_L Level detect mode for WAKEUPO event. 0

0 Detect LOW level on the WAKEUPQO pin if bit O in the
EDGE register is 0. Detect falling edge if bit O in the

EDGE register is 1.

1 Detect HIGH level on the WAKEUPO pin if bit O in the
EDGE register is 0. Detect rising edge if bit 0 in the

EDGE register is 1.

All information provided in this document is subject to legal disclaimers.

© NXP B.V. 2015. All rights reserved.

User manual

Rev. 2.8 — 10 December 2015

112 of 1284



NXP Semiconductors UM10430

Chapter 9: LPC18xx Event router

Table 78. Level configuration register (HILO - address 0x4004 4000) bit description

Bit Symbol Value Description Reset
value
1 WAKEUP1 L Level detect mode for WAKEUP1 event. The 0
corresponding bit in the EDGE register must be 0.
0 Detect LOW level on the WAKEUP1 pin if bit 1 in the
EDGE register is 0.
1 Detect HIGH level on the WAKEUP1 pin if bit 1 in the

EDGE register is 0. Detect rising edge if bit 1 in the
EDGE register is 1.

2 WAKEUP2_L Level detect mode for WAKEUP2 event. 0

0 Detect LOW level on the WAKEUP2 pin if bit 2 in the
EDGE register is 0. Detect falling edge if bit 2 in the
EDGE register is 1.

1 Detect HIGH level on the WAKEUP?2 pin if bit 2 in the
EDGE register is 0. Detect rising edge if bit 2 in the
EDGE register is 1.

3 WAKEUP3_L Level detect mode for WAKEUPS3 event. 0

0 Detect LOW level on the WAKEUP3 pin if bit 3 in the
EDGE register is 0. Detect falling edge if bit 3 in the
EDGE register is 1.

1 Detect HIGH level on the WAKEUP3 pin if bit 3 in the
EDGE register is 0. Detect rising edge if bit 3 in the
EDGE register is 1.

4 ATIMER_L Level detect mode for alarm timer event. 0

0 Detect LOW level of the alarm timer interrupt if bit 4 in the
EDGE register is 0. Detect falling edge if bit 4 in the
EDGE register is 1.

1 Detect HIGH level of the alarm timer interrupt if bit 4 in

the EDGE register is 0. Detect rising edge if bit 4 in the
EDGE register is 1.

5 RTC_L Level detect mode for RTC event. 0

0 Detect LOW level of the RTC interrupt if bit 5 in the
EDGE register is 0. Detect falling edge if bit 5 in the
EDGE register is 1.

1 Detect HIGH level of the RTC interrupt if bit 5 in the
EDGE register is 0. Detect rising edge if bit 5 in the
EDGE register is 1.

6 BOD_L Level detect mode for BOD event. 0

0 Detect LOW level of the BOD interrupt if bit 6 in the
EDGE register is 0. Detect falling edge if bit 6 in the
EDGE register is 1.

1 Detect HIGH level of the BOD interrupt if bit 6 in the
EDGE register is 0. Detect rising edge if bit 6 in the
EDGE register is 1.
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Table 78. Level configuration register (HILO - address 0x4004 4000) bit description

Bit Symbol Value Description Reset
value
7 WWDT_L Level detect mode for WWDT event. 0
0 Detect LOW level of the WWDT interrupt if bit 7 in the

EDGE register is 0. Detect falling edge if bit 7 in the
EDGE register is 1.

1 Detect HIGH level of the WWDT interrupt if bit 7 in the
EDGE register is 0. Detect rising edge if bit 7 in the
EDGE register is 1.

8 ETH_L Level detect mode for Ethernet event 0

0 Detect LOW level of the Ethernet interrupt if bit 8 in the
EDGE register is 0. Detect falling edge if bit 8 in the
EDGE register is 1.

1 Detect HIGH level of the Ethernet interrupt if bit 8 in the
EDGE register is 0. Detect rising edge if bit 8 in the
EDGE register is 1.

9 USBO_L Level detect mode for USBO event 0

0 Detect LOW level of the USBO interrupt if bit 9 in the
EDGE register is 0. Detect falling edge if bit 9 in the
EDGE register is 1.

1 Detect HIGH level of the USBO interrupt if bit 9 in the
EDGE register is 0. Detect rising edge if bit 9 in the
EDGE register is 1.

10 USB1_L Level detect mode for USB1 event 0

0 Detect LOW level of the USB1 interrupt if bit 10 in the
EDGE register is 0. Detect falling edge if bit 10 in the
EDGE register is 1.

1 Detect HIGH level of the USB1 interrupt if bit 10 in the
EDGE register is 0. Detect rising edge if bit 10 in the
EDGE register is 1.

11 SDMMC_L Level detect mode for SD/MMC event 0

0 Detect LOW level of the SD/MMC interrupt if bit 11 in the
EDGE register is 0. Detect falling edge if bit 11 in the
EDGE register is 1.

1 Detect HIGH level of the SD/MMC interrupt if bit 11 in the
EDGE register is 0. Detect rising edge if bit 11 in the
EDGE register is 1.
12 CAN_L Level detect mode for C_CAN event. 0

0 Detect LOW level of the combined C_CAN interrupt if bit
12 in the EDGE register is 0. Detect falling edge if bit 12
in the EDGE register is 1.

1 Detect HIGH level of the combined C_CAN interrupt if bit
12 in the EDGE register is 0. Detect rising edge if bit 12
in the EDGE register is 1.
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Table 78. Level configuration register (HILO - address 0x4004 4000) bit description

Bit Symbol Value Description Reset
value

13 TIM2_L Level detect mode for combined timer output 2 event. 0

0 Detect LOW level GIMA output 25 if bit 13 in the EDGE
register is 0. Detect falling edge if bit 13 in the EDGE
register is 1.

1 Detect HIGH level GIMA output 25 if bit 13 in the EDGE
register is 0. Detect rising edge if bit 13 in the EDGE
register is 1.

14 TIM6_L Level detect mode for combined timer output 6 event. 0

0 Detect LOW level of GIMA output 26 if bit 14 in the EDGE
register is 0. Detect falling edge if bit 14 in the EDGE
register is 1.

1 Detect HIGH level of GIMA output 26 if bit 14 in the
EDGE register is 0. Detect rising edge if bit 14 in the
EDGE register is 1.

15 QEI_L Level detect mode for QEI event. 0

0 Detect LOW level of the QEI interrupt if bit 15 in the
EDGE register is 0. Detect falling edge if bit 15 in the
EDGE register is 1.

1 Detect HIGH level of the QEI interrupt if bit 15 in the
EDGE register is 0. Detect rising edge if bit 15 in the
EDGE register is 1.

16 TIM14_L Level detect mode for combined timer output 14 event. 0
0 Detect LOW level of GIMA output 27 if bit 16 in the EDGE
register is 0. Detect falling edge if bit 16 in the EDGE
register is 1.
1 Detect HIGH level of GIMA output 27 if bit 16 in the

EDGE register is 0. Detect rising edge if bit 16 in the
EDGE register is 1.

18:17 - - Reserved.
19 RESET_L Level detect mode for Reset 0

0 Detect LOW level if bit 19 in the EDGE register is 0.
Detect falling edge if bit 19 in the EDGE register is 1.

1 Detect HIGH level if bit 19 in the EDGE register is 0.
Detect rising edge if bit 19 in the EDGE register is 1.

20 BODRESET L Level detect mode for BOD Reset 0

0 Detect LOW level if bit 20 in the EDGE register is 0.
Detect falling edge if bit 20 in the EDGE register is 1.

1 Detect HIGH level if bit 20 in the EDGE register is 0.
Detect rising edge if bit 20 in the EDGE register is 1.

21 DPDRESET_L Level detect mode for Deep power-down Reset 0

0 Detect LOW level if bit 21 in the EDGE register is 0.
Detect falling edge if bit 21 in the EDGE register is 1.

1 Detect HIGH level if bit 21 in the EDGE register is 0.
Detect rising edge if bit 21 in the EDGE register is 1.

31:22 - - Reserved.

UM10430 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2015. All rights reserved.

User manual Rev. 2.8 — 10 December 2015 115 of 1284




NXP Semiconductors UM10430

Chapter 9: LPC18xx Event router

9.6.2 Edge configuration register

This register works in combination with the level configuration register HILO (see
Table 78) to configure the level or edge detection for each input to the event router.

The EDGE configuration register determines whether the event router responds to a level
change (EDGEN=1), or a constant level (EDGEN=0). The HILOnN bit determines a
response to a rising edge (HILOn=1) or a falling edge (HILONn=0).

Table 79. EDGE and HILO combined register settings

HILO bit n EDGE bit n Description

0 0 Detect LOW level

0 1 Detect falling edge
1 0 Detect HIGH level
1 1 Detect rising edge

When a HIGH level detect is active, the event router status bits cannot be cleared until the
signal is LOW. When a rising edge detect is active, the event router status bit can be
cleared right after the event has occurred.

Table 80. Edge configuration register (EDGE - address 0x4004 4004) bit description

Bit Symbol Value Description Reset
value
0 WAKEUPO_E Edge detect mode for WAKEUPO event. The 0

corresponding bit in the EDGE register must be 0.
0 Level detect.

Edge detect of WAKEUPO pin. Detect falling edge if bit 0
in the HILO register is 0. Detect rising edge if bit 0 in the
HILO register is 1.

1 WAKEUP1_E Edge/level detect mode for WAKEUPL1 event. The 0
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of WAKEUPL1 pin. Detect falling edge if bit 1
in the HILO register is 0. Detect rising edge if bit 1 in the
HILO register is 1.

2 WAKEUP2_E Edge/level detect mode for WAKEUP2 event. The 0
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of WAKEUP?2 pin. Detect falling edge if bit 2
in the HILO register is 0. Detect rising edge if bit 2 in the
HILO register is 1.

3 WAKEUP3_E Edge/level detect mode for WAKEUPS3 event. The 0
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of WAKEUP3 pin. Detect falling edge if bit
30 in the HILO register is 0. Detect rising edge if bit 3 in
the HILO register is 1.
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Table 80. Edge configuration register (EDGE - address 0x4004 4004) bit description

Bit Symbol Value Description Reset
value
4 ATIMER_E Edge/level detect mode for alarm timer event. The 0

corresponding bit in the EDGE register must be 0.
0 Level detect.

Edge detect of the alarm timer interrupt. Detect falling
edge if bit 4 in the HILO register is 0. Detect rising edge if
bit 4 in the HILO register is 1.
5 RTC_E Edge/level detect mode for RTC event. The 0
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of the RTC interrupt. Detect falling edge if bit
5 in the HILO register is 0. Detect rising edge if bit 5 in
the HILO register is 1.
6 BOD_E Edge/level detect mode for BOD event. The 0
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of the BOD interrupt. Detect falling edge if
bit 6 in the HILO register is 0. Detect rising edge if bit 6 in
the HILO register is 1.

7 WWDT_E Edge/level detect mode for WWDTD event. The 0
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of the WWDT interrupt. Detect falling edge if
bit 7 in the HILO register is 0. Detect rising edge if bit 7 in
the HILO register is 1.

8 ETH_E Edge/level detect mode for ethernet event. The 0
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of the Ethernet interrupt. Detect falling edge
if bit 8 in the HILO register is 0. Detect rising edge if bit 8
in the HILO register is 1.
9 USBO_E Edge/level detect mode for USBO event. The 0
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of the USBO event. Detect falling edge if bit
9 in the HILO register is 0. Detect rising edge if bit 9 in
the HILO register is 1.
10 USB1_E Edge/level detect mode for USB1 event. The 0
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of the USB1 event. Detect falling edge if bit
10 in the HILO register is 0. Detect rising edge if bit 10 in
the HILO register is 1.
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Table 80. Edge configuration register (EDGE - address 0x4004 4004) bit description

Bit Symbol Value Description Reset
value

11 SDMMC_E Edge/level detect mode for SD/MMC event.The
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of the SD/MMC interrupt. Detect falling edge
if bit 10 in the HILO register is 0. Detect rising edge if bit
10 in the HILO register is 1.

12 CAN_E Edge/level detect mode for C_CAN event. The 0
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of the combined C_CAN interrupt. Detect
falling edge if bit 12 in the HILO register is 0. Detect
rising edge if bit 12 in the HILO register is 1.

13 TIM2_E Edge/level detect mode for combined timer output 2 0
event. The corresponding bit in the EDGE register must
be 0.

0 Level detect.

Edge detect of GIMA output 25. Detect falling edge if bit
13 in the HILO register is 0. Detect rising edge if bit 13 in
the HILO register is 1.

14 TIM6_E Edge/level detect mode for combined timer output 6 0
event. The corresponding bit in the EDGE register must
be 0.

0 Level detect.

Edge detect of GIMA output 26. Detect falling edge if bit
14 in the HILO register is 0. Detect rising edge if bit 14 in
the HILO register is 1.

15 QEI_E Edgel/level detect mode for QEI interrupt signal. The 0
corresponding bit in the EDGE register must be 0.

0 Level detect.

Edge detect of QEI interrupt. Detect falling edge if bit 15
in the HILO register is 0. Detect rising edge if bit 15 in the
HILO register is 1.

16 TIM14_E Edge/level detect mode for combined timer output 14 0
event. The corresponding bit in the EDGE register must
be 0.

0 Level detect.

Edge detect of GIMA output 27. Detect falling edge if bit
16 in the HILO register is 0. Detect rising edge if bit 16 in
the HILO register is 1.

18:17 - - Reserved.
19 RESET_E Edge detect of the reset signal. The corresponding bitin 0
the EDGE register must be 0.
0 Level detect.

Edge detect of the reset signal. Detect falling edge if bit
19 in the HILO register is 0. Detect rising edge if bit 19 in
the HILO register is 1.
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Table 80. Edge configuration register (EDGE - address 0x4004 4004) bit description

Bit Symbol Value Description Reset

20 BODRESET_E

21 DPDRESET_E

31:22 - -

value

Edge detect of the BOD reset signal. The corresponding 0
bit in the EDGE register must be 0.

Level detect.

Edge detect of the reset signal. Detect falling edge if bit
20 in the HILO register is 0. Detect rising edge if bit 19 in
the HILO register is 1.

Edge detect of the deep power-down reset signal. The 0
corresponding bit in the EDGE register must be 0.

Level detect.

Edge detect of the reset signal. Detect falling edge if bit
21 in the HILO register is 0. Detect rising edge if bit 21 in
the HILO register is 1.

Reserved.

Clear event enable register

The CLR_EN register clears the corresponding bits in the ENABLE register.

Table 81. Clear event enable register (CLR_EN - address 0x4004 4FD8) bit description

Bit Symbol

0 WAKEUPO_CLREN
1 WAKEUP1_CLREN
2 WAKEUP2_CLREN
3 WAKEUP3_CLREN
4 ATIMER_CLREN

5 RTC_CLREN

6 BOD_CLREN

7 WWDT_CLREN

8 ETH_CLREN

9 USBO_CLREN

10 USB1_CLREN

11 SDMMC_CLREN

12 CAN_CLREN

Description Reset
value

Writing a 1 to this bit clears the event enable bit 0 in the -
ENABLE register.

Writing a 1 to this bit clears the event enable bit 1 in the -
ENABLE register.

Writing a 1 to this bit clears the event enable bit 2 in the -
ENABLE register.

Writing a 1 to this bit clears the event enable bit 3 in the -
ENABLE register.

Writing a 1 to this bit clears the event enable bit 4 in the -
ENABLE register.

Writing a 1 to this bit clears the event enable bit5inthe -
ENABLE register.

Writing a 1 to this bit clears the event enable bit 6 in the -
ENABLE register.

Writing a 1 to this bit clears the event enable bit 7 in the -
ENABLE register.

Writing a 1 to this bit clears the event enable bit 8 inthe -
ENABLE register.

Writing a 1 to this bit clears the event enable bit 9 in the
ENABLE register.

Writing a 1 to this bit clears the event enable bit 10 in the
ENABLE register.

Writing a 1 to this bit clears the event enable bit 11 in the
ENABLE register.

Writing a 1 to this bit clears the event enable bit 12 in the -
ENABLE register.
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Table 81. Clear event enable register (CLR_EN - address 0x4004 4FD8) bit description

Bit Symbol Description Reset
value
13 TIM2_CLREN Writing a 1 to this bit clears the event enable bit 13 in the -
ENABLE register.
14 TIM6_CLREN Writing a 1 to this bit clears the event enable bit 14 in the -
ENABLE register.
15 QEI_CLREN Writing a 1 to this bit clears the event enable bit 15 in the -
ENABLE register.
16 TIM14_CLREN Writing a 1 to this bit clears the event enable bit 16 in the -
ENABLE register.
18:17 - Reserved. -
19 RESET_CLREN Writing a 1 to this bit clears the event enable bit 19 in the -

ENABLE register.

20 BODRESET_CLREN Writing a 1 to this bit clears the event enable bit 20 in the -
ENABLE register.

21 DPDRESET_CLREN Writing a 1 to this bit clears the event enable bit 21 in the -
ENABLE register.

31:22 - Reserved. -

9.6.4 Set event enable register
The SET_EN register sets the corresponding bits in the ENABLE register.

Table 82. Event set enable register (SET_EN - address 0x4004 4FDC) bit description

Bit Symbol Description Reset
value

0 WAKEUPO_SETEN  Writing a 1 to this bit sets the event enable bit 0 in the -
ENABLE register.

1 WAKEUP1_SETEN Writing a 1 to this bit sets the event enable bit 1 in the -
ENABLE register.

2 WAKEUP2_SETEN  Writing a 1 to this bit sets the event enable bit 2 in the -
ENABLE register.

3 WAKEUP3_SETEN  Writing a 1 to this bit sets the event enable bit 3 in the -
ENABLE register.

4 ATIMER_SETEN Writing a 1 to this bit sets the event enable bit 4 in the -
ENABLE register.

5 RTC_SETEN Writing a 1 to this bit sets the event enable bit 5 in the -
ENABLE register.

6 BOD_SETEN Writing a 1 to this bit sets the event enable bit 6 in the -
ENABLE register.

7 WWDT_SETEN Writing a 1 to this bit sets the event enable bit 7 in the -
ENABLE register.

8 ETH_SETEN Writing a 1 to this bit sets the event enable bit 8 in the -
ENABLE register.

9 USBO_SETEN Writing a 1 to this bit sets the event enable bit 9 in the -
ENABLE register.

10 USB1_SETEN Writing a 1 to this bit sets the event enable bit 10 in the -

ENABLE register.
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Table 82. Event set enable register (SET_EN - address 0x4004 4FDC) bit description
Bit Symbol Description Reset
value

11 SDMMC_SETEN Writing a 1 to this bit sets the event enable bit 11 in the -
ENABLE register.

12 CAN_SETEN Writing a 1 to this bit sets the event enable bit 12 in the -
ENABLE register.

13 TIM2_SETEN Writing a 1 to this bit sets the event enable bit 13 in the -
ENABLE register.

14 TIM6_SETEN Writing a 1 to this bit sets the event enable bit 14 inthe -
ENABLE register.

15 QEI_SETEN Writing a 1 to this bit sets the event enable bit 15 in the -
ENABLE register.

16 TIM14_SETEN Writing a 1 to this bit sets the event enable bit 16 in the -
ENABLE register.

18:17 - Reserved. -

19 RESET_SETEN Writing a 1 to this bit sets the event enable bit 19 in the -
ENABLE register.

20 BODRESET_SETEN Writing a 1 to this bit sets the event enable bit 20 in the -
ENABLE register.

21 DPDRESET_SETEN Writing a 1 to this bit sets the event enable bit 21 in the -
ENABLE register.

31:22 - Reserved. -

Event status register

The STATUS register monitors the internally generated interrupt or event signal from the
peripherals. The contents of this register can be read at any time. To change the contents
of this register, use the CLR_STAT and SET_STAT registers.

Remark: The reset value for this register indicates the POR reset value.

Table 83.

Bit Symbol

0 WAKEUPO_ST

1 WAKEUP1_ST

2 WAKEUP2_ST

3 WAKEUP3_ST

4 ATIMER_ST
RTC_ST
BOD_ST
WWDT_ST

All information provided in this document is subject to legal disclaimers.

Event status register (STATUS - address 0x4004 4FEOQ) bit description

Description

A 1 in this bit indicates that the WAKEUPO event has been
raised.

A 1 in this bit indicates that the WAKEUP1 event has been
raised.

A 1 in this bit indicates that the WAKEUP2 event has been
raised.

A 1 in this bit indicates that the WAKEUP3 event has been
raised.

A 1 in this bit indicates that the ATIMER event has been
raised.

A 1 in this bit indicates that the RTC event has been raised.

Reset
value

A 1 in this bit indicates that the BOD event has been raised.

A 1 in this bit indicates that the WWDT event has been
raised.
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Table 83. Event status register (STATUS - address 0x4004 4FEQ) bit description
Bit Symbol Description Reset
value

8 ETH_ST A 1 in this bit indicates that the ETHERNET event has been 1
raised.

9 USBO_ST A 1in this bit indicates that the USBO event has been raised. 1

10 USB1_ST A 1 in this bit indicates that the USB1 event has been raised. 1

11 SDMMC_ST A 1 in this bit indicates that the SDMMC event has been 1
raised.

12 CAN_ST A 1 in this bit indicates that the C_CAN event has been 1
raised.

13 TIM2_ST A 1 in this bit indicates that the combined timer 2 output 1
event has been raised.

14 TIM6_ST A 1 in this bit indicates that the combined timer 6 output 1
event has been raised.

15 QEI_ST A 1in this bit indicates that the QEI event has been raised. 1

16 TIM14_ST A 1 in this bit indicates that the combined timer 14 output 1
event has been raised.

18:17 - Reserved. -

19 RESET_ST A 1 in this bit indicates that the reset event has been raised. 1

20 BODRESET_ST A 1in this bit indicates that the reset event has been raised. 1

21 DPDRESET_ST A 1 in this bit indicates that the reset event has been raised. 1

31:22 - Reserved. -

9.6.6

Event enable register

The ENABLE register enables or disables the propagation of the interrupt or events which
are recorded in the STATUS register to the event router interrupt. The ENABLE register
does not prevent an interrupt or event from being recorded in the STATUS register.

The ENABLE register can be read at any time. To change the contents of this register, use

the CLR_EN and SET_EN registers.

Table 84. Event enable register (ENABLE - address 0x4004 4FE4) bit description
Bit Symbol Description Reset
value
0 WAKEUP